
Open Data Communication in Building Automation, Controls and Building Management - Control Network Protocol - Part 1: Protocol Stack

ICS 35.240.99, 91.140.01,
97.120

SLOVENSKÁ TECHNICKÁ NORMA Október 2014

STN
EN 14908-1

Otvorená dátová komunikácia v komplexných
automatických riadiacich systémoch prevádzky a
manažmentu budov. Komunika čný protokol pre
sieťovo prepojené riadiace systémy (CNP). Časť
1: Vrstvový model protokolu.

74 7306

Táto norma obsahuje anglickú verziu európskej normy.
This standard includes the English version of the European Standard.

Obsahuje:

Oznámením tejto normy sa ruší
STN EN 14908-1 (74 7306) z mája 2006

EN 14908-1:2014

Táto norma bola oznámená vo Vestníku ÚNMS SR č. 09/14

119427

Úrad pre normalizáciu, metrológiu a skúšobníctvo SR, odbor SÚTN, 2014
Podľa zákona č. 264/1999 Z. z. v znení neskorších predpisov sa môžu slovenské technické normy
rozmnožovať a rozširovať iba so súhlasom Úradu pre normalizáciu, metrológiu a skúšobníctvo SR.



 

 

 
EUROPEAN STANDARD 

NORME EUROPÉENNE 

EUROPÄISCHE NORM 

 EN 14908-1 
  

 
 April 2014 

ICS 35.240.99; 91.140.01; 97.120 Supersedes EN 14908-1:2005

English Version 

 Open Data Communication in Building Automation, Controls and 
Building Management - Control Network Protocol - Part 1: 

Protocol Stack 

 

Réseau ouvert de communication de données pour 
l'automatisation, la régulation et la gestion technique du 
bâtiment - Protocole de contrôle du réseau - Partie 1: 

Niveaux du protocole 

 Offene Datenkommunikation für die Gebäudeautomation 
und Gebäudemanagement - Gebäude-Netzwerk-Protokoll -

Teil 1: Datenprotokollschichtenmodell 

This European Standard was approved by CEN on 12 April 2013.  
 
CEN members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving this European 
Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical references concerning such national 
standards may be obtained on application to the CEN-CENELEC Management Centre or to any CEN member. 
 
This European Standard exists in three official versions (English, French, German). A version in any other language made by translation 
under the responsibility of a CEN member into its own language and notified to the CEN-CENELEC Management Centre has the same 
status as the official versions. 
 
CEN members are the national standards bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, 
Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, 
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and United 
Kingdom. 
 
 
 

 

EUROPEAN COMMITTEE FOR STANDARDIZATION  
C O M I T É E U R OP É E N D E N O R M A LI S A T I O N 
EUR O P Ä IS C HES  KOM I TE E F ÜR  NOR M UNG 

 

 

CEN-CENELEC Management Centre:  Avenue Marnix 17,  B-1000 Brussels 

© 2014 CEN All rights of exploitation in any form and by any means reserved 
worldwide for CEN national Members. 

Ref. No. EN 14908-1:2014 E

STN EN 14908-1: 2014



EN 14908-1:2014 (E) 

2 
 

Contents 

Foreword ......................................................................................................................................................................5 

Introduction .................................................................................................................................................................6 

1 Scope...............................................................................................................................................................7 

2 Normative references ....................................................................................................................................7 

3 Terms and definitions ....................................................................................................................................7 

4 Symbols and abbreviations ..........................................................................................................................9 
4.1 Symbols and graphical representations ......................................................................................................9 
4.2 Abbreviations .............................................................................................................................................. 10 

5 Overview of protocol layering ................................................................................................................... 11 

6 MAC sublayer .............................................................................................................................................. 13 
6.1 General ......................................................................................................................................................... 13 
6.2 Service provided ......................................................................................................................................... 13 
6.3 Interface to the link layer ............................................................................................................................ 13 
6.4 Interface to the physical layer ................................................................................................................... 14 
6.5 MPDU format ............................................................................................................................................... 15 
6.6 Predictive p-persistent CSMA — overview description .......................................................................... 15 
6.7 Idle channel detection ................................................................................................................................ 16 
6.8 Randomising ............................................................................................................................................... 17 
6.9 Backlog estimation ..................................................................................................................................... 17 
6.10 Optional priority .......................................................................................................................................... 18 
6.11 Optional collision detection ....................................................................................................................... 19 
6.12 Beta1, Beta2 and Preamble Timings ......................................................................................................... 20 

7 Link layer ..................................................................................................................................................... 22 
7.1 Assumptions ............................................................................................................................................... 22 
7.2 Service provided ......................................................................................................................................... 22 
7.3 CRC............................................................................................................................................................... 22 
7.4 Transmit algorithm ...................................................................................................................................... 23 
7.5 Receive Algorithm ....................................................................................................................................... 23 

8 Network layer ............................................................................................................................................... 23 
8.1 Assumptions ............................................................................................................................................... 23 
8.2 Service provided ......................................................................................................................................... 25 
8.3 Service interface ......................................................................................................................................... 25 
8.4 Internal structuring of the network layer .................................................................................................. 26 
8.5 NPDU format ................................................................................................................................................ 26 
8.6 Address recognition ................................................................................................................................... 27 
8.7 Routers ......................................................................................................................................................... 27 
8.8 Routing algorithm ....................................................................................................................................... 28 
8.9 Learning algorithm — subnets .................................................................................................................. 28 

9 Transaction control sublayer ..................................................................................................................... 28 
9.1 Assumptions ............................................................................................................................................... 28 
9.2 Service provided ......................................................................................................................................... 29 
9.3 Service interface ......................................................................................................................................... 29 
9.4 State variables ............................................................................................................................................. 30 

STN EN 14908-1: 2014



EN 14908-1:2014 (E) 

3 
 

9.5 Transaction control algorithm ................................................................................................................... 30 

10 Transport layer ............................................................................................................................................ 31 
10.1 Assumptions ............................................................................................................................................... 31 
10.2 Service provided ......................................................................................................................................... 31 
10.3 Service interface ......................................................................................................................................... 31 
10.4 TPDU types and formats ............................................................................................................................ 32 
10.5 Protocol diagram ......................................................................................................................................... 33 
10.6 Transport protocol state variables ............................................................................................................ 34 
10.7 Send algorithm ............................................................................................................................................ 34 
10.8 Receive algorithm ....................................................................................................................................... 34 
10.9 Receive transaction record pool size and configuration engineering .................................................. 34 

11 Session layer ............................................................................................................................................... 37 
11.1 Assumptions ............................................................................................................................................... 37 
11.2 Service Provided ......................................................................................................................................... 37 
11.3 Service interface ......................................................................................................................................... 38 
11.4 Internal structure of the session layer ...................................................................................................... 38 
11.5 SPDU types and formats ............................................................................................................................ 39 
11.6 Protocol timing diagrams ........................................................................................................................... 40 
11.7 Request-response state variables ............................................................................................................. 43 
11.8 Request-response protocol — client part ................................................................................................ 43 
11.9 Request-response protocol — server part ............................................................................................... 43 
11.10 Request-response protocol timers ........................................................................................................... 44 
11.11 Authentication protocol.............................................................................................................................. 44 
11.12 Encryption algorithm .................................................................................................................................. 44 
11.13 Retries and the role of the checksum function ........................................................................................ 44 
11.14 Random Number Generation ..................................................................................................................... 45 
11.15 Using Authentication .................................................................................................................................. 45 

12 Presentation/application layer ................................................................................................................... 45 
12.1 Assumptions ............................................................................................................................................... 45 
12.2 Service provided ......................................................................................................................................... 45 
12.3 Service interface ......................................................................................................................................... 46 
12.4 APDU types and formats ............................................................................................................................ 47 
12.5 Protocol diagrams ....................................................................................................................................... 48 
12.6 Application protocol state variables ......................................................................................................... 50 
12.7 Request - response messaging in offline state ....................................................................................... 50 
12.8 Network variables ....................................................................................................................................... 51 
12.9 Error notification to the application program .......................................................................................... 52 

13 Network management & diagnostics ........................................................................................................ 53 
13.1 Assumptions ............................................................................................................................................... 53 
13.2 Services provided ....................................................................................................................................... 53 
13.3 Network management and diagnostics application structure ............................................................... 53 
13.4 Node states .................................................................................................................................................. 53 
13.5 Using the network management services ................................................................................................ 54 
13.6 Using router network management commands ...................................................................................... 58 
13.7 NMPDU formats and types ......................................................................................................................... 59 
13.8 DPDU types and formats ............................................................................................................................ 80 

Annex A (normative)  Reference implementation ..................................................................................................... 85 

A.1 General ......................................................................................................................................................... 85 

A.2 Predictive CSMA algorithm ........................................................................................................................ 85 

Annex B (normative)  Additional Data Structures ................................................................................................ 380 

B.1 General ....................................................................................................................................................... 380 

STN EN 14908-1: 2014



EN 14908-1:2014 (E) 

4 
 

B.2 Read-only structures ................................................................................................................................ 381 

B.3 Domain table .............................................................................................................................................. 386 

B.4 Address table ............................................................................................................................................ 386 

B.5 Network variable tables - informative ..................................................................................................... 391 

B.6 Self-Identification structures ................................................................................................................... 393 

B.7 Configuration structure ............................................................................................................................ 400 

B.8 Statistics relative structure ...................................................................................................................... 402 

Annex C (informative)  Behavioral characteristics .............................................................................................. 404 

C.1 Channel capacity and throughput ........................................................................................................... 404 

C.2 Network metrics ........................................................................................................................................ 405 

C.3 Transaction metrics .................................................................................................................................. 406 

C.4 Boundary conditions — power-up .......................................................................................................... 407 

C.5 Boundary conditions — high load .......................................................................................................... 407 

Annex D (normative)  PDU summary ..................................................................................................................... 408 

Annex E (normative)  Naming and addressing..................................................................................................... 410 

E.1 Address types and formats ...................................................................................................................... 410 

E.2 Domains ..................................................................................................................................................... 410 

E.3 Subnets and nodes ................................................................................................................................... 411 

E.4 Groups........................................................................................................................................................ 411 

E.5 Unique_Node_ID and node address assignment .................................................................................. 412 

E.6 NPDU addressing ...................................................................................................................................... 413 

Bibliography ........................................................................................................................................................... 415 

 

STN EN 14908-1: 2014



EN 14908-1:2014 (E) 

5 
 

Foreword 
This document (EN 14908-1:2014) has been prepared by Technical Committee CEN/TC 247 “Building 
Automation, Controls and Building Management”, the secretariat of which is held by SNV. 

This European Standard shall be given the status of a national standard, either by publication of an 
identical text or by endorsement, at the latest by October 2014 and conflicting national standards shall 
be withdrawn at the latest by October 2014. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such 
patent rights. 

This document supersedes EN 14908-1:2005. 

This European Standard is part of a series of standards for open data transmission in building 
automation, control and in building management systems. The content of this European Standard 
covers the data communications used for management, automation/control and field functions. 

The following is a list of technical changes since the previous edition: 

— EN 14908-5 has been added to the normative references; 

— the normative Annex A has been re-worked for a better understanding. The reference 
implementation of the standard shows in detail which part is normative and hardware 
independent, which one is normative but hardware dependent and which one is not normative 
because it is hardware dependent. This information supports the development of a protocol stack 
and the understanding of the specified communication services. 

EN 14908-1 is part of a series of European Standards under the general title Control Network Protocol 
(CNP), which comprises the following parts: 

Part 1: Protocol stack; 

Part 2: Twisted pair communication; 

Part 3: Power line channel specification; 

Part 4: IP communication; 

Part 5: Implementation; 

Part 6: Application elements. 

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the 
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, 
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of 
Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, 
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, 
Sweden, Switzerland, Turkey and the United Kingdom. 
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Introduction 

This European Standard has been prepared to provide mechanisms through which various vendors of 
building automation, control, and building management systems may exchange information in a 
standardised way. It defines communication capabilities. 

This European Standard will be used by all involved in design, manufacture, engineering, installation 
and commissioning activities. 

STN EN 14908-1: 2014
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1 Scope 

This European Standard applies to a communication protocol for networked control systems in 
commercial Building Automation, Controls and Building Management. The protocol provides peer-to-
peer communication for networked control and is suitable for implementing both peer-to-peer and 
master-slave control strategies. This specification describes services in layers 2 to 7. In the layer 2 
(data link layer) specification, it also describes the MAC sub-layer interface to the physical layer. The 
physical layer provides a choice of transmission media. The interface described in this specification 
supports multiple transmission media at the physical layer. In the layer 7 specification, it includes a 
description of the types of messages used by applications to exchange application and network 
management data. 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this document and are 
indispensable for its application. For dated references, only the edition cited applies. For undated 
references, the latest edition of the referenced document (including any amendments) applies. 

EN 14908-5, Open Data Communication in Building Automation, Controls and Building Management 
Implementation Guideline - Control Network Protocol - Part 5: Implementation 

STN EN 14908-1: 2014
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