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Foreword

The text of document 57/1454/FDIS, future edition 2 of IEC 60870-6-702, prepared by IEC/TC 57
"Power systems management and associated information exchange" was submitted to the IEC-
CENELEC parallel vote and approved by CENELEC as EN 60870-6-702:2014.
The following dates are fixed:
— latest date by which the document has to be implemented at (dop) 2015-05-19

national level by publication of an identical national

standard or by endorsement

— latest date by which the national standards conflicting with (dow)  2017-08-19
the document have to be withdrawn

This document supersedes EN 60870-6-702:1998.
Attention is drawn to the possibility that some of the elements of this document may be the subject of

patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

Endorsement notice

The text of the International Standard IEC 60870-6-702:2014 was approved by CENELEC as a
European Standard without any modification.

In the official version, for Bibliography, the following note has to be added for the standard indicated :

IEC 60870-6-802:2014  NOTE Harmonized as EN 60870-6-802:2014 (not modified).
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protocol

IEC/TS 62351-4 - Power systems management and - -
associated information exchange - Data
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Part 4: Profiles including MMS
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Session protocol: Protocol Implementation
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the Association Control Service Element:
Protocol Implementation Conformance
Statement (PICS) proforma
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Interconnection - Connection-oriented
presentation protocol: Protocol
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(PICS) proforma
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Manufacturing Message Specification -
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ISO 9506-2 2003 Industrial automation systems - - -
Manufacturing Message Specification -
Part 2: Protocol specification


http://www.cenelec.eu/advsearch.html

EN 60870-6-702:2014

Publication Year
ISO/ISP 14226-1 1996 "

ISO/ISP 14226-2 1996 "

RFC 2126 -

STN EN 60870-6-702: 2015
-4 -

Title EN/HD

Industrial automation systems - -
International Standardized Profile AMM11:
MMS General Applications Base Profile -

Part 1: Specification of ACSE, Presentation
and Session protocols for the use by MMS

Industrial automation systems - -
International Standardized Profile AMM11:
MMS General Applications Base Profile -

Part 2: Common MMS requirements

ISO Transport Service on top of TCP -
(ITOT)

Y withdrawn.



IEC 60870-6-702:2014-07(en-fr)

STN EN 60870-6-702: 2015

IEC IEC 60870-6-702

o
®

Edition 2.0 2014-07

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Telecontrol equipment and systems —

Part 6-702: Telecontrol protocols compatible with ISO standards and ITU-T
recommendations — Functional profile for providing the TASE.2 application
service in end systems

Matériels et systémes de téléconduite —

Partie 6-702: Protocoles de téléconduite compatibles avec les normes ISO

et les recommandations de I’'UIT-T — Profil fonctionnel pour fournir le service
d'application TASE.2 dans les systémes finals




STN EN 60870-6-702: 2015

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2014 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or
your local IEC member National Committee for further information.

Droits de reproduction réservés. Sauf indication contraire, aucune partie de cette publication ne peut étre reproduite
ni utilisée sous quelque forme que ce soit et par aucun procédé, électronique ou mécanique, y compris la photocopie
et les microfilms, sans l'accord écrit de I''EC ou du Comité national de I'lEC du pays du demandeur. Si vous avez des
questions sur le copyright de I'lEC ou si vous désirez obtenir des droits supplémentaires sur cette publication, utilisez

IEC Central Office
3, rue de Varembé
CH-1211 Geneva 20

Switzerland www.iec.ch

les coordonnées ci-aprés ou contactez le Comité national de I'lEC de votre pays de résidence.

Tel.: +41 22 919 02 11
Fax: +41 22 919 03 00
info@iec.ch

About the IEC

The International Electrotechnical Commission (IEC) is the leading global organization that prepares and publishes
International Standards for all electrical, electronic and related technologies.

About IEC publications

The technical content of IEC publications is kept under constant review by the IEC. Please make sure that you have the
latest edition, a corrigenda or an amendment might have been published.

IEC Catalogue - webstore.iec.ch/catalogue

The stand-alone application for consulting the entire
bibliographical information on IEC International Standards,
Technical Specifications, Technical Reports and other
documents. Available for PC, Mac OS, Android Tablets and
iPad.

IEC publications search - www.iec.ch/searchpub

The advanced search enables to find IEC publications by a
variety of criteria (reference number, text, technical
committee,...). It also gives information on projects, replaced
and withdrawn publications.

IEC Just Published - webstore.iec.ch/justpublished

Stay up to date on all new IEC publications. Just Published
details all new publications released. Available online and
also once a month by email.

Electropedia - www.electropedia.org

The world's leading online dictionary of electronic and
electrical terms containing more than 30 000 terms and
definitions in English and French, with equivalent terms in 14
additional languages. Also known as the International
Electrotechnical Vocabulary (IEV) online.

IEC Glossary - std.iec.ch/glossary

More than 55 000 electrotechnical terminology entries in
English and French extracted from the Terms and Definitions
clause of IEC publications issued since 2002. Some entries
have been collected from earlier publications of IEC TC 37,
77, 86 and CISPR.

IEC Customer Service Centre - webstore.iec.ch/csc

If you wish to give us your feedback on this publication or
need further assistance, please contact the Customer Service
Centre: csc@iec.ch.

A propos de I'lEC

La Commission Electrotechnique Internationale (IEC) est la premiére organisation mondiale qui élabore et publie des
Normes internationales pour tout ce qui a trait a I'électricité, a I'électronique et aux technologies apparentées.

A propos des publications IEC

Le contenu technique des publications IEC est constamment revu. Veuillez vous assurer que vous possédez I'édition la
plus récente, un corrigendum ou amendement peut avoir été publié.

Catalogue IEC - webstore.iec.ch/catalogue

Application autonome pour consulter tous les renseignements
bibliographiques sur les Normes internationales,
Spécifications techniques, Rapports techniques et autres
documents de I'lEC. Disponible pour PC, Mac OS, tablettes
Android et iPad.

Recherche de publications IEC - www.iec.ch/searchpub

La recherche avancée permet de trouver des publications IEC
en utilisant différents criteres (numéro de référence, texte,
comité d’études,...). Elle donne aussi des informations sur les
projets et les publications remplacées ou retirées.

IEC Just Published - webstore.iec.ch/justpublished

Restez informé sur les nouvelles publications IEC. Just
Published détaille les nouvelles publications parues.
Disponible en ligne et aussi une fois par mois par email.

Electropedia - www.electropedia.org

Le premier dictionnaire en ligne de termes électroniques et
électriques. Il contient plus de 30 000 termes et définitions en
anglais et en francais, ainsi que les termes équivalents dans
14 langues additionnelles. Egalement appelé Vocabulaire
Electrotechnique International (IEV) en ligne.

Glossaire IEC - std.iec.ch/glossary

Plus de 55 000 entrées terminologiques électrotechniques, en
anglais et en frangais, extraites des articles Termes et
Définitions des publications IEC parues depuis 2002. Plus
certaines entrées antérieures extraites des publications des
CE 37,77, 86 et CISPR de I'EC.

Service Clients - webstore.iec.ch/csc

Si vous désirez nous donner des commentaires sur cette
publication ou si vous avez des questions contactez-nous:
csc@iec.ch.


mailto:info@iec.ch
http://www.iec.ch/
http://webstore.iec.ch/catalogue
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://std.iec.ch/glossary
http://webstore.iec.ch/csc
mailto:csc@iec.ch
http://webstore.iec.ch/catalogue
http://webstore.iec.ch/justpublished
http://std.iec.ch/glossary

STN EN 60870-6-702: 2015

IEC 60870-6-702

Edition 2.0 2014-07

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

Telecontrol equipment and systems —

Part 6-702: Telecontrol protocols compatible with ISO standards and ITU-T
recommendations — Functional profile for providing the TASE.2 application
service in end systems

Matériels et systémes de téléconduite —

Partie 6-702: Protocoles de téléconduite compatibles avec les normes ISO
et les recommandations de I’'UIT-T — Profil fonctionnel pour fournir le service
d'application TASE.2 dans les systémes finals

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION

ELECTROTECHNIQUE

INTERNATIONALE PRICE CODE W
CODE PRIX

ICS 33.200 ISBN 978-2-8322-1653-8

Warning! Make sure that you obtained this publication from an authorized distributor.
Attention! Veuillez vous assurer que vous avez obtenu cette publication via un distributeur agréé.

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale



STN EN 60870-6-702: 2015

-2- IEC 60870-6-702:2014 © IEC 2014

CONTENTS
FOREWORD ...ttt ettt et et et ettt et et e et e et e et e et e e et e e e enns 5
LN I 2 1 1 L N 1 S 7
1 ST e o] o 1Y PP PRPRN 8
2 NOrMatiVe refErENCES ... e 8
3 Terms and definitioNS ... 9
A A DIEVIATIONS .. e 9
5 Profile protocol Stacks ... ... 9
6 ConformanCe reQUIrEMENTS. ... o e e e 10
6.1 LT a1 =Y PP 10
6.2 TASE.2 reqUIrEMENTS .. 10
6.3 MM S FEQUITEMENES ..ottt e e e e e e e e eaeeas 10
6.4 Upper layers reqQUIr€mMeENtS .. ... 10
6.5 Lower Layer reqUIremMENtS. .. .. e e e e 10
Annex A (normative) ISPICS requirements listS .......cocviiiiiiiiiiiii e, 11
A.1 LT a1 =Y PP 11
A.2 Classification of requirements ... ... 11
A.2.1 GBNEIAL .. 11
A.2.2 Base COIUMN ... e 11
A.2.3 F/S COIUMN o e 12
A2.4 StAtUS COIUMN . Lo e e e 12
A.2.5 Profile COlUMN. ... e 12
A.3 A S E 2 e s 13
A.4 1 PN 18
A4 GBNEIAl e 18
A.4.2 Y ST Lo =Y o = 19
A.4.3 Y1 S 3 (T T PP 19
A.4.4 ObJECTINAMIE. ... e 19
A4.5 Supported MMS PDUS ... e 19
A.4.6 PDU-SPecCifiC reqUIrEMENTS .....couiiiiiiie e e 25
A.5 O ] PP 29
A.51 Supported fUNCHIONS ... 29
A.5.2 Initiator/responder capability ..o, 30
A.5.3 SUPPOrtEd AP DUS ... 31
A.5.4 Supported APDU parameters .........oiuiiiiiiee e 32
A.5.5 Supported parameter fOrmMs ..o 33
A.6 PresSentatioN ..o s 34
A7 RS- T ] o PP 35
(27 o] 1Yo | £=T o1 0V TP 36
Figure 1 — Applicability of functional profile............ccooiiiiii i 8
Table A.1 — Client/Server capability ... 13
Table A2 — TASE.2 CBBS .ottt ettt 13

Table A.3 — Association management ... .. ... 14



STN EN 60870-6-702: 2015

IEC 60870-6-702:2014 © IEC 2014 -3-

Table A4 — Data Value ... e 14
Table A.D — Data SetS . 14
TaADIE A.B — ACCOUNES ..ot 15
Table A.7 — DS transfer SelS .o 15
Table A.8 — Time series transfer set objects ..., 16
Table A.9 — Transfer account transfer set Objects ..o, 16
Table A.10 — Information message ObjJECES . .....co.iiiiiiii e 16
Table A.11 — Special transfer set ObJeCtS ... 17
Table A.12 — SBO AeVIiCES i 17
LI Lo L= AN R o o Yo | - o2 S 17
Table A.14 — Event enrollments ... 18
Table A.15 — Event CONAitioNS. ... .o 18
Table A.16 — ObJeCt MOAEIS ...t 18
Table A.17 — Environment and general management ... 19
Table A.18 — MMS MOQIfIEFS ... et 20
Table A.19 — Parameter CBBS ... e 21
Table A.20 — VIMD SUP PO .. et 21
Table A.21 — Domain ManagemeEnt ... ... e 22
Table A.22 — Program invocation management ... 22
Table A.23 — Variable aCCeSS. ... 23
Table A.24 — Semaphore management ... ... 23
Table A.25 — Operator COMmMUNICAtION ... ..ceiiii e e 23
Table A.26 — Event management ... ... 24
Table A.27 — Journal ManagemMeENnt. .. ... 24
Table A 28 — FilE @CCESS . i 24
Table A.29 — File Management ... 25
Table A.30 — Data exchange management ... ..o e 25
Table A.31 — ACCESSCONIIOl ... e 25
Table A.32 — Additional PDUS ... ... e e 25
Table A.33 — GetNameList conformance statement..............coooiiiiiii e 26
Table A.34 — VariableAccessSpecification conformance statement .................c.coiiiinn. 26
Table A.35 — VariableSpecification conformance statement ... 27
Table A.36 — Read conformance statement...........oooiiiiiiiiii 27
Table A.37 — Write conformance statement...........cooiiii i 27
Table A.38 — InformationReport conformance statement ... 28
Table A.39 — GetVariableAccessAttributes conformance statement............................... 28
Table A.40 — DefineNamedVariableList conformance statement...............coocoiiiiiiiiinnnenn. 28
Table A.41 — GetNamedVariableListAttributes conformance statement .......................ooel. 29
Table A.42 — DeleteNamedVariableList conformance statement..................... 29
Table A.43 — ProtOCOl VEISIONS ...t 29
Table A.44 — Other ProtOCOl VEISIONS . ..uiiiiiiii e e 30
Table A.45 — Technical corrigenda implemented ..o 30

Table A.46 — Global statement of CONfOrMaNCEe ..o 30



STN EN 60870-6-702: 2015

-4 - IEC 60870-6-702:2014 © IEC 2014
Table A.47 — Protocol MeChaniSMS . ... e 30
Table A.48 — Association establishment procedure ... 30
Table A.49 — Normal release ProCEAUNE .......co.iuii e ee e e 31
Table A.50 — Abnormal release pProCeAUIre ... 31
Table A.51 — Functional UNits .. ... e 31
Table A.52 — ACSE Supported APDUS ......coiiii e 31
Table A.53 — A-associate-request APDU ... ... 32
Table A.54 — A-associate-response APDU ... 32
Table A.55 — A-release-request APDU ... 32
Table A.56 — A-release-response APDU ... 33
Table A.57 — ADOIt APDU ... et 33
Table A.58 — AE title syntax name-form ... ..o 33
Table A.59 — Authentication value form ... 33
Table A.60 — Presentation PRL ... 34

Table A.B1 — SESSION P R ..uiiii e e 35



STN EN 60870-6-702: 2015

IEC 60870-6-702:2014 © IEC 2014 -5-

1

2)

3)

4)

5)

6)

7)

8)

9)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

TELECONTROL EQUIPMENT AND SYSTEMS -

Part 6-702: Telecontrol protocols compatible with
ISO standards and ITU-T recommendations —
Functional profile for providing the TASE.2
application service in end systems

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard 60870-6-702 has been prepared by IEC technical committee 57:
Power systems management and associated information exchange.

This second edition cancels and replaces the first edition published in 1998 and constitutes a
technical revision.

The main changes with respect to the previous edition are listed below:

Accounts, Programs, Event Enrollment, and Event Condition objects were moved from
being normative to informative. As a result, the conformance tables have been updated.

The services associated with Accounts, Programs, Event Enrollment, and Event
Conditions are now out-of-scope.

The TASE.2 conformance blocks 6, 7, 8, and 9 have been made out-of-scope.
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These changes were made in order to remove TASE.2 blocks that were seldom used and
whose capabilities are typically implemented by some other means besides TASE.2. This was
done to promote interoperability of implementations from an application perspective.

The text of this standard is based on the following documents:

FDIS Report on voting
57/1454/FDIS 57/1478/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 60870 series, published under the general title Telecontrol
equipment and systems, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch” in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.
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INTRODUCTION

This part of IEC 60870 is one of the IEC 60870-6 series defining functional profiles to be used
in telecommunication networks for electric power systems. It is largely based on existing
ISO/IEC International Standards and International Standardized Profiles (ISP).

The notion of functional profiles is fundamental in the organization of the IEC 60870-6 series.
A description of functional profiles, their classification scheme and the manner of defining
them are laid down in IEC 60870-6-1.

This profile for telecontrol application service element (TASE.2, also known as inter-control
centre communications protocol, ICCP) is an application-class profile (A-profile) providing
communications capabilities to control centre applications. The TASE.2 in the application
layer is specified in IEC 60870-6-503. The present standard refines the application layer
protocol to meet interoperability requirements and specifies requirements on the presentation
and session layers support for TASE.2. TASE.2 operates in a connection mode, so this A-
profile needs to interface to a transport-class profile of the T-profile variety.

Since the TASE.2 is an MMS-based protocol, this functional profile (FP) is based on MMS
profiles. In the OSI international standardized profile taxonomy there is a category for MMS A-
profiles. The present standard makes frequent use of the AMM11 profile.
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TELECONTROL EQUIPMENT AND SYSTEMS -

Part 6-702: Telecontrol protocols compatible with
ISO standards and ITU-T recommendations —
Functional profile for providing the TASE.2
application service in end systems

1 Scope

This part of IEC 60870 is a functional profile (FP) and defines the provision of the TASE.2
communications services between two control centre end systems. It is supported by the
transport services implemented in accordance with transport-profiles defined for the type of
network that interconnects the control centre end systems. This is demonstrated in Figure 1.

This FP also defines the provision of the OSI connection-mode presentation and session
services between the end systems.

ISO/ISP 14226 specifies the AMM11 profiles for MMS. The parts of ISO/ISP 14226 that cover
the profile that are used as a basis for this FP are ISO/ISP 14226-1 and ISO/ISP 14226-2.
This FP is in alignment with ISO/ISP 14226, as far as possible, and maintains this
compatibility by reference. There are TASE.2 requirements in addition to ISO/ISP 14226.
These requirements are specified in this FP.

Control Control
centre centre
applications applications
Application TASE.2/MMS Application
Presentation / \ Presentation protocol Presentation
Session \\/} Session protocol Session
4 4
3 3
2 2
1 1

IEC 2021/14

Figure 1 — Applicability of functional profile

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
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undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60870-6-503, Telecontrol equipment and systems — Part 6-503: Telecontrol protocols
compatible with ISO standards and ITU-T recommendations — TASE.2 Services and protocol

IEC/TS 62351-4, Power systems management and associated information exchange — Data
and communications security — Part 4: Profiles including MMS

ISO/IEC 8327-2, Information technology — Open Systems Interconnection — Connection-
oriented Session protocol: Protocol Implementation Conformance Statement (PICS) proforma

ISO/IEC 8650-2, Information technology — Open Systems Interconnection — Protocol
specification for the Association Control Service Element: Protocol Implementation
Conformance Statement (PICS) proforma

ISO/IEC 8823-2, Information technology — Open Systems Interconnection — Connection-
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