
Alarm and electronic security systems - Part 11-32: Electronic access control systems - Access control monitoring based on Web services

ICS 13.320 SLOVENSKÁ TECHNICKÁ NORMA Júl 2017

STN
EN 60839-11-32

Poplachové a elektronické bezpe čnostné systémy
Časť 11-32: Elektronické systémy zabezpe čenia

prístupu
Monitorovanie zabezpe čenia prístupu na báze

webových služieb

33 4593

Táto norma obsahuje anglickú verziu európskej normy.
This standard includes the English version of the European Standard.

Obsahuje: EN 60839-11-32:2017, IEC 60839-11-32:2016

Táto norma bola oznámená vo Vestníku ÚNMS SR č. 06/17

125025

Úrad pre normalizáciu, metrológiu a skúšobníctvo Slovenskej republiky, 2017
Podľa zákona č. 264/1999 Z. z. o technických požiadavkách na výrobky a o posudzovaní zhody a o zmene a doplnení niektorých
zákonov v znení neskorších predpisov sa slovenská technická norma a časti slovenskej technickej normy môžu rozmnožovať alebo
rozširovať len so súhlasom slovenského národného normalizačného orgánu.



 
 

 
EUROPEAN STANDARD 

NORME EUROPÉENNE 

EUROPÄISCHE NORM 

 
 EN 60839-11-32 
  

 
 March 2017 

ICS 13.320     

English Version 

 Alarm and electronic security systems -  
Part 11-32: Electronic access control systems - Access control 

monitoring based on Web services 
(IEC 60839-11-32:2016) 

 

Systèmes d'alarme et de sécurité électroniques -  
Partie 11-32: Systèmes de contrôle d'accès électronique - 
Commande de contrôle d'accès en fonction des services 

Web 
(IEC 60839-11-32:2016) 

 Alarmanlagen - Teil 11-32: Elektronische 
Zutrittskontrollanlagen - IP Interoperabilität auf Basis von 

Webservices - Spezifikation der Zutrittskontrolle 
(IEC 60839-11-32:2016) 

This European Standard was approved by CENELEC on 2016-12-29. CENELEC members are bound to comply with the CEN/CENELEC 
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration. 

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC 
Management Centre or to any CENELEC member.  

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation 
under the responsibility of a CENELEC member into its own language and notified to the CEN-CENELEC Management Centre has the 
same status as the official versions. 

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic, 
Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, 
Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, 
Switzerland, Turkey and the United Kingdom. 

European Committee for Electrotechnical Standardization  
Comité Européen de Normalisation Electrotechnique 

Europäisches Komitee für Elektrotechnische Normung 

CEN-CENELEC Management Centre: Avenue Marnix 17,  B-1000 Brussels 

© 2017 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members. 

  Ref. No. EN 60839-11-32:2017 E 

STN EN 60839-11-32: 2017



EN 60839-11-32:2017 

2 

European foreword 

The text of document 79/523/CDV, future edition 1 of IEC 60839-11-32, prepared by 
IEC/TC 79 "Alarm and electronic security systems" was submitted to the IEC-CENELEC parallel vote 
and approved by CENELEC as EN 60839-11-32:2017. 
 
The following dates are fixed: 

• latest date by which the document has to be 
implemented at national level by 
publication of an identical national 
standard or by endorsement 

(dop) 2017-09-29 

• latest date by which the national 
standards conflicting with the 
document have to be withdrawn 

(dow) 2019-12-29 

 
Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such 
patent rights. 
 

Endorsement notice 

The text of the International Standard IEC 60839-11-32:2016 was approved by CENELEC as a 
European Standard without any modification. 

In the official version, for Bibliography, the following note has to be added for the standard indicated: 
 

IEC 60839-11-31 NOTE Harmonized as EN 60839-11-31. 
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Annex ZA 
(normative) 

 
Normative references to international publications 

with their corresponding European publications 
 
The following documents, in whole or in part, are normatively referenced in this document and are 
indispensable for its application. For dated references, only the edition cited applies. For undated 
references, the latest edition of the referenced document (including any amendments) applies. 
 
NOTE 1 When an International Publication has been modified by common modifications, indicated by (mod), the relevant 
EN/HD applies. 
 
NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available here: 
www.cenelec.eu 
 
Publication Year Title EN/HD Year 
     

IEC 60839-11-1 -   Alarm and electronic security systems - 
Part 11-1: Electronic access control 
systems - System and components 
requirements 

EN 60839-11-1 -   

IEC 60839-11-2 -   Alarm and electronic security systems - 
Part 11-2: Electronic access control 
systems - Application guidelines 

EN 60839-11-2 -   
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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
ALARM AND ELECTRONIC SECURITY SYSTEMS –  

 
Part 11-32: Electronic access control systems –  

Access control monitoring based on Web services  
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 60839-11-32 has been prepared by IEC technical committee 79: 
Alarm and electronic security systems. 

The text of this standard is based on the following documents: 

CDV Report on voting 

79/523/CDV 79/547/RVC 

 
Full information on the voting for the approval of this standard can be found in the report on 
voting indicated in the above table. 

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2. 
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A list of all parts in the IEC 60839 series, published under the general title Alarm and 
electronic security systems, can be found on the IEC website. 

The committee has decided that the contents of this publication will remain unchanged until 
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data 
related to the specific publication. At this date, the publication will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

This document makes it possible to build an alarm and electronic security system with clients, 
typically a monitoring console, and devices, typically an access control unit, from different 
manufacturers using common and well defined interfaces.  

This document specifies only the data and control flow between a client and the services 
without reference to any physical device as the services required to implement a compliant 
electronic access control system (EACS) are not necessarily implemented on a single device, 
i.e. all services can be run on a control panel, event aggregator software on PC, etc. 

This document does not define internal communication between an access control unit and its 
components if they are implemented on a single device. 

This document is based upon work done by the ONVIF open industry forum. The ONVIF 
Access Control specification and ONVIF Door Control specification are compatible with this 
document. 

This document is accompanied by a set of computer readable interface definitions: 

• Access control service WSDL, see Clause A.1; 

• Door control service WSDL, see Clause A.2;  

• Common schema, see Clause A.3; 

Due to the differences in terminology used in IEC 60839-11-1, IEC 60839-11-2 and the ONVIF 
specification that this part of IEC 60839 is based on, a reader should take special notice of 
the terms and definitions clause.  

Additional services needed for configuration of an EACS such as definitions of schedules, 
handling of access rules, readers and credentials are outside the scope of this document. 
These services will be covered by other parts of the IEC 60839-11-3x family of standards. 
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ALARM AND ELECTRONIC SECURITY SYSTEMS – 

Part 11-32: Electronic access control systems –  
Access control monitoring based on Web services 

1 Scope 

This part of IEC 60839 defines the Web services interface for electronic access control 
systems. This includes listing electronic access control system components, their logical 
composition, monitoring their states and controlling them. It also includes a mapping of 
mandatory and optional requirements as per IEC 60839-11-1. 

This document applies to physical security only. Physical security prevents unauthorized 
personnel, attackers or accidental intruders from physically accessing a building, room, etc. 

Web services usage and device management functionality are outside of the scope of this 
document. Refer to IEC 60839-11-31 for more information. 

This document does not in any way limit a manufacturer to add other protocols or extend the 
protocol defined here. For rules on how to accomplish this refer to IEC 60839-11-31. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC 60839-11-1, Alarm and electronic security systems – Part 11-1: Electronic access control 
systems – System and components requirements 

IEC 60839-11-2, Alarm and electronic security systems – Part 11-2: Electronic access control 
systems – Application guidelines 

STN EN 60839-11-32: 2017


	iec60839-11-32{ed1.0}b.pdf
	English
	CONTENTS
	FOREWORD
	INTRODUCTION
	1 Scope
	2 Normative references
	3 Terms, definitions and abbreviated terms
	3.1 Terms and definitions
	3.2 Abbreviated terms

	4 Overview
	4.1 Interoperability
	4.2 Event handling
	4.3 Architecture
	4.4 External authorization (Overriding)
	4.5 Security considerations
	4.6 Door (access point) control
	4.7 Design considerations
	4.7.1 Instance-level capabilities
	4.7.2 Retrieving status
	4.7.3 Retrieving system configuration


	5 Access control
	5.1 General
	5.2 Service capabilities
	5.2.1 General
	5.2.2 Data structures: ServiceCapabilities
	5.2.3 GetServiceCapabilities command

	5.3 Access point (portal side) information
	5.3.1 Data structures
	5.3.2 GetAccessPointInfoList command
	5.3.3 GetAccessPointInfo command

	5.4 Area information
	5.4.1 Data structures: AreaInfo
	5.4.2 GetAreaInfoList command
	5.4.3 GetAreaInfo command

	5.5 Access point (portal side) status
	5.5.1 General
	5.5.2 Data structures: AccessPointState
	5.5.3 GetAccessPointState command

	5.6 Access control commands
	5.6.1 General
	5.6.2 Data structures: Decision enumeration
	5.6.3 EnableAccessPoint command
	5.6.4 DisableAccessPoint command
	5.6.5 ExternalAuthorization command

	5.7 Notification topics
	5.7.1 Event overview
	5.7.2 General transaction event layout
	5.7.3 Access granted
	5.7.4 Access taken
	5.7.5 Access not taken
	5.7.6 Access denied
	5.7.7 Duress
	5.7.8 External authorization (Override)
	5.7.9 Status changes
	5.7.10 Configuration changes


	6 Door (access point) control
	6.1 General
	6.2 Service capabilities
	6.2.1 General
	6.2.2 Data structures: ServiceCapabilities
	6.2.3 GetServiceCapabilities command

	6.3 Door (access point) information
	6.3.1 Data structures
	6.3.2 GetDoorInfoList command
	6.3.3 GetDoorInfo command

	6.4 Door (access point) status
	6.4.1 General
	6.4.2 Data structures
	6.4.3 GetDoorState command

	6.5 Door (access point) control commands
	6.5.1 General
	6.5.2 AccessDoor command
	6.5.3 LockDoor command
	6.5.4 UnlockDoor command
	6.5.5 BlockDoor command
	6.5.6 LockDownDoor command
	6.5.7 LockDownReleaseDoor command
	6.5.8 LockOpenDoor command
	6.5.9 LockOpenReleaseDoor command
	6.5.10 DoubleLockDoor command

	6.6 Notification Topics
	6.6.1 General
	6.6.2 Status changes
	6.6.3 Configuration changes


	Annex A (normative)Access control interface XML schemata
	A.1 Access control service WSDL
	A.2 Door control service WSDL
	A.3 Common schema

	Annex B (informative)Mapping of mandatory functions in IEC 60839-11-1
	Bibliography
	Figure 1 – Schematic overview of an access controlled door 
	Tables
	Table 1 – GetServiceCapabilities command 
	Table 2 – GetAccessPointInfoList command 
	Table 3 – GetAccessPointInfo command 
	Table 4 – GetAreaInfoList command 
	Table 5 – GetAreaInfo command 
	Table 6 – GetAccessPointState command 
	Table 7 – EnableAccessPoint command 
	Table 8 – DisableAccessPoint command 
	Table 9 – ExternalAuthorization command 
	Table 10 – GetServiceCapabilities command 
	Table 11 – GetDoorInfoList command 
	Table 12 – GetDoorInfo command 
	Table 13 – GetDoorState command 
	Table 14 – AccessDoor command 
	Table 15 – LockDoor command 
	Table 16 – UnlockDoor command 
	Table 17 – BlockDoor command 
	Table 18 – LockDownDoor command 
	Table 19 – LockDownReleaseDoor command 
	Table 20 – LockOpenDoor command 
	Table 21 – LockOpenReleaseDoor command 
	Table 22 – DoubleLockDoor command 
	Table B.1 – Access point interface requirements
	Table B.2 – Indication and annunciation requirements
	Table B.3 – Recognition requirements
	Table B.4 – Duress signalling requirements
	Table B.5 – Overriding requirements
	Table B.6 – System self protection requirements


	Français
	SOMMAIRE
	AVANT-PROPOS
	INTRODUCTION
	1 Domaine d’application
	2 Références normatives
	3 Termes, définitions et termes abrégés
	3.1 Termes et définitions
	3.2 Termes abrégés

	4 Présentation
	4.1 Interopérabilité
	4.2 Traitement des événements
	4.3 Architecture
	4.4 Autorisation externe (Neutralisation)
	4.5 Considérations de sécurité
	4.6 Commande de portes (point d'accès)
	4.7 Considérations de conception
	4.7.1 Fonctionnalités de niveau d'instance
	4.7.2 Récupération des informations d'état
	4.7.3 Récupération de la configuration du système


	5 Contrôle d'accès
	5.1 Généralités
	5.2 Fonctionnalités de service
	5.2.1 Généralités
	5.2.2 Structures de données: ServiceCapabilities
	5.2.3 Commande GetServiceCapabilities

	5.3 Informations concernant le point d'accès (côté accès contrôlé)
	5.3.1 Structures de données
	5.3.2 Commande GetAccessPointInfoList 
	5.3.3 Commande GetAccessPointInfo

	5.4 Informations concernant la zone
	5.4.1 Structures de données: AreaInfo
	5.4.2 Commande GetAreaInfoList
	5.4.3 Commande GetAreaInfo

	5.5 État du point d’accès (côté accès contrôlé)
	5.5.1 Généralités
	5.5.2 Structures de données: AccessPointState
	5.5.3 Commande GetAccessPointState

	5.6 Commandes de contrôle d'accès
	5.6.1 Généralités
	5.6.2 Structures de données: énumération Décision
	5.6.3 Commande EnableAccessPoint
	5.6.4 Commande DisableAccessPoint
	5.6.5 Commande ExternalAuthorization

	5.7 Rubriques de notification
	5.7.1 Présentation des événements
	5.7.2 Configuration générale des événements de transaction
	5.7.3 Autorisation d'accès (Access granted)
	5.7.4 Accès effectif (Access taken)
	5.7.5 Accès non effectif (Access not taken)
	5.7.6 Accès refusé (Access denied)
	5.7.7 Agression (Duress)
	5.7.8 Autorisation externe (Neutralisation)
	5.7.9 Modifications d'état
	5.7.10 Modifications de configuration


	6 Commande de portes (point d'accès)
	6.1 Généralités
	6.2 Fonctionnalités de service
	6.2.1 Généralités
	6.2.2 Structures de données: ServiceCapabilities
	6.2.3 Commande GetServiceCapabilities

	6.3 Informations concernant les portes (point d'accès)
	6.3.1 Structures de données
	6.3.2 Commande GetDoorInfoList
	6.3.3 Commande GetDoorInfo

	6.4 État de l'entité Porte (point d’accès)
	6.4.1 Généralités
	6.4.2 Structures de données
	6.4.3 Commande GetDoorState

	6.5 Commandes pour la commande de portes (point d'accès)
	6.5.1 Généralités
	6.5.2 Commande AccessDoor
	6.5.3 Commande LockDoor 
	6.5.4 Commande UnlockDoor
	6.5.5 Commande BlockDoor
	6.5.6 Commande LockDownDoor
	6.5.7 Commande LockDownReleaseDoor
	6.5.8 Commande LockOpenDoor
	6.5.9 Commande LockOpenReleaseDoor
	6.5.10 Commande DoubleLockDoor

	6.6 Rubriques de notification
	6.6.1 Généralités
	6.6.2 Modifications d'état
	6.6.3 Modifications de configuration


	Annexe A (normative)Schéma XML d'interface de contrôle d'accès
	A.1 WSDL de service de contrôle d'accès 
	A.2 WSDL de service de commande de portes
	A.3 Schéma commun

	Annexe B (informative)Mapping des fonctions obligatoires spécifiées dans l’IEC 60839-11-1
	Bibliographie
	Figure 1 – Présentation schématique d’une porte à contrôle d’accès 
	Tableaux
	Tableau 1 – Commande GetServiceCapabilities 
	Tableau 2 – Commande GetAccessPointInfoList 
	Tableau 3 – Commande GetAccessPointInfo 
	Tableau 4 – Commande GetAreaInfoList 
	Tableau 5 – Commande GetAreaInfo 
	Tableau 6 – Commande GetAccessPointState 
	Tableau 7 – Commande EnableAccessPoint 
	Tableau 8 – Commande DisableAccessPoint 
	Tableau 9 – Commande ExternalAuthorization 
	Tableau 10 – Commande GetServiceCapabilities 
	Tableau 11 – Commande GetDoorInfoList 
	Tableau 12 – Commande GetDoorInfo 
	Tableau 13 – Commande GetDoorState 
	Tableau 14 – Commande AccessDoor 
	Tableau 15 – Commande LockDoor 
	Tableau 16 – Commande UnlockDoor 
	Tableau 17 – Commande BlockDoor 
	Tableau 18 – Commande LockDownDoor 
	Tableau 19 – Commande LockDownReleaseDoor 
	Tableau 20 – Commande LockOpenDoor 
	Tableau 21 – Commande LockOpenReleaseDoor 
	Tableau 22 – Commande DoubleLockDoor 
	Tableau B.1 – Exigences concernant les interfaces de points d’accès
	Tableau B.2 – Exigences d'indication et d'annonce
	Tableau B.3 – Exigences concernant la reconnaissance 
	Tableau B.4 – Exigences concernant le signalement d'agression
	Tableau B.5 – Exigences concernant la neutralisation
	Tableau B.6 – Exigences concernant l'autoprotection du système






