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Electrical energy measurement and control. 

This third edition cancels and replaces the second edition of IEC 62056-5-3, published in 
2016. It constitutes a technical revision. 

The significant technical changes with respect to the previous edition are listed in Annex K 
(Informative). 
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FDIS Report on voting 
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the report on voting indicated in the above table. 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 

A list of all the parts in the IEC 62056 series, published under the general title Electricity 
metering data exchange – The DLMS/COSEM suite, can be found on the IEC website. 

The committee has decided that the contents of this publication will remain unchanged until 
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INTRODUCTION 

This third edition of IEC 62056-5-3 has been prepared by IEC TC13 WG14 with a significant 
contribution of the DLMS User Association, its D-type liaison partner. 

This edition is in line with DLMS UA 1000-2, the “Green Book” Ed. 8.2:2017. The main new 
features are the ACCESS service, the new security suites 1 and 2 supporting symmetric key 
and public key cryptography, the general protection mechanism and the XML schema for 
COSEM APDUs. 

Clause 5 is based on parts of NIST documents. Reprinted courtesy of the National Institute of 
Standards and Technology, Technology Administration, U.S. Department of Commerce. 
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ELECTRICITY METERING DATA EXCHANGE –  
THE DLMS/COSEM SUITE –  

 
Part 5-3: DLMS/COSEM application layer 

 
 
 

1 Scope 

This part of IEC 62056 specifies the DLMS/COSEM application layer in terms of structure, 
services and protocols for DLMS/COSEM clients and servers, and defines rules to specify the 
DLMS/COSEM communication profiles. 

It defines services for establishing and releasing application associations, and data 
communication services for accessing the methods and attributes of COSEM interface 
objects, defined in IEC 62056-6-2 using either logical name (LN) or short name (SN) 
referencing. 

Annex A (normative) defines how to use the COSEM application layer in various 
communication profiles. It specifies how various communication profiles can be constructed 
for exchanging data with metering equipment using the COSEM interface model, and what are 
the necessary elements to specify in each communication profile. The actual, media-specific 
communication profiles are specified in separate parts of the IEC 62056 series. 

Annex B (normative) specifies the SMS short wrapper. 
Annex C (normative) specifies the gateway protocol. 
Annex D, Annex E and Annex F (informative) include encoding examples for APDUs. 
Annex G (normative) provides NSA Suite B elliptic curves and domain parameters. 
Annex H (informative) provides an example of an End entity signature certificate using P-256 
signed with P-256. 
Annex I (normative) specifies the use of key agreement schemes in DLMS/COSEM. 
Annex J (informative) provides examples of exchanging protected xDLMS APDUs between a 
third party and a server. 
Annex K (informative) lists the main technical changes in this edition of the standard. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC 61334-4-41:1996, Distribution automation using distribution line carrier systems – Part 4: 
Data communication protocols – Section 41: Application protocol – Distribution line message 
specification 

IEC 61334-6:2000, Distribution automation using distribution line carrier systems – Part 6: 
A-XDR encoding rule 

IEC TR 62051:1999, Electricity metering – Glossary of terms 

IEC TR 62051-1:2004, Electricity metering – Data exchange for meter reading, tariff and load 
control – Glossary of terms – Part 1: Terms related to data exchange with metering equipment 
using DLMS/COSEM 
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IEC 62056-6-2:2017, Electricity metering data exchange – The DLMS/COSEM suite –  
Part 6-2: COSEM interface classes 

IEC 62056-8-3:2013, Electricity metering data exchange – The DLMS/COSEM suite –  
Part 8-3: Communication profile for PLC S-FSK neighbourhood networks 

ISO/IEC 8824-1, Information technology – Abstract Syntax Notation One (ASN.1): 
Specification of basic notation 

ISO/IEC 8825-1:2015, Information technology – ASN.1 encoding rules: Specification of Basic 
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules 
(DER) 

ISO/IEC 15953:1999, Information technology – Open Systems Interconnection – Service 
definition for the Application Service Object Association Control Service Element 

NOTE This standard cancels and replaces ISO/IEC 8649:1996 and its Amd. 1:1997 and Amd. 2:1998, of which it 
constitutes a technical revision. 

ISO/IEC 15954:1999, Information technology – Open Systems Interconnection – Connection-
mode protocol for the Application Service Object Association Control Service Element 

NOTE This standard cancels and replaces ISO/IEC 8650-1:1999 and its Amd. 1:1997 and Amd. 2:1998, of which 
it constitutes a technical revision. 

ITU-T V.44: 2000 , Series v: data communication over the telephone network – Error control – 
V.44:2000, Data compression procedures 

ITU-T X.509:2008, Series x: data networks, open system communications and security – 
Information technology – Open systems interconnection – The Directory: Public-key and 
attribute certificate frameworks 

ITU-T X.693 (11/2008), Information technology – ASN.1 encoding rules: XML Encoding Rules 
(XER) 

ITU-T X.693 Corrigendum 1 (10/2011), Information technology – ASN.1 encoding rules: XML 
Encoding Rules (XER) Technical Corrigendum 1 

ITU-T X.694 (11/2008), Information technology – ASN.1 encoding rules: Mapping W3C XML 
schema definitions into ASN.1 

ITU-T X.694 Corrigendum 1 (10/2011),  Information technology – ASN.1 encoding rules: 
Mapping W3C XML schema definitions into ASN.1 Technical Corrigendum 1 

FIPS PUB 180-4:2012, Secure hash standard (SHS) 

FIPS PUB 186-4:2013, Digital Signature Standard (DSS) 

FIPS PUB 197:2001, Advanced Encryption Standard (AES) 

NIST SP 800-21:2005, Guideline for Implementing Cryptography in the Federal Government 

NIST SP 800-32:2001, Introduction to Public Key Technology and the Federal PKI 
Infrastructure 

NIST SP 800-38D:2007, Recommendation for Block Cipher Modes of Operation: 
Galois/Counter Mode (GCM) and GMAC 
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NIST SP 800-56A Rev. 2: 2013, Recommendation for Pair-Wise Key Establishment Schemes 
Using Discrete Logarithm Cryptography 

NIST SP 800-57:2012, Recommendation for Key Management – Part 1: General (Revision 3) 

NSA1 , Suite B Implementer’s Guide to FIPS 186-3 (ECDSA), Feb 3rd 2010 

NSA2 , Suite B Implementer’s Guide to NIST SP800-56A, 28th July 2009 

NSA3 , NSA Suite B Base Certificate and CRL Profile, 27th May 2008 

RFC 3394, Advanced Encryption Standard (AES) Key Wrap Algorithm. Edited by J. Schaad 
(Soaring Hawk Consulting) and R. Housley (RSA Laboratories) September 2002 
http://tools.ietf.org/html/rfc3394 

RFC 4108, Using Cryptographic Message Syntax (CMS) to Protect Firmware Packages, 2005, 
http://www.ietf.org/rfc/rfc4108 

RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List 
(CRL) Profile, 2008, http://www.ietf.org/rfc/rfc5280 
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