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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

National transposition dates

Date of adoption of this EN: 23 April 2018
Date of latest announcement of this EN (doa): 31 July 2018
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 31 January 2019
Date of withdrawal of any conflicting National Standard (dow): 31 January 2019

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

Building trust in the online environment is key to economic and social development. Lack of trust, in particular because
of aperceived lack of security, makes consumers, businesses and administrations hesitate to carry out transactions
electronically and to adopt new services. Trust service providers are often an essential element to establish trust
between parties transacting el ectronically, particularly in open public networks, and can be used, for example, to
provide trusted identity information and help establish secure communications between transacting parties. Examples of
such trust service providers are issuers of public key certificates, time-stamping service providers, providers of remote
electronic signature generation or validation services.

ETSI
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For participants of electronic commerce to have confidence in the security of these trust services they need to have
confidence that the trust service providers (TSPs) have established a set of procedures, processes and security measures
in order to minimize the operational and financial threats and risks associated.

The present document specifies baseline policy regquirements on the operation and management practices of TSP
regardless the service they provide. Other standards, addressing particular type of trust service, can build on the present
document to identify supplement requirements for particular type of trust service.

The present document is aiming to meet the general requirements to provide trust and confidence in electronic
transactions including, amongst others, applicable requirements from Regulation (EU) No 910/2014 [i.2] and those
from CA/Browser Forum [i.4].

EXAMPLE: ETSI EN 319 411-2 [i.11] annex A describes the application of the present document to the
requirements of Regulation No 910/2014 [i.2] requirements for TSPsissuing EU qualified
certificates.

ETSI
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1 Scope

The present document specifies general policy requirements relating to trust service providers (TSPs) that are
independent of the type of TSP. It defines policy requirements on the operation and management practices of TSPs.

Other specifications refine and extend these requirements as applicabl e to particular forms of TSP. The present
document does not specify how the requirements identified can be assessed by an independent party, including
requirements for information to be made available to such independent assessors, or requirements on such assessors.

NOTE: SeeETSI EN 319 403[i.6]: "Electronic Signatures and Infrastructures (ESI); Requirements for
conformity assessment bodies assessing Trust Service Providers'.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

Not applicable.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement
of such data.

[i.2] Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on

electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC.

[1.3] I SO/IEC 27002:2013: "Information technology - Security techniques - Code of practice for
information security management”.

[i.4] CA/Browser Forum: "Baseline Requirements for the I ssuance and Management of Publicly-
Trusted Certificates".

[i.5] ISO/IEC 27005:2011: "Information technology - Security techniques - Information security risk
management”.
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[i.9]

[i.10]

[i.11]

[i.12]
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ETSI EN 319 403: "Electronic Signatures and Infrastructures (ESI); Trust Service Provider
Conformity Assessment - Requirements for conformity assessment bodies assessing Trust Service
Providers'.

CA/Browser Forum: "Network and certificate system security requirements’.
Recommendation ITU-R TF.460-6 (2002): " Standard-frequency and time-signal emissions”.

ETSI EN 319 411-1: "Electronic Signatures and Infrastructures (ESI); Policy and Security
Requirements for Trust Service Providersissuing certificates; Part 1. General requirements”.

ETSI EN 301 549: "Accessibility requirements suitable for public procurement of ICT products
and servicesin Europe".

ETSI EN 319 411-2: "Electronic Signatures and Infrastructures (ESI); Policy and Security
Requirements for Trust Service Providersissuing certificates; Part 2: Requirements for trust
service providersissuing EU qualified certificates'.

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC.

koniecnahladu -textdalejpokracujevplatenejverzii STN
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