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Anotacia
Tento dokument poskytuje usmernenie na riadenie incidentov vratane:
— principov, ktoré komunikuju hodnoty a vysvetluju ucel riadenia incidentov,

— zakladné komponenty riadenia incidentov vratane procesu a Struktury, ktoré sa zameriavaju na
role a zodpovednosti, Ulohy a riadenie zdrojov a

— spoluprace prostrednictvom koordinacie a spoluprace.

Tento dokument je pouzitelny pre vSetky organizacie zapojené do reakcie na incidenty akéhokolvek typu
a rozsahu.

Narodny predhovor

Normativne referenéné dokumenty

Nasledujuce dokumenty, celé alebo ich Casti, su v tomto dokumente normativnymi odkazmi a su nevy-
hnutné pri jeho pouzivani. Pri datovanych odkazoch sa pouzije len citované vydanie. Pri nedatovanych
odkazoch sa pouzije najnovsie vydanie citovaného dokumentu (vratane vSetkych zmien).

POZNAMKA 1. — Ak bola medzinarodna publikacia zmenena spoloénymi modifikaciami, 8o je indikované oznagenim (mod),
pouzije sa prislusna EN/HD.

POZNAMKA 2. — Aktualne informécie o platnych a zruSenych STN mozno ziskat na webovej stranke www.unms.sk.

ISO 22300 zavedena v STN EN ISO 22300 Ochrana a prispbsobilost’ spolo¢nosti. Terminolégia (ISO 22300)
(83 0001)

Vypracovanie normy

Spracovatel: Urad pre normalizéciu, metrolégiu a ski$obnictvo SR, Bratislava

Technicka komisia: TK 37 Informacné technoldgie

I Urad pre normalizaciu, metroldgiu a skiiSobnictvo Slovenskej republiky



STN ISO 22320: 2021

1SO 22320:2018(E)
Contents Page
FOT@WOTIT ... iv
IIETOULCEIONN ... \%
1 S0P ... 1
2 Normative references
3 Terms and definitions
4 Principles..........c.cccc...
4.1 General
4.2 Ethics .
4.3 UNIEY OF COMIMAIIA -t
4.4 WOTKING TOGETRNET ..o
4.5 All-hazards approach.
4.6 RISK MANAZEITIEIIE ..o
4.7 PIrEPATEANESS ....cocccoie et
4.8 Information sharing
4.9 Safety ...
4.10 Flexibility........
411 Human and cultural factors ..
0 7 00 01 s LD E= T 0500 0) 410 174=) 00 =) o USSR
5 INCIAENT MANAZEIMIEIIT ...t 2
51 GeNETAL. .o 2
5.2 Incident management process 3
521 General...sen 3
5.2.2  Different perspectives 4
5.2.3  Understanding the importance of tIMe ... 4
5.2.4  BINE PrOACHIVE ..ot 5
5.3 Incident management structure w5
5.301  GOIIETAL e 5
5.3.2  Roles and reSPOnSIDIIITIES .. ... e 6
5.3.3 Incident management tasks.............. 6
5.3.4 Incident management resources 7
6 WOTKING COZOUNET ... 7
6.1 GBIIETAL ... 7
6.2 Prerequisites for achieving coordination and coOperation............e 8
6.2.1  Sharing the same incident management process.... .8
6.2.2  Seeing the whole picture.........n .8
6.2.3  Common operational picture.... .. 8
6.2.4  Establishing communication...... .9
6.2.5  Establishing joint deciSions ... .9
6.3 Developing and implementing methods for working together ... 9
0.3.1  GEIIETAL e 9
6.3.2  Agreements......... 9
6.3.3  Technical equipment
Annex A (informative) Additional guidance on working together ... —— 11
Annex B (informative) Additional guidance on incident management structure...............ccconn 14
Annex C (informative) Examples of incident management tasks ... 16
Annex D (informative) Incident management planning ... 18
BIDIIOGIAPIIY ... 20

© 1S0 2018 - All rights reserved iii



STN ISO 22320: 2021

IS0 22320:2018(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO’s adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso
.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 292, Security and resilience.

This second edition cancels and replaces the first edition (ISO 22320:2011), which has been technically
revised.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

In recent years, there have been many disasters, both natural and human-induced, and other major
incidents which have shown the importance of incident management in order to save lives, reduce harm
and damage, and to ensure an appropriate level of continuity of essential societal functions.

Such functions include health, telecommunication, water and food supply, and access to electricity and
fuel. While in the past the focus of incident management has been national, regional or within single
organizations, today and for the future there is a need for a multinational and multi-organizational
approach. This need is driven by relationships and interdependencies between governments,
non-governmental organizations (NGO), civil society organizations (CSO) and the private sector
internationally.

Factors such as increased urbanization, critical infrastructure dependencies and interdependencies,
socio-economic dynamics, environmental change, animal and human diseases and the heightened
movement of people and goods around the world have increased the potential for disruptions and
disasters that transcend geographic and political boundaries and impact the incident management
capability.

This document provides guidance for organizations to improve their handling of all types of incidents
(for example, emergencies, crisis, disruptions and disasters). The multiple incident management
activities are often shared between organizations and agencies, with the private sector, regional
organizations, and governments, have different levels of jurisdiction. Thus, there is a need to guide all
involved parties in how to prepare and implement incident management.

Cross-organization-region or -border assistance during incident management is expected to be
appropriate to the needs of the affected population and to be culturally sensitive. Therefore, multi-
stakeholder participation, which focuses on community involvement in the development and
implementation of incident management, is desirable where appropriate. Involved organizations require
the ability to share a common approach across geographical, political and organizational boundaries.

This document is applicable to any organization responsible for preparing for or responding to incidents
at the local, regional, national and, possibly, international level, including those who

a) areresponsible for, and participating in, incident preparation,

b) offer guidance and direction in incident management,

c) areresponsible for communication and interaction with the public, and
d) doresearch in the field of incident management.

Organizations benefit from using a common approach for incident management as this enables
collaborative work and ensures more coherent and complementary actions among organizations.

Most incidents are local in nature and are managed at the local, municipal, regional, state or
provincial level.

© ISO 2018 - All rights reserved v
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INTERNATIONAL STANDARD IS0 22320:2018(E)

Security and resilience — Emergency management —
Guidelines for incident management

1 Scope
This document gives guidelines for incident management, including
— principles that communicate the value and explain the purpose of incident management,

— Dbasic components of incident management including process and structure, which focus on roles
and responsibilities, tasks and management of resources, and

— working together through joint direction and cooperation.
This document is applicable to any organization involved in responding to incidents of any type and scale.

This document is applicable to any organization with one organizational structure as well as for two
or more organizations that choose to work together while continuing to use their own organizational
structure or to use a combined organizational structure.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

[SO 22300, Security and resilience — Vocabulary

koniecnahladu - text dalej pokracuje vplatenejverzii STN
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