ICS 35.040 SLOVENSKA TECHNICKA NORMA

Oktéber 2021

Informacné technolégie

ST N Kniznica modulov déveryhodnej platformy
Cast’ 2: Struktury

STN
ISO/IEC 11889-2

97 4118

Information technology
Trusted Platform Module Library
Part 2: Structures

Technologies de l'information

Bibliothéque de module de plate-forme de confiance
Partie 2: Structures

Informationstechnologie

Trusted Platform Module Library
Teil 2: Strukturen

Tato norma obsahuje anglicku verziu ISO/IEC 11889-2: 2015.

This standard includes the English version of ISO/IEC 11889-2: 2015.

133698

Urad pre normalizaciu, metrolégiu a skugobnictvo Slovenskej republiky, 2021

Slovenska technicka norma a technicka normaliza¢na informacia je chranena zékonom ¢&. 60/2018 Z. z. o technickej normalizacii.



STN ISO/IEC 11889-2: 2021

Anotacia

Tato Cast' ISO/IEC 11889 obsahuje definicie Struktir a definiciu spojeni pouzivanych na komunikaciu s TPM.
Hodnoty definované v tejto Casti ISO/IEC 11889 pouzivaju prikazy TPM definované v ISO/IEC 11899-3
a funkcie v ISO/IEC 11889-4.

Narodny predhovor

Normativne referenéné dokumenty

Nasledujuce dokumenty, celé alebo ich Casti, su v tomto dokumente normativnymi odkazmi a su nevy-
hnutné pri jeho pouzivani. Pri datovanych odkazoch sa pouzije len citované vydanie. Pri nedatovanych
odkazoch sa pouzije najnovS$ie vydanie citovaného dokumentu (vratane v8etkych zmien).

POZNAMKA 1. — Ak bola medzinarodné publikacia zmenena spoloénymi modifikaciami, ¢o je indikované oznaéenim (mod),
pouzije sa prislusna EN/HD.

POZNAMKA 2. — Aktualne informécie o platnych a zruSenych STN moZno ziskat na webovej stranke www.unms.sk.
ISO/IEC 9797-2 dosial nezavedena
ISO/IEC 10116: 2006 dosial nezavedena

ISO/IEC 11889-1 zavedena v STN ISO/IEC 11889-1 Informacné technoldgie. Kniznica modulov dévery-
hodnej platformy. Cast 1: Architektura (97 4118)

ISO/IEC 11889-3 zavedena v STN ISO/IEC 11889-3 Informacné technoldgie. Kniznica modulov dévery-
hodnej platformy. Cast 3: Prikazy (97 4118)

ISO/IEC 11889-4 zavedena v STN ISO/IEC 11889-4 Informacné technoldgie. Kniznica modulov dévery-
hodnej platformy. Cast 4: Podporné rutiny (97 4118)

Register algoritmov TCG, dostupny na
http://www.trustedcomputinggroup.org/resources/tcg_algorithm_registry

Vypracovanie normy

Spracovatel: Urad pre normalizéciu, metrolégiu a ski$obnictvo SR, Bratislava

Technicka komisia: TK 37 Informacné technolégie

I Urad pre normalizaciu, metrolégiu a skiiSobnictvo Slovenskej republiky


http://www.unms.sk/
http://www.trustedcomputinggroup.org/resources/tcg_algorithm_registry

STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

CONTENTS

L0113 ] (o B TP P PP PP OPPPPRP XV
T oo [N Lot i o] o E TP P PR TUPPPPTPI XVi
Yo 0] o PP SPPPPPPTP 1
2 NOIMALIVE FEIEIEIMCES ...ttt b e st b et e s ab e ek b e e sab e e et et enbe e e snreesaneeennes 1
3 Terms and AefiNItIONS ........ooiriieiiie ettt h e b e e e nr e e e 1
4 Symbols and abbreviated tEIMIS...........uuiiiiee e 1
ST N[0 - T o OO PO 1
ST R 1011 oo 11T 1o o OO ROTRPR PR 1
5.2 NAMEA CONSTANTS. .....eiiiiiiiiii ettt e sttt e s e et e e ek bt e e e s be e e e e s bb e e e e aab bt e e e anb b et e e ansbeeeeanbneeeeanes 2
5.3 Data Type AlIASES (IYPEUETS) ....eeiiiiiiiieiitie ettt ib e e st e e s enbb e e e enenes 3
5.4 ENUMEIATIONS ....eeieiitiiee ittt ettt ettt s ket e skt e+ 4 skt e e 4k ket o4 aa kb et e e aa R b et e e e s b et e e e nbe e e e e nbr e e e s annbeeeeannnes 3
T T 01 (=] 1 = Lo ST Y] = PR 4
I I Y ¢ 2=\ ST T 5
5.7 SHUCLUIE DEFINITIONS ....eeiiiieiiiii ittt ettt sab e sar e e sabe e e snb e e s nee e e 6
L I O] oo [1 10T F= T I 1Y 1= PR 7
IR U 1o o OO TSP PR PPR PPN 8

I T B [ 011 {0 o [ ¥ o3 1 (o] ¢ P PP P PP PP PP PPPPPRUPPPRTN 8

5.9.2 UNION DEFINITION ..ottt ettt et e st e e e st et e e s abb e e e e are e e e s anreeeenns 8

5.9.3 UNION INSTANCE ....ceiitiiie ettt e e ekt e e e sk bt e e e sab e e e e e sab e e e e e aaba e e e e areeeesanreeeenns 9

5.9.4 Union Selector DefiNitiON ..........c.uiiiiieiiie et 10
5.10 Bit Field DEfiNITIONS. ... .eeiiiieitie ettt ekt e s bt e sk e e e abe e e nar e e sb e e e snre e neean 11
5.11 Parameter LIMILS .....cooueieiieeeitiee ittt sttt ettt e st e et bt e st e e b e e e sabe e e smbe e s mbeebeeesnre e e nnreesnneeens 12
5.12 ENUMETALION IMBCTO .....ee ittt ettt st ss et sm e s e e an et e s ne e e smneesnreennne e e nnreeeneeen 13
LI I RS2 T @ 1= Tod (] o OSSR 13
I - 1= ] =Tt oo PSPPSR PRROPIN 14
5.15 STrUCIUre ValIdAtIONS ........eiiiiiiiieiiiieee ettt e et e et b e e s et bt e et b e e e e s nbe e e e enees 15
5.16 NamMe PrefiX CONVENTION .....ooiuiiiiiiiiiie ettt ettt e st e e et e e e e et bt e e e anbe e e e snbeeeeanees 15
5.17 DAta AlIGNIMENT. ...ttt ekt e e et bt e e e st b et e e e ah b et e e e aa b et e e e aabe e e e e anbb e e e e bbe e e e e anbe e e e eneee 16
5.18 Parameter UNmMarshaling EITOIS ........cooiiiiiiiiiie ettt e bbb e e e 16
O = 1o LI B o [T ST TP 18
L o ] T 1Y I o1 PRSP PRR 18
I Y 1Yot =Y = Vg 1= To LU E g I8 = SR UERRRN 18
A O] 4151 7= o £ PP PPPT 19
7.1 TPM_SPEC (Specification VErsion VAIUES) .........uuuiieiiiiiiiiiiiiiie e sttt es e e e s s ssiie e e e e e s e s snnnnneeeeeeeennnns 19
7.2 TPM_GENERATED ...ttt ettt e e e e e s b et e e e e e e e bbb e et e e e e e e s nnneeeeeeeaeaanes 19
7.3 TPIM_ALG _ID oottt et e ettt ee e et ee e e e e e et et e e et erenen s 20
T4 TPM_ECC _CURVE ... 24
7.5 TPM_CC (COMMANT COUES) ...eeiiiiiiiieiitiiee ettt ettt ettt ettt et e e e st e e e et e e s abb e e e e st e e e e e saeeeeannees 24

© ISO/IEC 2015 - All rights reserved i



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

48570 S o o = PP PTP PR 24

ARSI 0 1= ox ] o] (T o PSSR PT ST PPN 25

7.5.3  TPM_CC LISHNG «.vovoveeeeeeeeeeeeeeeeeee et n e en st sn e es s ene s esneeean 26
7.6 TPM_RC (RESPONSE COUES) ..eeiiiiiiiieiiitiiee ittt e ettt e ettt ettt e et e e e et b e e s et b e e e e aabe e e e e anbe e e e s anreeeeannees 29

ST R B 1= ox ] o] (1o IO PO UPP T OTRUUPTPRPUPRN 29

7.6.2 ReSPONSE COUE FOMMIALS......uuiiiiiiiei i iciieiie e e e s s e e e e e s s st r e e e e e s e annnrrnaeeeaeeesennnes 30

7.6.3 TPM_RC VAIUES ....cutiiiiieiiiiiitieet e sttt e e e e e st e e e e e e e s st e e e e e e s s aasntataaeeeeeeeaansnnnneeeeesnannns 33
7.7 TPM_CLOCK _ADJIUST ..ottt s e ee e et en s e e e s s e e e e s enen s s 38
7.8 TPM_EO (EA ArithmetiC OPEIranUS) ........eeiiiiuiiieeiiiite ettt ettt e e e e s e e e 38
7.9 TPM_ST (SITUCLUIE TAUS) «eivveeeeiruttieetititeeeatttee e sttt e e e atbe e e e s aabe e e e e aabe e e e s ettt e e e abbe e e e aasbeeeeaanbseesanbeeeeannens 39
7. 10 TPM_SU (SEAITUD TYPE) .teteeiiutiteeeiittte e e ettt e e ettt e e e ettt e e skttt e e sttt e e e aab et e e e aabe e e e e aabb e e e s anbbeeeeabeeesanbeeeeennees 41
7. 1L TPM_SE (SESSION TYPE) ..eereeeieeeieeeeeeeeeseseeeeseeteseeeee s et ee s et es s s s ee s st ee s et en e et en s en e s e s e, 41
7.12 TPM_CAP (CAP@DIILIES) ...t eee ettt s e s st en et en s ee s ee e en e, 42
% R R I Y o B (o] o =T 1 YA IV ) PSSR 43
7.14 TPM_PT_PCR (PCR PrOPEIMY TAG). ... vtvvereeeeeseeeeeeseseseseseeeesesessesseeesesesesesesssssessesesesessssseseseseseseseens 48
7.15 TPM_PS (PlatfOrm SPECITIC)....ccciiiiiiiiiiiiie ettt e et e e e e e e e st e e e e e e s st ra e e e e e e e s e sannbnaeeeeeeeseannns 50
8 HANMAIES ...t nre e 51
LS 20 R 1011 oo 11T 1o o T OO PR OTRPRROPRN 51
8.2 TPM_HT (HANAIE TYPES) .ereeieiieeiiiiiiieiiee e e et s ettt et e e e s e s sttt e e e e e e s s st e e e aaeesssnnsnsaneaaeeeessnnsneneeeeeesnannns 51
8.3 Persistent HANAIE SUD-TANGES ........oiiiiiiiiie ittt e st esb e e e e e 52
8.4 TPM_RH (Permanent HANAIES) ........coooiiiiiiiiiiiee ittt e 53
8.5 TPM_HC (Handle Value CONSLANIS) ........eiiiiiiiieeiiiiee ettt ettt ettt ettt ettt e e sbre e e s anbee s aneees 54
O AUIDULE STUCTUIES. ...eeeeiieeee ettt b et e e ekt e e ek b et e e e ek b et e e e sa b e e e e e aaba e e e e sabeeeeeaaneeeeeanns 56
1S IR B 1T o3 o] TP UOTPRPTPT 56
9.2 TPMA _ALGORITHM L e e e e e e e e e e e e e e e e e e e e e aa e 56
9.3 TPMA_OBJECT (ODBJECE ATTDULES) ......vveveeeeeeeeeeeeeeeeeese e eeeeeeeees e e eeeeseseses s seeeeeeseseseseseeeseseneseseeeneees 56

(S0 20 B [ 011 {oTo [¥ [ox 1 o] PP PPPPRPPP 56

9.3.2  SHUCLUIE DETINITION ....eiiiiiiiii ettt ettt e et e e e snnneeas 57

0.3.3  AUINDULE DESCIIPLIONS ...ttt ettt e e e et e e e e e e e e s abe e e e e e e e e e e annbbbeeaaeeaeannns 58
9.4 TPMA_SESSION (SeSSION ALHDULES) ....coiiiiiiieie ettt e e e e e 63
9.5 TPMA_LOCALITY (LOCAltY AtIDULE) ........o.viveeieeeeeeeeseeeeeeeee et ees s ee e, 64
9.6 TPMA _PERMANENT L. a e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaeaeeenaaanaaaaaaaas 65
9.7 TPMA_STARTUP _CLEAR. ... e e e e e e e e e e e e e e e e e e e e e e e e e e ean e e s 66
9.8 TPMA_MEMORY ..ttt e e e s et e e e e e e e s bbb e e et e e e e e e e bbb r e e e e e e e s s e n e e e e e e e e e ann 67
9.9 TPMA_CC (Command Code AIDULES) ......c..uuiiiiiieee it e e s e e e e s e s e e e e e e e e annes 68

(S T8 B [ 011 {o o [ ¥ od 1 (o]« P PP P TP PPPPR PRI 68

9.9.2  SErUCLUrE DEFINILION ....eeiiiiieeiie ittt e s e e snr e e snee e 68

LS IR IR B 1= o 1= o] 1 0] R ERPRR 68
O [ 01 (T = oI I o 1= SRR 71
IO I 1T [0 Tox T o PP PR 71
202 TPMI_YES INO ..ottt ettt ee et e et en e e et e e en e e et et eeee e eeeee e en e, 71
L1O.3 TPMI_DH_OBUIECT ...ttttiiiiiiiiiiiiiitie ettt e e e e st e e e e e e s s s e e et e e e e e s e s b e b e e et e e e e e e s e nnbreeeeeeessnnrnrnees 71

i © ISO/IEC 2015 — All rights reserved



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

L10. 4 TPMI_DH_PERSISTENT ....ttiiie ittt ettt sttt s sttt e e st e e s nbb e e s anbb e e e s ensbeeesnbbeeeeennees 72
LO.5 TPMI_DH_ENTITY ceetiitittite ettt ettt ettt sttt e sttt e sttt e e e ab bt e e s e nb b et e e aanbe e e e annbee e e e abeeeeansbeeeeenees 72
OB I Y ) T O S SRR 73
10.7 TPMI_SH_AUTH_SESSION ....ciiiitiiiiiiiiiie ettt ettt e st e e e et e e e st e e e s st e e e s snnbe e e s snbaeeeanneaeeannres 73
LO.BTPMI_SH _HMAC ..ottt ettt e e st e e e ettt e e e s et e e e st et e e s ntaeeeeassbeeeaabeeesansreeeeenres 73
LO.9 TPMI_SH _POLICY ettt ittt sttt ettt e e sttt e e e sttt e e e ettt e e e e tbe e e e et be e e e et beeeeaasbeeeeensteeeeenntaeeeenntes 73
10.20 TPMI_DH_CONTEXT .. ititieiitiieeeitiiee ettt e ettt e e sttt e e s rtbe e e e s sabeee e e ssbeeeeeanbbeeeesbbeeessabbeeeesanreeesn 74
10.11 TPMI_RH_HIERARCHY ...ttt ettt sttt et e e snba e e s st e e e snnneee s 74
10.12 TPMI_RH_ENABLES ......oo ittt ettt e e s e e e st e e e s bt e e e e s nabe e e e s sstaaaessnraeenns 74
10.13 TPMI_RH_HIERARCHY _AUTH . ....ooiiiiiiiii ettt e e a s e e e e s nnnaaee s 75
10.14 TPMI_RH_PLATFORM ....oiiiitiii ettt sttt e et e e e st e e e s tba e e e s stbaee e e astaaaesanraeaens 75
10.15 TPMI_RH_OWNER ...ttt ittt ettt e et e e e s st e e e e sntaeeeestbaeeesntbeeeesasbaeeessnreeenns 75
10.16 TPMI_RH_ENDORSEMENT ....ciiitttitiiitiite e sittiee e s sttt e e e staee e e staeeeesssteeeessstaeeessntaeessssaseessnsseeeeans 76
10.17 TPMI_RH_PROVISION ....cciiitiiiie ittt te ettt et e ettt e e s st e e e s sntbeeeestbeeeesnsbeeeesnsreeenn 76
10.18 TPMI_RH_CLEAR ... ittt ettt e e st e e e s bt e e e s abbeeeesssbeeeeeanbaeeessneeenans 76
10.19 TPMI_RH_ NV _AUTH ..ottt ettt sttt e e sttt e e s snba e e e e snbaeeesanbaeaeesnsreeenns 77
10.20 TPMI_RH_LOCKOUT ...oiiiiiiiiitie ittt ettt ettt e sttt e e s st e e e sbbe e e e s nbbeeeesasbeeeessnbeeenns 77
10.21 TPMI_RH_NV_INDEX ... ottt ittttiiitiiie e iitiiee e asiieee ettt ee ettt e et e e s sbbe e e e snbbeeeesabbeeeesssbeeeessnbeeesns 77
10.22 TPMI_ALG_HASH ...ttt ettt ettt e e sttt e e s stb et e e s aaba e e e e anbreeeeaneeenans 78
10.23 TPMI_ALG_ASYM (Asymmetric AlgOrthMS) .......cuoeiiiiiiiiiiiiie e 78
10.24 TPMI_ALG_SYM (Symmetric AIOMtNMS) .......ooiiiiiiiiiiiiiee e 79
10.25 TPMI_ALG _SYM _OBJECT ....iiiiiiiiiii ettt s et e e st e e s st e e e saa e e e ssaaeeesannaeeen 79
10.26 TPMI_ALG_SYM_MODE ......ootiiiiiiiii ettt st e et e e e st e e e s stbee e e sntbeeessnsbaaeesssraeaeans 80
10.27 TPMI_ALG_KDF (Key and Mask Generation FUNCLIONS).........ccooiiiiiiiiiiiiiiiiiiiecee e 80
10.28 TPMI_ALG_SIG_SCHEME ......ciiiiiiiieiiiiite e eieee sttt e et s it et e e s sntaa e e s saaeeaesssaeeesnnsaeeen 81
10.29 TPMI_ECC_KEY_EXCHANGE ........ctiiiiiiiieiiiiit ettt e e st e e nnba e e nnsaeeessnnaeee s 81
10.30 TPMI_ST_COMMAND _TAG ....ciitttteiitiieeeitieeeeastteee e s stteeeessibaeeesstaeeeesbeeeaesasbeeeessstaeeessseeeessns 81
RS o {0 Tox (0 1 (=3 B L= 1o o RSP PRR 83
Ot R I Y S Y PSPPI 83
11.2 TPMS_ALGORITHM_DESCRIPTION ....ciiiiititiiiiiiiie ittt ssiiee et sitee et e e s snsbe e e s snbe e e s snnbeeesenees 83
11.3 HASh/DIGEST SITUCIUIES ...ceviieiiiieiie et ettt e et e e e e e s e e e e e e e s e s an e e reaaeeasasnnaneeeeeeesannsnnenes 84
11.3.1 TPMU_HA (HASI) .eeeiiiiiiiiee ittt ettt e et e e e st e e s snbb e e e snbbe e e e s nbbeeesnteeeenans 84
I T Y W PR OPPPRPTPRR 84
L1014 SIZEA BUFFEIS ettt ettt e s bttt e e s a b et e e e nbe e e e e nbe e e s anbbe e e e ennbee e e e nees 85
5 o R 1 To 18 o 1T o TP PPRPUP O 85
11.4.2 TPM2B_DIGEST ..tiiiiiiiiiiie ittt e e sttt e e e sttt e e sttt e e e s b e e e sstae e e e staeeaeassbeeeesssbaeeesssbaeeessnsaeaeesnseeeenans 85
L11.4.3 TPIMZ2B_DAT A ettt ettt ettt ettt e ettt e e sttt e e e ek bt e e s ahba e e e e ssbeeeeesnbbeeeesnbbeeeesbaeeesanteeeenan 86
11.4.4 TPM2B _NONCE......ciiiiitiiiie ittt ettt ettt et e e e ettt e e s abb e e e e s ssbaeeesssbaeeeeanbeeeesnteeeenan 86
11.4.5 TPMZ2B_AUTH ..ottt ettt ettt e e ettt e e s sa et e e e sabb e e e e anbbeeeesnbbeeeesabbeeessnteeaeeans 86
11.4.6 TPM2B_OPERAND ......outtiiiitiiee ittt ettt e ettt e e sttt e e s st be e e e s snbeeeeesnbeeeesanbaeeeesnnbeeesn 86
L11.4.7 TPMZ2B _EVENT .. ittt ettt ettt e ettt e e s sttt e e s ssbe e e e e sabbeeeesnbeeeeesbbeeeennbeeeenan 87
11.4.8 TPM2B_MAX_BUFFER ...ttt ettt e et e e e bt e e s snbe e e e s snbeeee e 87
11.4.9 TPM2B _MAX_NV_BUFFER .....co ittt sttt sttt e e aaae e e s ennaae s 87
11.4.10 TPM2B_TIMEOUT .....otiiiii ittt ettt e e e st e e e st e e e e s bt e e e e s atbe e e e s ssbaeeeesstaeaessneaenans 88
O 0 5 R I Y 2 S PRPPPPRUPRI 88
T V=T 1= PP P TP P TP PT PP PRTRPRPRTRIRS 88
(R A [ o To (U7 i oo PP PRSP 88
11.5.2 TPMU_NADME ...ttt ettt ettt e e e sttt e e s st e e e e sttt e e e s abbe e e e s abbeeeesanbeeeesnbeeeenans 88
11.5.3 TPM2B NAME ..ottt ettt et e e st e e e st e e e et e e e e et ta e e e e sataeaeesntaeeaestbaeeessaseeesntaeaanans 89
LG o O o ] 1o {0 =PTSRS 89
11.6.1 TPMS _PCR_SELECT ..ottt ettt ekt e e sttt e e sttt e e s snba e e e s snbaeeessnbaeeeeataeeenns 89

© ISO/IEC 2015 - All rights reserved ii



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

11.6.2 TPMS PCR_SELECTION ... ctttiiiiiiiiitieiit e e e sttt ee e e e e e s st e e e e e e s s s snanbaeeeeaeeesesnsnssnnneeeeeesnnnnes 90
8 A 103 = £ 90
e 0 A 190 To [ o 1 T T o TR 90
A N V1O I o3 = T 91
11.7.3 TPMT _TK _CREATION . ... ettt e e e e s e e e e e e e e s s st e e e e e e e s s s nntaeeeeeeeesaannnnees 92
11.7.4 TPMT _TK _VERIFIED ... ..ottt ettt s s e e e e e e s s s ae e e e e e e s e st e e e e e e e e srnanees 93
5 T I I 2 U I SRR 94
11.7.6 TPMT _TK _HASHCHECK ... .coti ittt ettt e e s s e e e e e e e s s e e e e e e s e snnrrenneaaeeesennnes 95
L11.8 PrOPEITY SIIUCTUIES .....eiteiiiieeeiiittt et e ettt e et e e et e et et e e e s e e s bbb e e e et e e e e s e annre e et e e e s e s nrnnnees 95
11.8.1 TPMS _ALG PROPERTY L.ttt ittt s ettt e e e e e e e sttt e e e e e e e s s e s anba e e e e e e e s s s snnsranneeaeessananes 95
11.8.2 TPMS _TAGGED _PROPERTY ...ttt ettt e e e e sttt e e e e e e s s e sanraaneeeaeeeaennes 95
11.8.3 TPMS_TAGGED _PCR_SELECT ...iiiiiiiiiiii it s st e e e s s sseee e e e e e s s s sasrane e e e e e e s snnnnnnees 96
T N 1= 96
5 20 R I /| o PSR 96
L11.9.2 TPML _CC A .. ittt ettt et e e e e e s e et et e et e e e e e s se b et teeeeaaeesaaasebaeeeaaeessasstnbaaneaaeeesannnne 97
5 T T I SRR 97
11.9.4 TPML_HANDLE ....ooi ottt ettt e e e e e e e e e e e e e e s s st ae e e e e e e s saasnsbnneeeeeeansrnnnees 97
B TN T I I T S 98
11.9.6 TPML_DIGEST VALUES ....oi ittt ettt e e e e e s e e e e e e s st n e e e e e e e s e nnnnnes 98
11.9.7 TPM2B DIGEST VALUES ..ottt e et e e e st e e e s sraa e e e s anbaaae e 98
11.9.8 TPML_PCR_SELECTION ... .oiitiiiiiiii ettt ee ettt e st e e e stae e e e s ntba e e e s sabaeaeesstaaaeesnraeaeans 99
11.9.9 TPML_ALG _PROPERTY ....tiiiiiiiiite ittt ettt ettt e e s sttt e e s st e e e e snta e e e s sntaaaeestbaeaesnsbaaaesasraeaeans 99
11.9.10 TPML_TAGGED_TPM PROPERTY ...coiiiiiiiiiiiie ettt ettt e ettt e e e e e e e aaees 99
11.9.11 TPML_TAGGED_PCR _PROPERTY ...ttt eiatan e e e e e 100
11.9.12 TPML_ECC CURVE ..ottt ettt e e e e e et e e e e e e e e e s aab e e e e e e e e s e ennares 100
11.10 Capabilii®S SIIUCIUIES.......ceeiie e i i it ce e e e e e e e s s e e e e e e s e s st e e e e e e e s s s snabrreeeeeeennsrnreees 100
11.10.1 TPMU_CAPABILITIES ....coii ettt ettt e e e e e e s st e e e e e e e s e san e e e e e e e e e s e nnneees 100
11.10.2 TPMS_CAPABILITY _DAT A .. ittt e e e e e e s rre e e e e e s s e sa e e e e e e e e e s e nnnnreees 101
N I R O [0 Yot @0 U4 (=T ] [ ([ 10 (= 101
5 I 0 O Y S I o QSR 101
T I 0 o [ Y 101
I 5 G T =TS Y = (O o 11 || ST 101
I I I Y3 = [ (o 1 | | ST 102
T R R T | (=TT 102
11.11.6 TPMS_TIME_INFO ... ..ttt ettt et et e e e e e e et e e e e e e e e e st e b e e e e e e e e e ereeees 102
11.12 TPM AtESIALION STIUCTUIES ...cevuiiiee et e et e et e ettt e e e e e e e e e e e e e et e e e esba e s ssaasssabasssssbassssssnneseran 103
O 2 A 1 1 (e Yo 11 T 1 o] 1T 103
11.12.2 TPMS _TIME_ATTEST INFO ...ttt sttt ae e e etan e e s ennte e e e nneas 103
11.12.3 TPMS _CERTIFY _INFO ...ttt ettt ettt e st e e et e e e snra e e e s nnnaeas 103
11.12.1 TPMS_QUOTE _INFO ...oetiiiiiiiii ittt e e e s e et e e e e e e e e e et aae e e e e e e e e ennnres 103
11.12.2 TPMS_COMMAND _AUDIT INFO....ciiiiiiiiiiiiiiee ettt e e e et e e e e e e e e eenanes 104
11.12.3 TPMS_SESSION _AUDIT INFO....uuiiiiiiiiiiiiiiiieee ettt se ittt e e e e e e e e s eaaare e e e e e e e e ennenes 104
11.12.4 TPMS_CREATION _INFO ....ciii ittt s st e e e e e e e st a e e e e e e e s e saanbaneeeaeeesannnnes 104
11.12.5 TPMS_NV_CERTIFY _INFO ...ttt e e s st e e e e e e s e naaaaaae e e e e e e s e nnnnnees 104
11.12.6 TPMI ST AT TEST ..iiiiiii et e e e e e e e s e e e e e e s e st a e e e e e e e s e s ssntbeaeeeeeeesesnsreees 105
0 T A I YO I = SO 105
L11.02.8 TPMS AT TE ST eeoiiiii ittt e e e e e e e e s e st e e e e e e s s asastaaeeeeeeesaeansananneaeeeanannns 105
o T I Y = T N I s P PRSERS 106
11.13 AULNOTIZATION SITUCTUIES ... cieeei et e e e et e et e e e et e e e e et s e e e sae s e s et e eesebasessannseseran 106
T I 20 A T (o To [T 1 o o 106
11.13.2 TPMS_AUTH_COMMAND .....ccoiiiiiiiiiie et s s e e e e e e e s tarra e e e e e e e s s e sannbaaeeeaeeesaannnes 106
11.13.3 TPMS_AUTH_RESPONSE .......cuttiiiiiiee it sse e e e e e e e s sstaree e e e e e e e s snnnnraneeeaeeesnnnnnes 106
12 Algorithm Parameters and StIUCLUIES .........uuuiieieeeiiiiiiiiee e e e s s s e e e e e s s s e e e e e e s e s reeeeeeeenreneees 107

iv © ISO/IEC 2015 — All rights reserved



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

I RS 0 011 1 1 o PR PR 107
D2 0 R 1o £ o To 18 o 1T o PP PPPR RO 107
12.1.2 TPMI_AES _KEY _BITS .. ettt ittt ettt st e e et e e e et e e e e nnbbeeeeennnes 107
12.1.3 TPMI_SMA_KEY _BITS ..ot iiiiiieiitiite ettt sttt ettt ettt e e sttt e e s st e e e s sntae e e e snbteeeeanneees 107
12.1.4 TPMI_CAMELLIA KEY _BITS ..ttt ettt ettt st e st e e snnneeaesnanee s 108
12.1.5 TPMU_SYM_KEY _BITS ..ottt sttt sttt et e e s st e e s bt e e e s snnneeas 108
12.1.6 TPMU_SYM_MODE .......ootiiiiiiiiiiiiiie ettt st sb e st e e s bt e e e e snbee e e s nnaee s 108
12.0.7 TPMU_SYM_DETAILLS . ...ttt ettt sttt e e e e et e e e e nnbbe e e e ennres 109
12.1.8 TPMT _SYM DEF ....oiiiiiiiii ittt s ettt s et e e e et e e e st et e e st et e e s s st e e e s snbaeeeesnseeeaesanaees 109
12.1.9 TPMT_SYM _DEF OBJIECT .....oiiiiiiiii e ittt sttt e s sttt e se e s sae e e s stbe e e s asbae e s antaeeesnntaeaeeannees 110
12.1.10 TPM2B_SYM_KEY ...tiiiieiiiiit ettt st e s et e sttt e e s et e e e e et e e e e snae e e e e sssaeeesentaeaesanneas 110
12.1.11 TPMS_SYMCIPHER_PARMS .....ooii ittt sttt ae e st e e e nbae e e neeas 110
12.1.12 TPM2B_SENSITIVE _DATA ..ottt ittt ettt sttt et e st e e e st e e e s ansaeeessnsaeeesansneeas 110
12.1.13 TPMS_SENSITIVE_CREATE ... .ottt ittt siee e s nnbae e e s e e s e nneas 111
12.1.14 TPM2B_SENSITIVE_CREATE ......ctitiiite ittt ettt st e s enbee e e nneeas 111
12.1.15 TPMS_SCHEME_SIGHASH. ...ttt enbae e e e 112
12.1.16 TPMI_ALG_HASH_SCHEME ........oiiiiiiiii ittt s 112
12.1.17 HMAC_SIG_SCHEME ...ttt ittt ettt st e e e s st e e s snbteeeesneeeas 112
12.1.18 TPMS_SCHEME_XOR ......utiiiiiiiiiiie ittt ettt ettt sttt et e et a e s snbt e e e s snbneeeesnnneas 113
12.1.19 TPMU_SCHEME _HMAC .....ooii oottt ettt tae e e e e e e e entbe e e e annbe e e e enneas 113
12.1.20 TPMT_KEYEDHASH_SCHEME .......coiiiitiiiiite ettt etee et etae e e etae e e 113

L2.2 ASYIMIMEIIIC ...ttt ettt etttk e e a bt e e ettt e e e e st e e e ek bt e e e ekt e e e e ok be e e e e s b e e e e e anbe e e anbbe e e e e anbeeeeeannee 114
2 R T [ 1T T S Y] =T 0 T PO 114
12.2.2 ENCIYPLiON SCREMIES......ciiiiiiiie it e e e s e s e e e e e e e s e nna e e e e e e e e s annrneeees 116
12.2.3 Key Derivation SChEMES .........occiiiiiiiicc ettt e e e e e e s r e e e e e e s enreeeees 116
L2.2.4 RS A it a e — e e e e ——t e e e ———— e e e ———e e e i a——tteaaa——eeaabreeenaaraes 119
T T O PSSR 122

L2.3 SIGNALIUMES ....eeeeei ittt ettt e e et e e e oo bt e e e ot bt e e ek b et e ook be e e e e aa b e e e e e anbe e e e e anbe e e e abbe e e e e anbeeeeenntee 124
12.3.1 TPMS_SIGNATURE_RSASSA ... ottt e e et ebb e e e e 124
12.3.2 TPMS_SIGNATURE_RSAPSS ... ..ottt sttt ettt e e e neeas 124
12.3.3 TPMS_SIGNATURE_ECDSA ...ttt ettt sttt et e e s e nbee e e nneas 125
12.3.4 TPMU_SIGNATURE ... .ottt e e e st e e e st e e e s nnaae e e s anaeeas 125
12.3.5 TPMT _SIGNATURE ... .ooiii ittt e e s e e e st e e e e st b e e e e s nra e e e s nnnees 126

12.4 KeY/SECIEE EXCRANGE .....ceii ittt et e e e ettt e e e e e s e e anbbee e e e e e e e annnnreees 126
D A o To (U1 i o o PSPPSR 126
12.4.2 TPMU_ENCRYPTED _SECRET ......ctiiiiiiie ittt st e e s 126
12.4.3 TPM2B _ENCRYPTED_SECRET ....ciiiiiiiiie ittt sttt et e st e s saaa e e e nntaea e s annreaeeenneas 127

R I (=) V7@ ] o] 1T A @ 1 1] ][ USRS PRSP 128

G I g 0T (U T3 1 To] o DO PP PPPPPRPPPRPPNS 128

13.2 PUDIIC AFQ8 SEIUCTUIES.....ceeiiieeeiiiiiie ittt e ettt et e e e s e s et ettt e e e e e e e e annbbeeeeeaaeeeeannbabeeaaaaaaaann 128
R B0 I -0 ] ) 1T o PO 128
13.2.2 TPMI_ALG_PUBLIC ......oetiiiitiiiie ittt sttt sttt e e s st e e e sbte e e e sneeeas 128
13.2.3 Type-SPECIfiC PAraQMELEIS .......ciiiiiiiii ittt e e e e e neee s 128
13.2.4 TPMT _PUBLIC ... ..ottt ettt ettt e ettt e e e et e e e e e bt e e e e snaa e e e e sssaeeesnnsreesnnaees 132
13.2.5 TPM2B _PUBLIC......oiiiitiie ettt ettt s e s et e e st e e e et e e e st e e e e ata e e e e snsaeeesnnsaeeesnnaaees 132

13.3 PriVAte AIEa SEIUCLUIES ....ceeiiiiiitiiieiee e e e ettt e e e e e e bbbttt e e e e e e e bbb te e e e e e e e e s anbabeeeeaaeseaannbeeaaaeeeaannnreees 133
IR TR 70 A [ o To (U7 i o o PP RR 133
13.3.2 SeNSItiVe Data SIIUCIUIES .......eeiiiiiiiiiie ittt e et sttt e e st e et e e e sbeeeeenneeeeas 133
13.3.3 TPM2B_SENSITIVE ......ooiiiiitiiie ettt sttt et e e et e e et e e e st e e e st e e e s naaa e e e s snnreeesannaeees 134
R JRC T =l [od Y/ o1 o] o DS PP PPP PRI 135
R R TG I [1](=To | {117 TSRO U PP PPP PRI 135
R TR TG I = = LY I PR 135
13.3.7 TPM2B_PRIVATE ..ooii ittt ettt ettt ettt e e ettt e e sttt e e st e e e ssta e e e sssaeeesnssaeeesnnaeeas 135

© ISO/IEC 2015 - All rights reserved v



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

R B T 1T 1 1Y ] 1= o SRR 136
R B o R B =TT od ] [ [P PPPTRP O 136
TR S 15 O ] N | O O RR 136
13.4.3 TPM2B_ID_OBJECT ... itiiiiiiiiitee ittt e ettt e sttt e sttt e e sttt e e s asbae e e s snbe e e e e snbeeeessnbbeeeesnsteeeesneeeas 136
14 NV STOTrAQE SITUCTUMES .uvuuiiiiiieiiiiii et e ettt se s e e e e ee ittt s e e e e e e e ea s e e e et e ae b e a e s e e et eeetab s e eeaeesaebbnnanneeeeenes 137
I T I Y AV 1N 3 = PSP TPPR 137
14.2 TPMA NV (NV INAEX ALIDULES) ..eeieiee it s e e e e e s s e e e e e e s st ne e e e e e e ennrnrnees 138
LABTPMS_NV_PUBLIC ...ttt ettt e et e e s st e e e anb et e e s snbae e e abbe e e e eneee 141
L4 ATPM2B NV _PUBLIC ..ottt ettt e e e e e e e e st e e e e et e e e e antae e e e ataeaeanbeeeeeanees 141
ST 0o 11 (B D | = SO PPTT 142
T8 I 11 o T [T o ) o 1 PR 142
15.2 TPM2B_CONTEXT_SENSITIVE ...coiiiiiiiie ittt ettt ettt e e s sniaee e s anaae e e e nnraeeennaes 142
LI5. 3 TPMS CONTEXT DA A i tiiie ettt ettt e ettt e e sttt e e s sttt e e e st be e e e e sabaeeeeastaeeeeantbaeeestbeeeeaasbeeeeaasseeeenns 142
15,4 TPM2B _CONTEXT _DAT A .ottt e ettt e e e ettt e e e st e e e e et te e e e e aste e e e e anteeeeeantaeeeesntaeesannnes 142
ST N Y ST 1 N 1 I = SRRSO 143
15.6 Parameters of TPMS CONTEXT ....ccoiiiiiiiiiiiee ettt e e e e e s et e e e e e e e s s e aaabe e e e e e e e s s e ssnntaseeaaeeesannnnnees 143
15.6.1 SEUUENCE ......ceiiieieie ettt ettt ettt et ettt e e et et et e e e e e e e e e e e aeeeees 143
15.6.2 SAVEAHANMIE ...ttt e e ettt et e e e e e s bt e e e e e e e e e e e aanbbeeeeeaaeeaeaann 144
15.6.3 NIBIAICRY ..ottt e e e e e e bbb e e e e e e e e e s bt e be e e e e e e e e annnreas 145
T A O] o1 1= (A o (0] (=11 1 o] o PSRRI 145
15.7.1 CONLEXE INTEGITLY ....veeeeiiiiiee ettt ie ettt ettt ettt ettt ettt e st e et e s bbb et e s asbe e e e s sabb e e e e saneeeesnnneeas 145
15.7.2 Context CoNfIAENTIAIITY.......c.oiiueeiieiiiii e 145
I O (=T i{o] DT - TP PRPTT 146
16.1 TPMS _CREATION DAT A . ittt ettt ettt e et e e e st e e e st e e e st e e e e s tae e e e atbeeeeasbeeeesasbaeeeeanteeeannees 146
16.2 TPM2B_CREATION _DATA ..ottt ettt e e e e ettt e e e et e e e s tbe e e e e nbe e e e e astaeeeeastaeeeeantaeeennees 146
Annex A (informative) Algorithm CONSIANTS .........cooiiiiiiiiii e e e e 147
N0 R 111 o T [0 Tox 1T o PSPPSR 147
A.2 Allowed Hash AlGOMTRMS .......oeeiiiii e e e e e e s st e e e e e e s enanarraneeeaeas 147
AL2. L SHAL e e e e e e et — e e e et —ee e e e taa e e e e taeeeeareeeeearreaeeans 147
AL2.2  SHAZB5B ...ttt e e e e e et e e e e et ae e e e e tae e e e e taeeeeatreeeeararaeeans 147
AL2.3 SHASBBA ...t e e e e e e e et a— e e e atae e e e araee e e e treeeearaeeaeans 147
AL2. 4 SHABLZ ..t a e et e e e e e e e e e b ae e e e e bae e e e atbeeeearreeeeans 148
A28 SIMB_ 256 .iiiiiii ittt e e et e e e e b et e e e bae e e e et ae e e e e baeeeeanraeaeeans 148
F N R N ol a1 C=Toa (0 = 0 PRI 148
Annex B (informative) Implementation DefinitioNS .........eeeiie i 149
230 o o o [UTox 1o o PSRRI 149
B.2 LOGIC VAIUBS ...ttt et e ettt e e et e oo e i bt e e oo st et e e e aabe e e e e et e e e e b e e e e e anbr e e e e annee 149
B.3 PrOCESSOI VAIUES ... ..ttt e e ettt e e e e e sttt e e e e e e e s s nsbeeeeeeeeeeesnnneeeeaaeeeaannnnnenes 149
B.4 Implemented AlGOItNMIS. .........uiii et e et e e et e e s nbb e e e s anbe e e e e 150
B.5 Implemented COMMENTS ........oiuiiiiiiiia ettt e e e e e e bt e e e e e e e s e an b e e e e e aa e e s e annbeaeeaaaesannrereees 151
B.6 AIGOItNmM CONSIANTS ......eiiiiiiiie ittt e e e ettt e e e e e e s e bbb e e e e e e e e e e snnbeeaaaeeeaannnreees 154
2 TSt R = 3SY RO PRR 154
320 T O SRS 154

Vi © ISO/IEC 2015 — All rights reserved



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

BLB.3 A S ... i e n et nee e 154
BLB.4 S ..ot e e 154
B.6.5 CAMELLIA ...ttt e e s 155
B.B.6  SYMIMEIIIC . ..cttiiii ittt ettt ettt et e e s bbbt e e s bbbt e e s bbb e e e s anbb e e e sabr e e e s nnneeas 155
B.7 Implementation SPECIfIC VAIUES ........coiuiiiiiiiiie e 156
(S]] [ToTo [ £=1 o] 1) VNN PP PPPTRP 159

© ISO/IEC 2015 - All rights reserved vii



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

Tables

Table 1 — Name PrefiX CONVENTION .........cviiiiiiieei et nes 15
Table 2 — UNMaArshaling EITOIS ........uuiiiiiiii ettt ettt e e e nane s 17
Table 3 — Definition Of BASE TYPES ....eiiiiiiieieiiiiie ettt ettt ettt e s asbe e e s anbb e e e e anbbeeeesnnnees 18
Table 4 — Definition of Types for Documentation CIAIILY ...........c..ciiiiiiiiiiiiie e 18
Table 5 — Definition of (UINT32) TPM_SPEC CONSLANS <>........coiiiiiiiiiiiiiiiieaeeeeiiiieee e 19
Table 6 — Definition of (UINT32) TPM_GENERATED CoNnstants <O> ........ccooiiiiiiiiiiiiiieeeee e e e 19
Table 7 — Legend for TPM_ALG _ID TaBI@......cooui et 20
Table 8 — Definition of (UINT16) TPM_ALG_ID Constants <IN/OUT, S>.........cccceviiiiiireeeeeiiiiiiieeeeee e 21
Table 9 — Definition of (UINT16) {ECC} TPM_ECC_CURVE Constants <IN/OUT, S> .......c.cococevvrvrcvrnnn. 24
Table 10 — TPM Command Format Fields DEeSCIIPLION .........cocciiiiiiie et e e e s e e e e e e e e e e e e e 24
Table 11 — Legend for Command Code TabIEs ...........uueiiiiiiiiiiiiiee e 25
Table 12 — Definition of (UINT32) TPM_CC Constants (Numeric Order) <IN/OUT, S>........cccccceveeernnnns 26
Table 13 — Format-Zero RESPONSE COUES.........uiiiiiiiiieiiiiii ettt sabre e e s snneee s 31
Table 14 — Format-One RESPONSE COUES .......uueiiiiiiiiieiiiiie ettt ettt ettt e e e e e nabbe e e s snneee s 32
Table 15 — ReSPONSE COUE GrOUPINGS ... uveeeeiutreeeeittteeeatireteaaiteeeessibeeeessbaeeeessbseeesassseeesasbseeesannaeeesannneens 32
Table 16 — Definition of (UINT32) TPM_RC Constants (Actions) KOUT> .........cccoiiiieiiiiieeeiieee e 33
Table 17 — Definition of (INT8) TPM_CLOCK_ADJUST Constants <IN>..........coooiiuiiiiiiriniiiiiiiieeeee e 38
Table 18 — Definition of (UINT16) TPM_EO Constants <IN/OUT> ........cccuuiiiiiiiiiiiiiiiieee e 38
Table 19 — Definition of (UINT16) TPM_ST Constants <IN/OUT, S>.......cccccceeeiiiiiiiiiieee e ceciinieeee e 39
Table 20 — Definition of (UINT16) TPM_SU Constants <IN>.........cccccciiiiiiiiiiiee e e e siinnee e 41
Table 21 — Definition of (UINT8) TPM_SE Constants <IN>........cccccceiiiiiiiiiiiiiiee e 41
Table 22 — Definition of (UINT32) TPM_CAP CONSLANTS ........ccuvvriiiieeeisiiieiieiree e e s ssiieeeee s e e e s s snsnneeeeeeeeen 42
Table 23 — Definition of (UINT32) TPM_PT Constants <IN/OUT, S>.......ccccccveiiiiiiniiiieee e scieiieeen e e 43
Table 24 — Definition of (UINT32) TPM_PT_PCR Constants <IN/OUT, S> ........ccccoviiiieeeiniiiiieinee e 48
Table 25 — Definition of (UINT32) TPM_PS Constants KOUT>.........coiiiiiiiiiiiiieeeiiieee et 50
Table 26 — Definition of TYPes fOr HANGIES ........coiiiiiiiiiiiiie e 51
Table 27 — Definition of (UINT8) TPM_HT CONSIANTS <S> .......ciiiiiiiiiiiiiiiiie e 51
Table 28 — Definition of (TPM_HANDLE) TPM_RH CoNnstants <S> .........cccccciiiiiiiiiiiiiiee i 53
Table 29 — Definition of (TPM_HANDLE) TPM_HC CoNnstants <S> .........cccccciiiiiiiiiiiiieeee e 55
Table 30 — Definition of (UINT32) TPMA_ALGORITHM BitS ........cciiiiiiiiiiiiiiiaeeee e 56
Table 31 — Definition of (UINT32) TPMA_OBJECT BIlS ....cciiiiuiiiiiiiiiiie i riiee et e e snnnaee s 57
Table 32 — Definition of (UINT8) TPMA_SESSION Bits <IN/OUT>.......cccciiiiiieeiiiiiieieee e sciinvnen e 63
Table 33 — Definition of (UINT8) TPMA_LOCALITY Bits <IN/OUT> .....ccuviiiiiieeiiiiiieieee e ceiieee e e e 65
Table 34 — Definition of (UINT32) TPMA_PERMANENT BitS SOUT>......ccoiiiiiiiiiiiiiie e 65
Table 35 — Definition of (UINT32) TPMA_STARTUP_CLEAR Bits OUT>........ccccooevivieeeeeersseenssnennns 66
Table 36 — Definition of (UINT32) TPMA_MEMORY BitS SOUL> ......ccoiiiiiiiiiiiie e 67
Table 37 — Definition of (TPM_CC) TPMA_CC BitS SOUT>.....c..curveeueiereeeeeeeeeeeeeeeeeeeeeeeseseeees e eseenenen 68

viii © ISO/IEC 2015 — All rights reserved



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

Table 38 — Definition of (BYTE) TPMI_YES NO TYPE .eevieeiiiiiitiieiiee sttt e e sitneee e e e e e s sntaneeeee e e e 71
Table 39 — Definition of (TPM_HANDLE) TPMI_DH_OBJECT TYPE....cccutteiieeeeeiiiieiieereeeeessninveneeeaeeeeanns 71
Table 40 — Definition of (TPM_HANDLE) TPMI_DH_PERSISTENT TYPE ....ovvvuieeeeeeieeseeseesseesenenenes 72
Table 41 — Definition of (TPM_HANDLE) TPMI_DH_ENTITY Type <IN> .........ccccoevviiiveirsersressrsnnns 72
Table 42 — Definition of (TPM_HANDLE) TPMI_DH_PCR TYPe <IN> ........covivoiereeieeseeeeesesseeseneneens 73
Table 43 — Definition of (TPM_HANDLE) TPMI_SH_AUTH_SESSION Type <IN/OUT> .......ccccccceernnnnns 73
Table 44 — Definition of (TPM_HANDLE) TPMI_SH_HMAC Type <IN/OUT>.......ccccociieiiniiiiiiieieeee e 73
Table 45 — Definition of (TPM_HANDLE) TPMI_SH_POLICY Type <IN/OUT> .......ccccceeiiiiiiiiiiiiiiaeeees 73
Table 46 — Definition of (TPM_HANDLE) TPMI_DH_CONTEXT TYPE ..vvveveeeeeeeeeeeeeseeeeeeeeeereneseseseens 74
Table 47 — Definition of (TPM_HANDLE) TPMI_RH_HIERARCHY TYPE ...vvevueeeeeeeeeeeeeeeeeeeeeeeneresessens 74
Table 48 — Definition of (TPM_HANDLE) TPMI_RH_ENABLES TYPE ....veveveteeeeeeeeeeereseeeeeeerenesesesenens 74
Table 49 — Definition of (TPM_HANDLE) TPMI_RH_HIERARCHY_AUTH Type <IN>.......cccccoevvveernnn 75
Table 50 — Definition of (TPM_HANDLE) TPMI_RH_PLATFORM Type <IN> .......cocovvieeeeerereressses 75
Table 51 — Definition of (TPM_HANDLE) TPMI_RH_OWNER Type <IN> .........coiviviieieeireseseresennes 75
Table 52 — Definition of (TPM_HANDLE) TPMI_RH_ENDORSEMENT Type <IN>......c.cccovevirriernnnn, 76
Table 53 — Definition of (TPM_HANDLE) TPMI_RH_PROVISION Type <IN>.......c.ccceviereerrrereenennns 76
Table 54 — Definition of (TPM_HANDLE) TPMI_RH_CLEAR Type <IN> ...t 76
Table 55 — Definition of (TPM_HANDLE) TPMI_RH_NV_AUTH Type <IN>.......occoiiiiiiiiiiiieeeee e 77
Table 56 — Definition of (TPM_HANDLE) TPMI_RH_LOCKOUT Type <IN> ......cccooiiiiiiiiiiiiiieieeeeeee 77
Table 57 — Definition of (TPM_HANDLE) TPMI_RH_NV_INDEX Type <INJOUT> .......cocoveereererrsrnns 77
Table 58 — Definition of (TPM_ALG_ID) TPMI_ALG_HASH TYPE......eueueeeeeereeeeeeeeeeereseeeeseeeneseseseens 78
Table 59 — Definition of (TPM_ALG_ID) TPMI_ALG_ASYM TYPE w..euuerereeeeeeeeeeeeeeeeeeseseseeseeseseseseseeens 78
Table 60 — Definition of (TPM_ALG_ID) TPMI_ALG_SYM TYPE..ivviiiiiiiiiiiiiieee e eesitieie e e e seivnee e e e 79
Table 61 — Definition of (TPM_ALG_ID) TPMI_ALG_SYM_OBJECT TYPE ..eeeeiiieiriieeiee e e erieineenee e 79
Table 62 — Definition of (TPM_ALG_ID) TPMI_ALG_SYM_MODE TYPE€....ctvvveiiiiiiiiiiiieeeeesieiivinnneeee e 80
Table 63 — Definition of (TPM_ALG_ID) TPMI_ALG_KDF TYPE .....uutiiiiiiiieeiiiiee ettt 80
Table 64 — Definition of (TPM_ALG_ID) TPMI_ALG_SIG_SCHEME TYPE......c.cvvvevreereeeirseersressnnenns 81
Table 65 — Definition of (TPM_ALG_ID) TPMI_ECC_KEY_EXCHANGE TYPE.....ccvvivviverireseeriresirsres 81
Table 66 — Definition of (TPM_ST) TPMI_ST_COMMAND_TAG TYPE ...uttiiiiiiaaiiiiiiiiiiaa e eeiiiieeee e e 81
Table 67 — Definition of TPMS_EMPTY Structure <IN/OUT> .......oiiiiiiiiiiiiiiie et e e 83
Table 68 — Definition of TPMS_ALGORITHM_DESCRIPTION Structure <OUT>.......ccooiiiiiiiiiiiiiiiieeeeens 83
Table 69 — Definition of TPMU_HA Union <IN/OUT, S>.....coiiiiiiiiiiic ettt e 84
Table 70 — Definition of TPMT_HA Structure <IN/OUT> ...t e e e 84
Table 71 — Definition of TPM2B_DIGEST StIUCLUIE .....ccvviieii ittt e e e e e e e e e e e e e 85
Table 72 — Definition of TPM2B_DATA SHUCIUIE ......uviiiiieee e ieieiieie e e e e s s ettte e e e e e e s ssnretee e e e e e e s snnnnreeeneeeeen 86
Table 73 — Definition of Types for TPM2B_NONCE .........cccoiiiiiiiiiiieee s e e e e e snrrreeee e e e 86
Table 74 — Definition of Types for TPM2B_AUTH ......ooiiiiiiiii e 86
Table 75 — Definition of Types for TPM2B_OPERAND ........cccuitiiiiiiieiiiiee et 86
Table 76 — Definition of TPM2B_EVENT StrUCTUIE.......cocuuiiiiiiiiiie et 87

© ISO/IEC 2015 - All rights reserved iX



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

Table 77 — Definition of TPM2B_MAX_BUFFER StrUCLUIe .........ueviieiiiiiiiiieice et e e e e 87
Table 78 — Definition of TPM2B_MAX_NV_BUFFER StrUCIUre ..........ccccvviiiiie e e e e 87
Table 79 — Definition of TPM2B_TIMEOUT Structure <INJOUT> .......ccoiiiiiiiiiiieieiiiiee e 88
Table 80 — Definition of TPM2B_IV Structure <INJOUT>.......ocuiiiiiiiiiiie e 88
Table 81 — Definition of TPMU_NAME URNION <> .....uiiiiiiiiiic et e e nnnae e e nnane s 88
Table 82 — Definition of TPM2B_NAME STrUCLUIE .........ooiiiiiiiiiiiiiiee ettt eaeeeeaeeaeaenes 89
Table 83 — Definition of TPMS_PCR_SELECT SHTUCIUIE ........cutiiiiiiieiee ittt 90
Table 84 — Definition of TPMS_PCR_SELECTION SEIUCIUIE.......ceiiiiiiiiiiiiiiiie et ee e 90
Table 85 — Values for proof USEd iN TICKELS ....cccciiiiiiiiiiiee et e st e e e e e e e e e e 91
Table 86 — General FOrmat Of @ TICKEL.........ocuiiiiiieiie et 91
Table 87 — Definition of TPMT_TK_CREATION SIrUCIUIE.........uuviiiieeeii e e ettt e e e e e e snrran e e e e 92
Table 88 — Definition of TPMT_TK_VERIFIED StrUCIUI........ccvvviiiieeeieiciiiieie e e e ettt e e e e e e snrnaeeeee e 93
Table 89 — Definition of TPMT_TK_AUTH SETTUCIUIE .....coiieiiiiiiiiieeee et e e e e srnree e e e e e 94
Table 90 — Definition of TPMT_TK_HASHCHECK STrUCIUIE..........cvitiiiiiiiieiiieee e 95
Table 91 — Definition of TPMS_ALG_PROPERTY Structure KOUT>........cooiiiiiiiiiiiieee e 95
Table 92 — Definition of TPMS_TAGGED_PROPERTY Structure KOUT>........cooiiiiiiiiieeeeeiiiiiieeeee e 95
Table 93 — Definition of TPMS_TAGGED_PCR_SELECT Structure <OUT>......ccccuiiiiiiiieiiiiiiieieeee e 96
Table 94 — Definition of TPML_CC StrUCIUI .........ooiiiiiiiiiieeeeeeeeeeeee ettt e eeaeeseseaesesesanenes 96
Table 95 — Definition of TPML_CCA Structure KOUT>......ccoiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeee e aeaeeaaeeees 97
Table 96 — Definition of TPML_ALG SIIUCIUIE ........cuuuiiiiiei et e e st r e e e e e e e s sanaaaeeeaaeeeas 97
Table 97 — Definition of TPML_HANDLE Structure KOUT>........cuiiiiiiiiiiiiiiiiieee et e e e e e 97
Table 98 — Definition of TPML_DIGEST StrUCIUIE.......uviiiiiei ittt e s st e e e e e e e sernareeeaaee s 98
Table 99 — Definition of TPML_DIGEST _VALUES StrUCLUIE ......uevvieeiiiiiiiiieieee s cciiiieee e e e s e snineneeee e 98
Table 100 — Definition of TPM2B_DIGEST _VALUES StrUCIUIE .......ccoiiiiiiiieiee e ceeiiieie e e seiivieee e e e 98
Table 101 — Definition of TPML_PCR_SELECTION StrUCLUIE .....ccceeeiiiiiiiieeeee e e e cieiiieee e e e e e s ssennieeee e e e e 99
Table 102 — Definition of TPML_ALG_PROPERTY Structure KOUT> .......ccoiiiiiiiiiiiiieiiieeee e 99
Table 103 — Definition of TPML_TAGGED_TPM_PROPERTY Structure <KOUT> ......cccceevviiiiviiiiieeeeennns 99
Table 104 — Definition of TPML_TAGGED_PCR_PROPERTY Structure <OUT> .......coccccveiiiiieeininnen. 100
Table 105 — Definition of {ECC} TPML_ECC_CURVE Structure <OUT> ..ot 100
Table 106 — Definition of TPMU_CAPABILITIES Union <OUT>.......cccccciiiieeeeeeeeeee, 100
Table 107 — Definition of TPMS_CAPABILITY_DATA Structure KOUT> .....ccooiiiiiiiiiiiiiiieaeeniiiieeeee e 101
Table 108 — Definition of TPMS_CLOCK _INFO SIrUCIUIE.........uviiieeeeeiiiiiiiieeee e e cceiiireee e e e e s ssnvnrneeee e 101
Table 109 — Definition of TPMS_TIME_INFO SITUCIUIE .......ccvviiiiiiee ettt e ivnvee e e 102
Table 110 — Definition of TPMS_TIME_ATTEST _INFO Structure <KOUT>......ccccoiiviiiiiiieeee e 103
Table 111 — Definition of TPMS_CERTIFY _INFO Structure <OUT>......cccviiiieiiiiiiiieieee e cinieeen e 103
Table 112 — Definition of TPMS_QUOTE_INFO Structure <OUT> ......cccviiiiieeiii e cieieeen e 103
Table 113 — Definition of TPMS_COMMAND_AUDIT _INFO Structure <OUT>.......ccccccveveeeieiiiiiiieeeen. 104
Table 114 — Definition of TPMS_SESSION_AUDIT _INFO Structure <OUT>.......coccviiiieeieee e 104
Table 115 — Definition of TPMS_CREATION_INFO Structure KOUT> ......ccoviiiiiiiiiiiiiiieeeeeseiiiieeeee e 104

X © ISO/IEC 2015 — All rights reserved



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

Table 116 — Definition of TPMS_NV_CERTIFY_INFO Structure <KOUT>........ccoviiiiiiiiiireeeeesriiiieeeeeeee 104
Table 117 — Definition of (TPM_ST) TPMI_ST_ATTEST TYPE <SOUT>....ovueereeeeeeeeeeeeseeeeeeeeeresseees 105
Table 118 — Definition of TPMU_ATTEST UNION SOUT> ....coiiiiiiiiiiiiieiiiee et 105
Table 119 — Definition of TPMS_ATTEST Structure KOUT> ......cooiiiiiiiiiiiiee e 105
Table 120 — Definition of TPM2B_ATTEST Structure KOUT> ......cooiiiiiiiiiiieiiiee e 106
Table 121 — Definition of TPMS_AUTH_COMMAND Structure <IN>........cccccoiiiiiiiiiiiiiaeeeiiieeeeee e 106
Table 122 — Definition of TPMS_AUTH_RESPONSE Structure KOUT> ... 106
Table 123 — Definition of {AES} (TPM_KEY_BITS) TPMI_AES_KEY_BITS TYPE ..vvevvieveeeieeereeerreenens 107
Table 124 — Definition of {SM4} (TPM_KEY_BITS) TPMI_SM4_KEY _BITS TYPE....ecevvereeeereerrenrenn 107
Table 125 — Definition of {CAMELLIA} (TPM_KEY_BITS) TPMI_CAMELLIA_KEY_BITS Type............ 108
Table 126 — Definition of TPMU_SYM_KEY_BITS UNION.......ccuviiieieiiiiiiiiiiee e e eeivnvee e e 108
Table 127 — Definition of TPMU_SYM_MODE URNION ...cccceiiiiiiiiiiieee e cciiieee e s s ee e e e e s snnvnneeena e e 108
Table 128 —xDefinition of TPMU_SYM_DETAILS UNION ......cccuuiiiiiiee e e e s sineeee e e 109
Table 129 — Definition of TPMT_SYM_DEF StrUCUIE ........cooiiiiiiiiiiiie ettt 109
Table 130 — Definition of TPMT_SYM_DEF_OBJECT SIrUCIUIe........ccoiiuuiiieiiiieieiiieee s 110
Table 131 — Definition of TPM2B_SYM_KEY SHUCIUIE........coiiuuiiiiiiiiieiiiiit et 110
Table 132 — Definition of TPMS_SYMCIPHER_PARMS StrUCIUIe ..........uviiiiiiiiiiiiiiiieeeee e 110
Table 133 — Definition of TPM2B_SENSITIVE_DATA STTUCIUIE ....cociiiiiiiiiiiiiiiiee et 111
Table 134 — Definition of TPMS_SENSITIVE_CREATE Structure <IN> ..o 111
Table 135 — Definition of TPM2B_SENSITIVE_CREATE Structure <IN, S>.......cccccoccveviiiiieiiiiiee e, 111
Table 136 — Definition of TPMS_SCHEME_SIGHASH StruCtUre..........ooccviiiieiie et ciinneeeee 112
Table 137 — Definition of (TPM_ALG_ID) TPMI_ALG_KEYEDHASH_SCHEME TYP€...c.cvveeererennn. 112
Table 138 — Definition of Types for HMAC_SIG_SCHEME ........cooviiiiiiiiie e 112
Table 139 — Definition of TPMS_SCHEME_XOR StrUCLUIE .......ccviiieiiiiiiiiiiiiee e ceciniveee e e e e e s snnvnaeeee e e e 113
Table 140 — Definition of TPMU_SCHEME_KEYEDHASH Union <IN/OUT, S>.......ccccoviveiniienenninenn. 113
Table 141 — Definition of TPMT_KEYEDHASH_SCHEME StruCtUre .........cccoiiiiiiiiiiiee e 113
Table 142 — Definition of {RSA} Types for RSA_SIG_SCHEMES..........ccccci it 114
Table 143 — Definition of {ECC} Types for ECC_SIG_SCHEMES...........ccccoiiiiiiiiiniie e 114
Table 144 — Definition of {ECC} TPMS_SCHEME_ECDAA StrUCLUIe........coiiiiiiiiiiiiiieeee e eeiiiieeeee e 114
Table 145 — Definition of TPMU_SIG_SCHEME Union <IN/OUT, S>........ccccciiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeens 115
Table 146 — Definition of TPMT_SIG_SCHEME STrUCIUIE .........ceiiiiiiiiiiiiiiiiee e 115
Table 147 — Definition of {RSA} TPMS_SCHEME_OAEP StruCture .......cccccceeeeiiiiiiiiieeeee e ccinieeee e 116
Table 148 — Definition of {ECC} TPMS_SCHEME_ECDH StruCture........cccccveeeiviiiiiiieeeee e ccivveeeeee e 116
Table 149 — Definition of TPMS_SCHEME_MGFL StrUCIUIE .......cevvvieeiiiiiiiiieeee e e e 116
Table 150 — Definition of {ECC} TPMS_SCHEME_KDF1_SP800 56a Structure........cccccceeevevvnvvvnnnnnnn. 116
Table 151 — Definition of TPMS_SCHEME_KDF2 StrUCLUIE ......cceveeeii e e et ee e e e eenveeeee e e 117
Table 152 — Definition of TPMS_SCHEME_KDF1_SP800_108 StruCture..........cooeevvvvieeeeeesiiiiieieennn. 117
Table 153 — Definition of TPMU_KDF_SCHEME Union <IN/OUT, S>.......cccooiiiiiiiiiiee e 117
Table 154 — Definition of TPMT_KDF_SCHEME StrUCTUIE ........cccoiiiiiiiiiiiie it 117

© ISO/IEC 2015 - All rights reserved Xi



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

Table 155 — Definition of (TPM_ALG_ID) TPMI_ALG_ASYM_SCHEME TYPe <>......ccocvvevvereerrrnenn 118
Table 156 — Definition of TPMU_ASYM_SCHEME UNION ........uuiiiiiieiiiiiiiiiiinee e e e e snneeae e 118
Table 157 — Definition of TPMT_ASYM_SCHEME STrUCIUIE <> ........cciiiiiiiiiiiiiee e 119
Table 158 — Definition of (TPM_ALG_ID) {RSA} TPMI_ALG_RSA_SCHEME TYP€......ccccvvevvrrrrerrrnnn. 119
Table 159 — Definition of {RSA} TPMT_RSA_SCHEME StrUCLUIe .......coccuviiiiiiiiieeeiiee e 119
Table 160 — Definition of (TPM_ALG_ID) {RSA} TPMI_ALG_RSA _DECRYPT TYPE....cccevviurereerrrrnns 120
Table 161 — Definition of {RSA} TPMT_RSA _DECRYPT StrUCIUIE .......uuviiiiiiieiiiiiiiieee e 120
Table 162 — Definition of {RSA} TPM2B_PUBLIC_KEY_RSA StruCtUre ..........coiiiiiiiiiiiieaeeeiiiiieeeeeeene 120
Table 163 — Definition of {RSA} (TPM_KEY_BITS) TPMI_RSA_KEY _BITS TYPE..ceeevereeereereenenn 121
Table 164 — Definition of {RSA} TPM2B_PRIVATE_KEY RSA StUCIUIE.......vvveeeeeeeeeeeeeeeeeeeeeeernens 121
Table 165 — Definition of {ECC} TPM2B_ECC_PARAMETER StruCLUre ........ccccvevviviveeiiiiiee e 122
Table 166 — Definition of {ECC} TPMS_ECC_POINT StrUCLUIE .....cceveeiiiiieiiiieeee e eseciieeeee e e e e e snvneeeeee s 122
Table 167 — Definition of {ECC} TPM2B_ECC_POINT StrUCIUIE .......cceiviiviiiieiiee e eeciieeeee e e s siieeeee e 122
Table 168 — Definition of (TPM_ALG_ID) {ECC} TPMI_ALG_ECC_SCHEME TYPE ....cvovvevererrerrrerrenn. 123
Table 169 — Definition of {ECC} (TPM_ECC_CURVE) TPMI_ECC_CURVE TYPe......cocevvvrerrrrerrrenens 123
Table 170 — Definition of (TPMT_SIG_SCHEME) {ECC} TPMT_ECC_SCHEME Structure.................. 123
Table 171 — Definition of {ECC} TPMS_ALGORITHM_DETAIL_ECC Structure <OUT>.........cccveeeennn. 124
Table 172 — Definition of {RSA} TPMS_SIGNATURE_RSASSA StruCtUIe ......cccoviiiiiiiiiieiee e 124
Table 173 — Definition of {RSA} TPMS_SIGNATURE_RSAPSS StruCture ..........coooiuviiieeieeiieiiiiieeeen. 125
Table 174 — Definition of {ECC} TPMS_SIGNATURE_ECDSA StrUCLUIe ........cvvveviiiiiee it 125
Table 175 — Definition of TPMU_SIGNATURE Union <IN/OUT, S>.....cccociiiiiiiiiiiiieeeee e 125
Table 176 — Definition of TPMT_SIGNATURE StrUCIUIE.........c.uvviiieeeeiiiiiiiiee e ecciire e e e e esnvnrneeea e 126
Table 177 — Definition of TPMU_ENCRYPTED_SECRET UnNIion <S> .......cccooiiiiiiniiiiee e 126
Table 178 — Definition of TPM2B_ENCRYPTED_SECRET StrUCIUI€.......uvevvveeiiiiciiiieieee e e e s ciiiveeeeeeeenn 127
Table 179 — Definition of (TPM_ALG_ID) TPMI_ALG_PUBLIC TYPE ..ccuvvtiiiieeeieiiiiiieeee e e e e seeivinenee e 128
Table 180 — Definition of TPMU_PUBLIC_ID Union <IN/OUT, S>......ccciiiiiiiieeiiiiiiiieeee e 129
Table 181 — Definition of TPMS_KEYEDHASH_PARMS StIUCIUIE........cuvviiiiiiiii e 129
Table 182 — Definition of TPMS_ASYM_PARMS STIUCIUIE <> .....cuviiiiiiiiiieiiiieee e 130
Table 183 — Definition of {RSA} TPMS_RSA_PARMS SHIUCLUIE........cooiiiiiiiiiiiie et 130
Table 184 — Definition of {ECC} TPMS_ECC_PARMS SIIUCIUIE ....ccccoiiiiiiiiiiiiiee et 131
Table 185 — Definition of TPMU_PUBLIC_PARMS Union <IN/OUT, S>......ccccooiiiiiiiiiiiiieeiiieeeee e 131
Table 186 — Definition of TPMT_PUBLIC_PARMS StrUCIUIE .......uvviiieeiiiiiiiiiie e et e e e e e snrnaeee e 132
Table 187 — Definition of TPMT_PUBLIC StTUCIUIE ......cciieeiiiiiiiie ettt e e e e e snrnanenea e e 132
Table 188 — Definition of TPM2B_PUBLIC StrUCIUIE........ccciiiiiiieieee et sse e e e e esneeee e e e 132
Table 189 — Definition of TPM2B_PRIVATE_VENDOR_SPECIFIC Structure<>........ccccccceevviiinvvnnennnn. 133
Table 190 — Definition of TPMU_SENSITIVE_COMPOSITE Union <IN/OUT, S> .......cccoccveiiiiieeniinnn. 133
Table 191 — Definition of TPMT_SENSITIVE STUCIUIE .......ccoiiuiiiiiiiiie it 134
Table 192 — Definition of TPM2B_SENSITIVE Structure <IN/OUT> ......ccuiiiiiiiiiiiniieee e 134
Table 193 — Definition of _PRIVATE SIIUCIUIE <> ......oiiiiiiiii ittt e 135

Xii © ISO/IEC 2015 — All rights reserved



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

Table 194 — Definition of TPM2B_PRIVATE Structure <IN/OUT, S> .....cccocieeiiiiiiieeee e 135
Table 195 — Definition of _ID_OBJECT SHTIUCIUIE S>....civiiiiiiiiiieiiee e s esiiteie e e e s s ee e e e e e s nnrnaneenaee e 136
Table 196 — Definition of TPM2B_ID_OBJECT Structure <IN/OUT> ........c.coeiiiiiiiiiiiiiiee e 136
Table 197 — Definition of (UINT32) TPM_NV_INDEX BitS <>.........cccvvrieueeieeereeeeseeeeeeeesesseneseseeneens 137
Table 198 — Definition of (UINT32) TPMA NV BilS ....uuiiiiiiiiiiiiiiiieie et e e s enveeeea e e e 139
Table 199 — Definition of TPMS_NV_PUBLIC StrUCIUIE..........uutiiiiiieiiiiiiiiiie et eiieeee e 141
Table 200 — Definition of TPM2B_NV_PUBLIC StrUCIUIE.........uuiiiiiiiiiiiiiiiiite e eiiiieeee e 141
Table 201 — Definition of TPM2B_CONTEXT_SENSITIVE Structure <IN/OUT>........cccccceiiiiiiiiiiieennnn. 142
Table 202 — Definition of TPMS_CONTEXT_DATA Structure <IN/OUT, S>......ccccccoveviiiireniiieeee s 142
Table 203 — Definition of TPM2B_CONTEXT_DATA Structure <IN/OUT> ........cccooiivveiiiiiresniieee e 142
Table 204 — Definition of TPMS_CONTEXT SITUCIUIE .....ccoiiiiiiiiiiee ettt e e e e s s savnrne e e e e e 143
Table 205 — ContexXt HaNdIe VAIUES...........oooiiiiieiie et 144
Table 206 — Definition of TPMS_CREATION_DATA Structure KOUT> .....cooviiiiiiiiiiiieinee e sciinieeee e 146
Table 207 — Definition of TPM2B_CREATION_DATA Structure <OUT> ......occcieiiiiiieeiiiee e 146
Table A.1 — Defines for SHAL Hash VAIUES..........couiiiiiii e 147
Table A.2 — Defines for SHA256 Hash ValUES............oiiiiiiiiii e 147
Table A.3 — Defines for SHA384 Hash VAIUES............oiiiiiiii e 147
Table A.4 — Defines for SHAS512 Hash VAIUES...........ooiiiiiieii et 148
Table A.5 — Defines for SM3_256 Hash ValUES...............oooiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeee et eaeaaaeees 148
Table A.6 — Defines for Architectural LImitS ValUES ...........ccviiiii it 148
Table B.1 — Defines for LOGIC VAIUES .........uuuiiiiii ittt e st ee e e e e e s e st a e e e e e e e s nnnaaeeeeaeeas 149
Table B.2 — Defines for ProCeSSOr VAIUES ........ccuiiiiiiiiiieiiee ettt 149
Table B.3 — Defines for Implemented AlGOrthMS..........oovi i 150
Table B.4 — Defines for Implemented COMMEANGAS ........oovieeiiiiiiiieiiee e e e e e s er e e e e 151
Table B.5 — Defines for RSA Algorithm CONSANTS.........ccieiiiiiiiiiiiiecce e 154
Table B.6 — Defines for ECC AlgOorithm CONSIANTS .........cuuiiiiiiiiiiiiiiie e 154
Table B.7 — Defines for AES Algorithm CONSTANTS ........coouuiiiiiiiie e 154
Table B.8 — Defines for SM4 Algorithm CONSLANTS........coiuriiiiiiiiie it 154
Table B.9 — Defines for CAMELLIA Algorithm CONSLANTS ...........ceeiiiiiiiiiiiiiiiie e eveieee e 155
Table B.10 — Defines for Symmetric Algorithm CONSIANTS ..........eeiiiiiiiiiiiie e 155
Table B.11 — Defines for Implementation ValUES ...........ccooi it 156

© ISO/IEC 2015 - All rights reserved Xiii



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

Figures

Figure 1 — Command FOIMMAL .........ooiiuiiiiiiiee e e e e e e s s r e e e e e s s s e e e ee e e s e aantaeereeaeesssasnsnnnneeeeeeaeannns 24
Figure 2 — Format-Zero RESPONSE COUES.........c.uuuiiiiieee i e it e e e e e e s st e e e e e e e sssanteeer e e e e e s asnssraaneeeeeesennnnes 30
Figure 3 — FOrmat-One RESPONSE COUES ......ociiiiiiiieiiiiiie ettt ettt e e e e b ee e e e annees 31
Figure 4 — ISO/IEC 11889 (first edition) TPM_NV_INDEX ........coceviuireieereieeeieseeseseeseesssessneseesesneseenens 137
Figure 5 — ISO/IEC 11889 TPM_NV _INDEX .....uutiiiiiieiiiiiiiiiiiieee e e sessiiiieee e e e e e s sssessteeeeeaeessssesteeeeeeeeessnnsnes 137

Xiv © ISO/IEC 2015 — All rights reserved



STN ISO/IEC 11889-2: 2021
ISO/IEC 11889-2:2015(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of document should be noted. This document was drafted in accordance with the editorial
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.
Details of any patent rights identified during the development of the document will be in the Introduction
and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity
assessment, as well as information about ISO's adherence to the WTO principles in the Technical
Barriers to Trade (TBT), see the following URL: Foreword — Supplementary information.

ISO/IEC 11889-2 was prepared by the Trusted Computing Group (TCG) and was adopted, under the
PAS procedure, by Joint Technical Committee ISO/IEC JTC 1, Information technology, in parallel with its
approval by national bodies of ISO and IEC.

This second edition cancels and replaces the first edition (ISO/IEC 11889-2:2009), which has been
technically revised.

ISO/IEC 11889 consists of the following parts, under the general title Information technology — Trusted
Platform Module Library:

— Part 1: Architecture
—Part 2: Structures
—Part 3: Commands

—Part 4: Supporting routines
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission
(IEC) draw attention to the fact that it is claimed that compliance with this document may involve the use
of a patent.

ISO and IEC take no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the ISO and IEC that he/she is willing to negotiate licences
either free of charge or under reasonable and non-discriminatory terms and conditions with applicants
throughout the world. In this respect, the statement of the holder of this patent right is registered with ISO
and IEC. Information may be obtained from:

Fujitsu Limited

1-1, Kamikodanaka 4-chrome, Nakahara-ku, Kawasaki-shi, Kanagawa, 211-8588 Japan

Microsoft Corporation

One Microsoft Way, Redmond, WA 98052

Enterasys Networks, Inc

50 Minuteman Road, US-Andover, MA 01810

Lenovo

1009 Think Place, US-Morrisville, NC 27560-8496

Advanced Micro devices, Inc. - AMD

7171 Southwest Parkway, Mailstop B100.3 US-Austin, Texas 78735

Hewlett-Packard Company
P.0. Box 10490, US-Palo Alto, CA 94303-0969

Infineon Technologies AG - Neubiberg

Am Campeon 1-12, DE-85579 Neubiberg

Sun Microsystems Inc. - Menlo Park, CA

10 Network Circle, UMPK10-146, US-Menlo Park, CA 94025

IBM Corporation
North Castle Drive, US-Armonk, N.Y. 10504

Intel Corporation

5200 Elam Young Parkway, US-Hillsboro, OR 97123

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying
any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents relevant
to their standards. Users are encouraged to consult the databases for the most up to date information
concerning patents.
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Information technology — Trusted Platform Module Library —
Part 2: Structures

1 Scope

This part of ISO/IEC 11889 contains the definitions of the constants, flags, structure, and union definitions
used to communicate with the TPM. Values defined in this part of ISO/IEC 11889 are used by the TPM
commands defined in ISO/IEC 11899-3 and by the functions in ISO/IEC 11889-4.

NOTE The structures in this document are the canonical form of the structures on the interface. All structures
are "packed" with no octets of padding between structure elements. The TPM-internal form of the
structures is dependent on the processor and compiler for the TPM implementation.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

e |SO/IEC 9797-2, Information technology -- Security techniques -- Message Authentication Codes
(MACSs) -- Part 2: Mechanisms using a dedicated hash-function

e ISO/IEC 10116:2006, Information technology — Security techniques — Modes of operation for an n-
bit block cipher

e |ISO/IEC 11889-1, Information technology — Trusted Platform Module Library — Part 1: Architecture
e |ISOJ/IEC 11889-3, Information technology — Trusted Platform Module Library — Part 3: Commands

e |ISO/IEC 11889-4, Information technology — Trusted Platform Module Library — Part 4: Supporting
routines

e TCG Algorithm Registry, available at
<http://www.trustedcomputinggroup.org/resources/tcg_algorithm_registry>

koniecnahladu - textdalej pokracuje vplatenejverzii STN
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