ICS 35.240.99, 49.140 TECHNICKA NORMALIZACNA INFORMACIA

Januar 2022

TNI

Zabezpecovanie vyrobkov kozmického programu
Spolahlivost’ a bezpeénost’ softvéru

TNI
CEN/CLC/TR
17602-80-03

31 0539

Space product assurance - Software dependability and safety

Tato technicka normaliza¢na informacia obsahuje anglicku verziu CEN/CLC/TR 17602-80-03:2021.
This Technical standard information includes the English version of CEN/CLC/TR 17602-80-03:2021.

Tato technicka normalizaéna informacia bola oznamena vo Vestniku UNMS SR &. 12/21

134183

obsahuje
farebné
strany

Urad pre normalizéciu, metrolégiu a skigobnictvo Slovenskej republiky, 2022
Slovenska technicka norma a technicka normalizacna informacia je chranena zakonom €. 60/2018 Z. z. o technickej normalizacii.



TNI CEN/CLC/TR 17602-80-03: 2022 Urad pre normalizéciu, metrolégiu a skugobnictvo Slovenskej republiky

TECHNICAL REPORT CEN/CLC/TR 17602-80-
RAPPORT TECHNIQUE 03

TECHNISCHER BERICHT

October 2021

ICS 49.140; 35.240.99

English version

Space product assurance - Software dependability and
safety

Assurance produit des projets spatiaux - Fiabilité et Raumfahrtproduktsicherung - Zuverlassigkeit und
sécurité logiciel Sicherheit von Software

This Technical Report was approved by CEN on 13 September 2021. It has been drawn up by the Technical Committee
CEN/CLC/]JTC 5.

CEN and CENELEC members are the national standards bodies and national electrotechnical committees of Austria, Belgium,
Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy,
Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbia,
Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and United Kingdom.

CENELEC

CEN-CENELEC Management Centre:
Rue de la Science 23, B-1040 Brussels

© 2021 CEN/CENELEC All rights of exploitation in any form and by any means Ref. No. CEN/CLC/TR 17602-80-03:2021 E
reserved worldwide for CEN national Members and for
CENELEC Members.



TNI CEN/CLC/TR 17602-80-03: 2022 Urad pre normalizéciu, metrolégiu a skugobnictvo Slovenskej republiky

CEN/CLC/TR 17602-80-03:2021 (E)

Table of contents

European FOreWoOrd.............o i rese s s s s s s s s s s s s s smn s s enn s s nmn s s nnsssnnns 4
14 oo 11 e T o 5
IS T o o o - P 6
72 3 =1 =1 (= Lo 7
3 Terms, definitions and abbreviated terms..........cccoiieiieiiiiici e, 8
3.1 Terms from other doCUMENES ... 8
3.2  Abbreviated tErmMS.........co o 8

L T e T o] = 9
o I 1= o 1T = | I oo T g (o7 =T o] £ PP 9
4.1.1  Software failures and faultS ..., 9

4.1.2 Software reliability ... 9

4.1.3  Software maintainability ..............coiiiiiii i, 10

4.1.4  Software availability ..o 10

4.1.5  Software Safety ........ooeiiiiiiiiiiiiiiii e 11

41.6 Systemlevel and software level ... 11

4.1.7  Fault prevention, removal, tolerance, and forecasting ...................ccevnneee. 11

4.2 Relation to other ECSS Standards and Handbooks..............cccooiiiiiiiiiiiiciiiiieeeeees 12

5 Software dependability and safety programme..............coeiiiiiiiiiiccccciiiiiiinennes 13
5.1 INIrOAUCHION ... ..o e e e e e et e e e eeaas 13
5.2 Software dependability and safety WOrkflow............ccoooiiiiiiiiie 13
521 GENEIAl..ccoi e 13

5.2.2  Software dependability and safety requirements................cooooiiieennn 14

5.2.3  Software criticality classification ............cccooee 15

5.2.4  Handling of critical SOftware ...............coooiiiiiiiic e 21

5.2.5 Hardware-Software Interaction Analysis.............ccooviviiiiiiiiieiiiceeee e 21

6 Software dependability and safety methods and techniques.......................... 23
6.1 INTrOAUCHION ... s 23
6.2 SFMEA (Software Failure Modes and Effects Analysis)........cccccoovvieviiiiiiiiiiiieennnnns 23




TNI CEN/CLC/TR 17602-80-03: 2022 Urad pre normalizéciu, metrolégiu a skugobnictvo Slovenskej republiky

CEN/CLC/TR 17602-80-03:2021 (E)

6.2.1 PUIDOSE . e ee s 23
6.2.2  ProCedure .....oooooiiiiiieeeeeee 24
6.2.3 Costsand benefits ... 27
6.3 SFTA (Software Fault Tree ANalYSiS).......ccouuiiiuiiiiiiiiieee e 28
B.3.1  PUIMPOSE ... 28
6.3.2  ProCedure ........oooooiiiiiii 28
6.3.3 Costsand benefits .......coooiiiiiiiiiii 29
6.4 SCCA (Software Common Cause ANalYSiS).........ccouuiiiiiiiiiiiiiiiiiiiiiiiiieeeieeeeeeeeeeeeee 29
6.5 Engineering methods and techniques supporting software dependability and
ST LY . e 30
6.6 Software availability and maintainability techniques............cccccciiii 30
6.6.1  Software maintainability ..o, 30
6.6.2  Software availability .............cccoooiiiiii e, 32
6.7 Software failure propagation prevention..............oooouiiiiiii e 33
6.8 Defensive programming...........coooeeiiiiiiiiiiiiiiiiiiiiiii ittt 36
Annex A Software dependability and safety documentation............ccccoeeviiinnnn. 38
I | 1o T U T3 1T o 38
A.2 Software criticality analysis report............ooooiiiiiii i 38
A.2.1  Criticality classification of software products..............ccccooviiiiiiiiiiiien. 39
A.2.2  Criticality classification of software components..............ccccciiiiinnnnnnne. 40
A.2.3  Software dependability and safety analysis report...........ccccccvvviviiiiiiinnnnne. 40
Bibliography....... i 42
Figures
Figure 5-1 — Software dependability and safety framework .............cccooooiiiiiiiiiiieee, 14
Figure 5-2 — Software dependability and safety requirements ................ccoovviiiiiiieiiiieeninnnen, 14
Figure 5-3 — System-level software criticality classification.....................viiiiiiiiiiiiiiiiiiiiiiis 16
Figure 5-4 - Software-level software criticality classification ..................ccccccviiiiiiiiiiiiiiiiiiiinns 19
Figure 5-5 — Feedback from software-level to system-level analyses...........cccccccoeeeeiiinnnnnnn. 20
Figure 5-6 — Hardware-Software Interaction Analysis.................eeuiiiiiiiiiiiiiiiiiiiiiiis 22
Figure 6-1: Fault, error, failure propagation ..................euueueuiiiiiieiiiiiiiieiieieeeeeeeeeeeee——.. 34




TNI CEN/CLC/TR 17602-80-03: 2022 Urad pre normalizéciu, metrolégiu a skugobnictvo Slovenskej republiky

CEN/CLC/TR 17602-80-03:2021 (E)

European Foreword

This document (CEN/CLC/TR 17602-80-03:2021) has been prepared by Technical Committee
CEN/CLC/JTC 5 “Space”, the secretariat of which is held by DIN.

It is highlighted that this technical report does not contain any requirement but only collection of data
or descriptions and guidelines about how to organize and perform the work in support of EN 16602-
80.

This Technical report (CEN/CLC/TR 17602-80-03:2021) originates from ECSS-Q-HB-80-03A Rev.1.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such
patent rights.

This document has been prepared under a mandate given to CEN by the European Commission and
the European Free Trade Association.

This document has been developed to cover specifically space systems and has therefore precedence
over any TR covering the same scope but with a wider domain of applicability (e.g.: aerospace).
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Introduction

Dependability and safety are issues of paramount importance in the development and operations of
space systems. The contribution of software to system dependability and safety is a key factor,
especially in view of the growing complexity of the software used in space critical applications,
together with the increasing cost and schedule constraints. Hence, the need for more dependable and
safe software has led to the publication of this Handbook, meant to provide guidelines on the
implementation of the software dependability and safety requirements defined in ECSS-Q-ST-80C and
on the application of some methods and techniques for software dependability and safety.

Analyses and activities aiming at assessing and ensuring the system dependability and safety are
carried out since the early stages of the development, and software needs to be properly addressed by
these system-level activities. Hardware and software products are classified based on their criticality,
in order to focus engineering and product assurance activities on the most critical items. At later
stages, the inherent complexity of software calls for application of specific methods and techniques,
aiming at refining the software criticality classification and supporting the implementation and
verification of measures for critical software handling.

This handbook provides an overall description of the entire software dependability and safety
workflow, considering the different activities at system and software level, the lifecycle phases and the
customer-supplier relationships, with reference to the dependability and safety requirements defined
in ECSS-Q-ST-80C. Some individual software RAMS techniques are also presented. They have been
selected from the list of methods and techniques mentioned in different national and international
standards and literature, from which a choice has been made based on their relevance to the
requirements defined in the ECSS Standards.
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1
Scope

This Handbook provides guidance on the application of the dependability and safety requirements
relevant to software defined in ECSS-Q-ST-80C.

This Handbook provides support for the selection and application of software dependability and
safety methods and techniques that can be used in the development of software-intensive space
systems.

This Handbook covers all of the different kinds of software for which ECSS-Q-ST-80C is applicable.
Although the overall software dependability and safety workflow description is mainly targeted to
the development of spacecraft, the described approach can be adapted to projects of different nature
(e.g. launchers, ground systems).

The methods and techniques described in the scope of this Handbook are mainly focused on
assessment aspects, though specific development and implementation techniques for dependability
and safety (e.g. software failure propagation prevention, defensive programming) are addressed.
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