ICS 35.240.99, 49.140 TECHNICKA NORMALIZACNA INFORMACIA

Januar 2022

TNI

Zabezpecovanie vyrobkov kozmického programu
Definicia a implementacia softvérového
metrického programu

TNI
CEN/CLC/TR
17602-80-04

31 0539

Space product assurance - Software metrication programme definition and implementation

Tato technicka normaliza¢na informacia obsahuje anglicku verziu CEN/CLC/TR 17602-80-04:2021.
This Technical standard information includes the English version of CEN/CLC/TR 17602-80-04:2021.

Tato technicka normalizaéna informacia bola oznamena vo Vestniku UNMS SR &. 12/21

134186

obsahuje
farebné
strany

Urad pre normalizéciu, metrolégiu a skigobnictvo Slovenskej republiky, 2022
Slovenska technicka norma a technicka normalizacna informacia je chranena zakonom €. 60/2018 Z. z. o technickej normalizacii.



TNI CEN/CLC/TR 17602-80-04: 2022 Urad pre normalizéciu, metrolégiu a skugobnictvo Slovenskej republiky

TECHNICAL REPORT CEN/CLC/TR 17602-80-
RAPPORT TECHNIQUE 04

TECHNISCHER BERICHT

October 2021

ICS 49.140; 35.240.99

English version

Space product assurance - Software metrication
programme definition and implementation

Assurance produit des projets spatiaux - Guide de Raumfahrtproduktsicherung -
métrologie du logiciel Softwaremetrikhandbuch

This Technical Report was approved by CEN on 13 September 2021. It has been drawn up by the Technical Committee
CEN/CLC/]JTC 5.

CEN and CENELEC members are the national standards bodies and national electrotechnical committees of Austria, Belgium,
Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy,
Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbia,
Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and United Kingdom.

CENELEC

CEN-CENELEC Management Centre:
Rue de la Science 23, B-1040 Brussels

© 2021 CEN/CENELEC All rights of exploitation in any form and by any means Ref. No. CEN/CLC/TR 17602-80-04:2021 E
reserved worldwide for CEN national Members and for
CENELEC Members.



TNI CEN/CLC/TR 17602-80-04: 2022 Urad pre normalizéciu, metrolégiu a skugobnictvo Slovenskej republiky

CEN/CLC/TR 17602-80-04:2021 (E)

Table of contents

European FOreWoOord.......... . rrcee s s s s s s s s s s s s s s sma e s en s s s nms s s nnsssnnns 5

INErOdUCHION........ s rn s ennn 6

IS T o o o - P 8

78 5= =T =] 0 o= 9

3 Terms, definitions and abbreviated terms.........cccccoiriiiiiiecircis e e, 12

3.1 Terms from other doCUMENtS..........oooiiiiiii i 12

3.2 Definitions in other clauses of the present HB................cccoi i 12

3.3 Terms specific to the present document ...............ccooiiiiiii 12

3.4 Abbreviated terMS........ooiiiiiiiiiiiiiiiee e 13

4 Overview of the HandbooK ... s 14

4.1 INETOAUCTION ...t 14

4.2 Relation to other ECSS Standards................uuiesseeees e 15

421 GENEIAI ... 15

4.2.2  SoOftware eNGINEEriNG ........ccooiiiuuiiiiiiiieee et a e 15

4.2.3  Software product aSSUrancCe.............ceiiiieiiiiiiiiiiiie e 15

424  Project Management........ccooooeiiiiiiiiiiii e 16

5 A reference software quality model ... 17

5.1 INTrOAUCHION ....ceeiiiiiiieie s 17

5.2 Reference software quality Model.............oooiiiiiiiiiiiiii e 18

5.3 Tailoring the metrication programme ... 23

5.4 Detailed tailoring gUIdENINES ........cccoiiiiiiiie e 26

6 MeasSUremMeENt PrOCESS......cuiiiiieeuunirssrrrrrrnnnssssss s s s s s s s ssnssssssss s s s s s e annnnnssssssssnssnnnnns 29

B.1  INrOAUCHION.. .o e e e e e e e e e e eaaa s 29

6.2 Planning of metrication in the development life cycle..........ccccccceeiiiiiiiiiii e, 30
6.2.1  Characterize the project quality requirements and select the metrics

toO De COllECIEA.... e 30

6.2.2 Define data collection and analysis procedures.............cccccoevvviiiiiiieeneenne. 30

6.2.3  Define criteria for validating the metrics and the measurement
0] 0o P 31




TNI CEN/CLC/TR 17602-80-04: 2022 Urad pre normalizéciu, metrolégiu a skugobnictvo Slovenskej republiky

CEN/CLC/TR 17602-80-04:2021 (E)

6.2.4  Define resources and infrastructure for measurement tasks...................... 32
6.2.5 Define how reporting will be performed ............oooiiiiiiiiiiiiee e, 32
6.2.6  Review and approve the measurement plan ...........cccccccooiiiiiiiiiiieen e, 32
6.2.7  Provide resources and infrastructure for measurement tasks.................... 33
LR T I 7= = I oo 1| 1= Tox 1o o 33
6.3.1 Integrate ProCeAUIES .......coooiiiiiice e e eeaans 33
6.3.2  Collect data.........uuoiiiiiiieeei e 34
6.4  Data validation........ccooo oo a e 34
6.5 Data a@nalySiS .........oiiiiiiiiiiiiii e e a e 34
6.6  Data arChiViNg......ccoceii i 35
A (=T oTo] ] o e [OOSR 35
6.8 Feedback to the measurement ProCESS ........ovvviiviiiiiiiii e 36
6.8.1 Evaluate analysis results and the measurement process.............cccceeeees 36
6.8.2  Identify potential improvements.............ccooiiiiiiiiiiiiii e, 38
Annex A Definition of the quality model...........cooonrn, 39
A1 General INTFOAUCTION .........iiiiiiii e a e e e e e e e e e e e aeaeas 39
A.2 Characteristics and sub-characteristics definition..............cccccooiiiiiiiiiiiiiiiiii, 39
N2 R 0 aTox (o T =1 1 2 39
N (=1 = 1 o1 11 2 40
A.2.3  Maintainability ...........ooomi 40
A2.4  ReUSADIITY oo 41
A.2.5 Suitability for safety ... 41
AL2.8  SECUIMLY .eeiiiiiiiiiiieeie ettt 42
LN A U E T o111 Y 42
A.2.8 Software development effectiveness...........ccoocceeiiiiiiiiiiii e, 43
A.3  List Of PropoSed METIICS.......oiiiiiiiieeicee e 43
Nt N 1o 1 oo [T 1T I 43
A.3.2 Standard metric template ..., 44
A.3.3  Detailed description of all Metrics...........ccoovviiiiiiiiiiiic e, 46
A.4  List of proposSed OO MELIICS .....uuuuuuiiiiiiiiir e e e e e e e e e e e e e e aaeans 96
N g N 1 o 1 o Yo [T 1T o IS 96
A.4.2  Detail description of the proposed OO metrics ...........ooovvviieeiieiviiiiiceeenn. 96
Figures
Figure 4-1:0rganization of this docUMENt.............cooiiiiiiiii e 14




TNI CEN/CLC/TR 17602-80-04: 2022 Urad pre normalizéciu, metrolégiu a skugobnictvo Slovenskej republiky

CEN/CLC/TR 17602-80-04:2021 (E)

Figure 5-1: Elements of the software quality model ..o, 19
Figure 6-1: Metrication process activitieS............ccooviiiiiiiiii i 29
Figure A-1 : Example of report format for requirements allocation................ccccceeiiiiiiiiiiinnnnn. 47
Figure A-2 : Example of SPR/NCR trend analysis ... 52
Figure A-3 : Example of cyclomatic Complexity...........cooviiiiiiiiiiiiiiiiiiiiiiiiieieeieee 60
Figure A-4 : Example of NeStiNg [€VEl ...........ooviiiiiiiiiii e 62
Figure A-5 : Sample of requirements stability ..............oooviiiiiiiiiiiiiiiiiies 93
Figure A-6 : Sample of RID/action Status.............ooevviiiiiiiiiiiiiiiiiiiiiiiieeeees 94
Figure A-7 : SamMPle Of V&V PrOgreSS......couiiiiiiiiiiiiiiiiiiiiieieieeieeieeeeaeeeeeeaeeeaeeeeseeseennnnnnnnnnnnnnnnns 95
Tables

Table 5-1: Proposed reference quality model ...............coooo i 21
Table 5-2: Applicability of the metrics depending on the criticality category...............cc..c...... 24
Table 5-3: Target value for metric depending on criticality category ..........cc.cooovvviiinnn. 25
Table A-1 : Example of V&V coverage reporting.........cccoveeuuiuiiiiieieiieiiee e e e eeeens 50
Table A-2 : Example of summary of NCR-SPR recorded..............cooovviiiiiiiiiiiiieiicee e, 51
Table A-3 : Sample checklist for Suitability of development documentation.......................... 54
Table A-4 : Checklist for process reliability adequacy ..............cccoooiiii 70
Table A-5: Test coverage reqQUIrEMENTS. ... .....i i i e 73
Table A-6 : Sample checklist for reusability checklist................ccc 77
Table A-7 : Sample checklist for safety activities adequacy................cccccc, 81
Table A-8 : Checklist for security Checklist.............cccoooiiiiiii e, 83
Table A-9 : Checklist for User manual suitability............ccccoooeiiiiiiiiiii e, 87




TNI CEN/CLC/TR 17602-80-04: 2022 Urad pre normalizéciu, metrolégiu a skugobnictvo Slovenskej republiky

CEN/CLC/TR 17602-80-04:2021 (E)

European Foreword

This document (CEN/CLC/TR 17602-80-04:2021) has been prepared by Technical Committee
CEN/CLC/JTC 5 “Space”, the secretariat of which is held by DIN.

It is highlighted that this technical report does not contain any requirement but only collection of data
or descriptions and guidelines about how to organize and perform the work in support of EN 17602-
80.

This Technical report (CEN/CLC/TR 17602-80-04:2021) originates from ECSS-Q-HB-80-04A.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such
patent rights.

This document has been prepared under a mandate given to CEN by the European Commission and
the European Free Trade Association.

This document has been developed to cover specifically space systems and has therefore precedence
over any TR covering the same scope but with a wider domain of applicability (e.g.: aerospace).
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Introduction

This Handbook describes the approach to be taken for the definition and implementation of an
effective and efficient metrication programme for the development of software in a space project.

This Handbook provides guidelines and examples of software metrics that can be used in space
system developments, in line with the requirements defined by [ECSS-E-40] and [ECSS-Q-80], given
guidelines and examples to provide a coherent view of the software metrication programme definition
and implementation.

This Handbook is intended to help customers in formulating their quality requirements and suppliers
in preparing their response and implementing the work. This Handbook is not intended to replace
textbook material on computer science or technology and software metrics, so repeating such material
is avoided in this Handbook. The readers and users of this Handbook are assumed to posse’s general
knowledge of computer science and software engineering.

In space projects, the demand of high quality software to be developed within allocated budget and
time is a priority objective, particularly in presence of dependability requirements. Also the size of the
operational software has increased significantly due to the increase in functionality to allow new
challenging missions and to reply to increasingly sophisticated and demanding user requirements.

The space software development is therefore characterized by:
. High dependability of the software products, in both space and ground segments;

° Stringent schedule and cost estimates that are more and more accurate to enable reliable cost
estimates for the overall project;

. Demand of high quality software, and
. Increasing productivity requirements.

To improve, suppliers should know what can be done better, and also what to look at in order to
understand where lessons learnt can be applied to support the improvement.

Measurements are the only way to quantitatively assess the quality of a process or a product.

In presence of complex software projects reliable measures of both processes and products provide a
powerful tool to software management for keeping the project in track and preserve the intended
quality of the software product. Improvement of both the space software product and its development
processes depends upon improved ability to identify, measure, and control essential parameters that
affect software product and its development processes. This is the goal of any software metrication
programme.

The main reasons for measuring software processes and products are:

— To characterize the existing processes and the status of products under development or
operations, in order to gain a better understanding and support the overall verification of
the software, as well as to acquire data/information for future assessments of similar
processes/products.




TNI CEN/CLC/TR 17602-80-04: 2022 Urad pre normalizéciu, metrolégiu a skugobnictvo Slovenskej republiky

CEN/CLC/TR 17602-80-04:2021 (E)

—  To evaluate the status of the project to determine its status and possible deviation from
the established plans, and to support identification of actions to bring it back under
control; the evaluation includes an assessment of an achievement of quality goals and an
assessment of the impacts of technology and process improvements on products and
processes.

— To predict, with the aim to improve the ability to plan. Measuring for prediction involves
gaining understanding of relationships among processes and products and building
models of these relationships, so that the observed values for some attributes can be used
to predict others. The reason for that is to establish achievable goals for cost, schedule,
and quality —so that appropriate resources can be applied. Predictive measures are also
the basis for extrapolating trends, so estimates for cost, time, and quality can be updated
based on current evidence. Projections and estimates based on historical data also help to
analyse risks and make design/cost tradeoffs.

— To improve. Gathering quantitative information helps to identify roadblocks, root causes,
inefficiencies, and other opportunities for improving product quality and process
performance. Measures also help to plan and track improvement efforts.

Measures of current performance give baselines to compare against, so that it can be possible to judge
whether or not the improvement actions are working as intended and what the side effects can be.
Good measures also help to communicate goals and convey reasons for improving. This helps engage
and focus the support of those who work within the processes to make them successful.
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1
Scope

The scope of this Handbook is the software metrication as part of a space project, i.e. a space system, a
subsystem including hardware and software, or ultimately a software product. It is intended to
complement the [ECSS-Q-80] with specific guidelines related to use of different software metrics
including their collection, analysis and reporting. Tailoring guidelines for the software metrication
process are also provided to help to meet specific project requirements.

This Handbook provides recommendations, methods and procedures that can be used for the
selection and application of appropriate metrics, but it does not include new requirements with
respect to those provided by ECSS-ST-Q-80C Standard.

The scope of this Handbook covers the following topics:

. Specification of the goals and objectives for a metrication programme.

. Identification of criteria for selection of metrics in a specific project / environment (goal driven).
J Planning of metrication in the development life cycle.

J Interface of metrication with engineering processes.

. Data collection aspects (including use of tools).

o Approach to the analysis of the collected data.

o Feedback into the process and product based on the analysis results.
o Continuous improvement of measurement process.
. Use of metrics for process and product improvement.

This Handbook is applicable to all types of software of all major parts of a space system, including the
space segment, the launch service segment and the ground segment software.
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2
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