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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 3: Parallel Redundancy Protocol (PRP) and
High-availability Seamless Redundancy (HSR)

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

IEC 62439-3 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

This fourth edition cancels and replaces the third edition published in 2016. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) References to Precision Time Protocol (PTP) IEC 61588:2021 replace references to
IEC 61588:2009, unless the previous version is explicitly referenced (Clause 2);

b) References to IEC 61850-90-4:2020 replace references to IEC 61850-90-4:2013 with
corresponding changes in the Logical Nodes (Clause 2);
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c) Terms and abbreviations are aligned with the next edition of IEC/IEEE 61850-9-3
(currently under preparation) (Clause 3);

d) RSTP support in HSR is specified (5.2.2.10);
e) RedBoxes and QuadBoxes specifications are extended to TCs (5.5);

f) Network management (MIB) for PRP and HSR is available as a "Code Component",
machine-readable separate document (Clause 7);

g) PTP over PRP specifies a unified operation of DATC and SLTC RedBoxes (A.2.6.4);
h) PTP over HSR specifies the operation of RedBoxes for TCs (A.4.3);
i) PTP datasets are aligned with IEC 61588:2021 (Clause A.6);
j) PTP industry profile is extended:
— Sync messages padding to support media converters (C.5.4);
— ClockClass definition aligned with IEC 61588:2021 option a) (C.7.4.3);
— TC operation over different domains (C.7.5.3);
— BCs behaviour in holdover and recovery (C.7.6.2);
— PICS entries renamed and extended (C.13.2);
— Flags semantics in TimePropertyDS actualized (C.14.1);
— UTC events handling during a leap second specified (C.14.2);
— UTC leap second time representation aligned with IEEE C37.118.2 (C.14.2.2);

— Daylight saving time and leap second events recommended in the
ALTERNATE_TIME_OFFSET_INDICATOR TLV (C.14.3.2);

k) Tutorial extended to explain the media converter issue (D.8.3);

) PTP network management MIB (Annex E) is available as a "Code Component", machine-
readable separate document and considers IEC 61588:2021 objects;

m) Conformance testing for PRP, HSR and the doubly attached PTP clocks (Annex F) has
been added.

n) Interoperability issues with previous editions of this International Standard are mentioned
in a note at the end of the corresponding clause.

The text of this International Standard is based on the following documents:

FDIS Report on voting
65C/1120/FDIS 65C/1139/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part1 and ISO/IEC Directives, IEC Supplement,
available at www.iec.ch/members_experts/refdocs. The main document types developed by
IEC are described in greater detail at www.iec.ch/standardsdev/publications.

This International Standard is to be read in conjunction with IEC 62439-1.

A list of all parts in the IEC 62439 series, published under the general title Industrial
communication networks — High availability automation networks, can be found on the IEC
website.


http://www.iec.ch/members_experts/refdocs
http://www.iec.ch/standardsdev/publications
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This |IEC standard includes Code Components, i.e., components that are intended to be
directly processed by a computer. Such content is any text found between the markers
<CODE BEGINS> and <CODE ENDS>, or otherwise is clearly labeled in this standard as a
Code Component.

The purchase of this IEC standard carries a copyright license for the purchaser to sell
software containing Code Components from this standard directly to end users and to end
users via distributors, subject to IEC software licensing conditions, which can be found at:
http://www.iec.ch/CCv1.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The "colour inside” logo on the cover page of this publication indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this publication using a colour printer.



https://webstore.iec.ch/?ref=menu
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INTRODUCTION

0.1 General

This document belongs to the IEC 62439 series “Industrial communication networks — High
availability automation networks”. It was developed jointly with IEC TC57 WG10 as the
redundancy method for demanding substation automation networks operating on layer 2
networks, in accordance with IEC 61850-8-1 and IEC 61850-9-2, and extended to encompass
the needs of CPF 2 of IEC 61784-1 and IEC 61784-2 for layer 3 networks.

This document specifies two related redundancy protocols that, in the event of failure of any
network element, provide seamless switchover with zero recovery time:

e PRP (Parallel Redundancy Protocol), which allows attaching nodes to two separate
networks while allowing attachment of nodes to one network only; and

e HSR (High-availability Seamless Redundancy), which allows threading two-port nodes in a
ring or multi-port nodes in a meshed network.

This document applies the seamless redundancy principle to clocks compliant with the
Precision Time Protocol (PTP).

This document specifies a PTP Industry profile (PIP) that offers the performance needed to
achieve sub-microsecond time accuracy. This profile can be applied to any industrial
communication network based on Ethernet. Two variants of PIP are specified:

e L3E2E (Layer 3, end-to-end) for clocks operating on layer 3 networks with end-to-end path
delay measurement such as CP 2/2 of IEC 61784-1 and IEC 61784-2; and

e L2P2P (Layer 2, peer-to-peer) for clocks operating on layer 2 with peer-to-peer link delay
measurement (P2P).

Based on L2P2P, IEC TC57 WG10 and the IEEE PSRC jointly specified the Power Utility
Profile (PUP) and copied it to IEC/IEEE 61850-9-3. IEC and |IEEE agreed to keep the contents
of this document and IEC/IEEE 61850-9-3 aligned, under the umbrella of the Dual Logo
Maintenance Team (DLMT) hosted by IEEE PSCC P20.

The specifications of PRP and HSR present no backward compatibility issues as the changes
are compatible extensions of the protocol. The minor version of these protocols is kept at
value “1”.

The specifications of the clock profile PIP are based on IEC 61588:2021, which presents
some differences compared with IEC 61588:2009. The minorVersionPTP has been increased
to 1.

This document includes guidelines for conformance testing, applicable to PRP, HSR and to
the PIP and PUP clock synchronization profiles.

0.2 Patent declaration

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this standard may involve the use of a patent. IEC takes no
position concerning the evidence, validity, and scope of this patent right.

The holder of this patent right has assured IEC that s/he is willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applicants throughout the world.
In this respect, the statement of the holder of this patent right is registered with IEC.
Information may be obtained from the patent database available at http://patents.iec.ch.


http://patents.iec.ch/
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Attention is drawn to the possibility that some of the elements of this standard may be the
subject of patent rights other than those in the patent database. IEC shall not be held
responsible for identifying any or all such patent rights.



STN EN IEC 62439-3: 2022 Urad pre normalizéciu, metrolégiu a skugobnictvo Slovenskej republiky

IEC 62439-3:2021 © IEC 2021 - 15—

INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 3: Parallel Redundancy Protocol (PRP) and
High-availability Seamless Redundancy (HSR)

1 Scope

1.1 General

The IEC 62439 series is applicable to high-availability automation networks based on the
Ethernet technology.

This document:

e specifies PRP and HSR as two related redundancy protocols designed to provide
seamless recovery in case of single failure of an inter-bridge link or bridge in the network,
which are based on the same scheme: parallel transmission of duplicated information;

e specifies the operation of the precision time protocol (PTP) in networks that implement the
two redundancy protocols (Annex A);

o specifies PTP profiles with performance suitable for power utilty automation (Annex B) and
industrial automation (Annex C);

e includes for better understanding a tutorial (Annex D) on the PTP features effectively used
in high-availability automation networks;

e includes a management information base for PTP (Annex E);

o defines a conformance test suite for the above protocols (Annex F).
1.2 Code component distribution

This document is associated with Code components. Each Code Component is a ZIP package
containing at least the electronic representation of the Code Component itself and a file
describing the content of the package (IECManifest.xml).

The IECManifest contains different sections giving information on:

e the copyright notice;

e the identification of the code component;

e the publication related to the code component;

e the list of the electronic files which compose the code component;

e an optional list of history files to track changes during the evolution process of the code
component.

The Code Components associated with this IEC standard are a set of SNMP MIBs. The Code
Component IEC-62439-3-MIB.mib is a file containing the MIBs for PRP/HSR and PTP_SNMP.
It is available in a full version, which contains the MIBs defined in this document with the
documentation associated and access is restricted to purchaser of this document.

The Code Components are freely accessible on the IEC website for download at:
https://www.iec.ch/sc65c/supportingdocuments/IEC_62439-3.MIB.{VersionStatelnfo}.full.zip
but the usage remains under the licensing conditions.


https://www.iec.ch/sc65c/supportingdocuments/IEC_62439-3.MIB.%7bVersionStateInfo%7d.full.zip
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The life cycle of a code component is not restricted to the life cycle of the related publication.
The publication life cycle goes through two stages, "Version" (corresponding to an edition)
and "Revision" (corresponding to an amendment). Consequently, new release(s) of the Code
Component(s) may be released, which supersede(s) the previous release, and will be
distributed through the IEC web site at: https://www.iec.ch/sc65c/supportingdocuments.

The latest version/release of the document will be found by selecting the file
IEC_62439-3.MIB.{VersionStatelnfo}.full.zip for the code component with the highest value for
VersionStatelnfo.

In case of any differences between the downloadable code and the IEC pdf published content,
the downloadable code(s) is(are) the valid one; it may be subject to updates. See history files.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60050-192, International Electrotechnical Vocabulary — Part 192: Dependability

IEC 61588:2021, Precision Clock Synchronization Protocol for Networked Measurement and
Control Systems

IEC TR 61850-90-4:2020, Communication networks and systems for power utility automation
— Part 90-4: Network engineering guidelines

IEC 62439-1, Industrial communication networks — High availability automation networks —
Part 1: General concepts and calculation method

ISO/IEC/IEEE 8802-3:2021, Standard for Ethernet

IEC/IEEE 61850-9-3:2016, Communication networks and systems for power utility automation
— Part 9-3: Precision time protocol profile for power utility automation

IEEE 802.1Q-2018, /IEEE Standard for Local and metropolitan area networks — Bridges and
Bridged Network

NOTE |IETF references are dated with the original Request for Comment (RFC). Subsequent versions receive a
new RFC number. Since IETF amends or extends documents and publishes errata on-line, the valid version can be
found on the internet at https://tools.ietf.org/.

IETF RFC 768, User Datagram Protocol (UDP) [online]. August 1980 [viewed 2020-05-07].
Available at https://tools.ietf.org/html/rfc768
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