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II Úrad pre normalizáciu, metrológiu a skúšobníctvo Slovenskej republiky 

Anotácia  

Tento dokument poskytuje návod pri zvažovaní nákupu poistenia kybernetickej bezpečnosti ako možnosti 
riešenia rizika na zvládnutie dopadu kybernetického incidentu v rámci rámca riadenia rizika informačnej 
bezpečnosti organizácie. 

Tento dokument poskytuje usmernenia pre: 

a)  zváženie nákupu poistenia kybernetickej bezpečnosti ako možnosti riešenia rizika na zdieľanie 
kybernetických rizík; 

b)  využitie poistenia kybernetickej bezpečnosti na pomoc pri zvládaní dopadu kybernetického inci-
dentu; 

c)  zdieľanie údajov a informácií medzi poistencom a poisťovateľom na podporu upisovania, moni-
torovania a škodových činností spojených s poistkou kybernetickej bezpečnosti; 

d)  využitie systému riadenia informačnej bezpečnosti pri zdieľaní relevantných údajov a informácií 
s poisťovateľom. 

Tento dokument je použiteľný pre organizácie všetkých typov, veľkostí a charakteru, aby im pomohol pri 
plánovaní a nákupe poistenia kybernetickej bezpečnosti organizáciou. 

Národný predhovor 

Normatívne referenčné dokumenty 

Nasledujúce dokumenty, celé alebo ich časti, sú v tomto dokumente normatívnymi odkazmi a sú nevy-
hnutné pri jeho používaní. Pri datovaných odkazoch sa použije len citované vydanie. Pri nedatovaných 
odkazoch sa použije najnovšie vydanie citovaného dokumentu (vrátane všetkých zmien). 

POZNÁMKA 1. – Ak bola medzinárodná publikácia zmenená spoločnými modifikáciami, čo je indikované označením (mod), 
použije sa príslušná EN/HD. 

POZNÁMKA 2. – Aktuálne informácie o platných a zrušených STN možno získať na webovom sídle www.unms.sk. 

ISO/IEC 27000 prijatá ako STN EN ISO/IEC 27000 Informačné technológie. Bezpečnostné metódy. Sys-
témy riadenia informačnej bezpečnosti. Prehľad a slovník (ISO/IEC 27000) (36 9789) 

Vypracovanie slovenskej technickej normy  

Spracovateľ: Úrad pre normalizáciu, metrológiu a skúšobníctvo SR, Bratislava 

Technická komisia: TK 37 Informačné technológie 
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that 
are members of ISO or IEC participate in the development of International Standards through 
technical committees established by the respective organization to deal with particular fields of 
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other 
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also 
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for 
the different types of document should be noted. This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www .iso .org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject 
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent 
rights. Details of any patent rights identified during the development of the document will be in the 
Introduction and/or on the ISO list of patent declarations received (see www .iso .org/patents) or the IEC 
list of patent declarations received (see http: //patents .iec .ch). 

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www .iso 
.org/iso/foreword .html. 

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www .iso .org/members .html.
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Introduction

Cyber-incidents can occur at any time with various potential impacts to an organization. For example, 
an organization’s information and assets are under constant attack as cyber-threats become more 
pervasive, persistent and sophisticated.

The adoption of cyber-insurance to reduce the impacts of the consequences arising from a cyber-
incident should be considered by an organization in addition to information security controls as part of 
an effective risk treatment approach.

Cyber-insurance is no substitute for robust security and effective incident response plans, along with 
rigorous training of all employees.

Cyber-insurance should be considered as an important component of an organization’s overall security 
risk treatment plan to increase resilience.
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Information security management — Guidelines for cyber-
insurance

1 Scope

This document provides guidelines when considering purchasing cyber-insurance as a risk treatment 
option to manage the impact of a cyber-incident within the organization’s information security risk 
management framework.

This document gives guidelines for:

a) considering the purchase of cyber-insurance as a risk treatment option to share cyber-risks;

b) leveraging cyber-insurance to assist manage the impact of a cyber-incident;

c) sharing of data and information between the insured and an insurer to support underwriting,
monitoring and claims activities associated with a cyber-insurance policy;

d) leveraging an information security management system when sharing relevant data and
information with an insurer.

This document is applicable to organizations of all types, sizes and nature to assist in the planning and 
purchase of cyber-insurance by the organization.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 27000, Information technology — Security techniques — Information security management 
systems — Overview and vocabulary

INTERNATIONAL STANDARD ISO/IEC 27102:2019(E)
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