ICS 25.020, 25.040 SLOVENSKA TECHNICKA NORMA September 2022

Ochrana udajov a Specificky navrhnuta a STN
standardna ochrana udajov EN 17529
97 4153

Data protection and privacy by design and by default

Tato norma obsahuje anglicku verziu eurdpskej normy.
This standard includes the English version of the European Standard.

Tato norma bola oznamena vo Vestniku UNMS SR ¢. 08/22

Obsahuje: EN 17529:2022

135379

Urad pre normalizéciu, metrolégiu a skigobnictvo Slovenskej republiky, 2022
Slovenska technicka norma a technicka normalizacna informacia je chranena zakonom €. 60/2018 Z. z. o technickej normalizacii.




STN EN 17529: 2022 Urad pre normalizaciu, metrolégiu a ski$obnictvo Slovenskej republiky

EUROPEAN STANDARD EN 17529
NORME EUROPEENNE
EUROPAISCHE NORM May 2022

ICS 35.030

English version
Data protection and privacy by design and by default

Protection des données et de la vie privée des la Datenschutz by Design und als Grundeinstellung
conception et par défaut

This European Standard was approved by CEN on 5 December 2021.

CEN and CENELEC members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for
giving this European Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical
references concerning such national standards may be obtained on application to the CEN-CENELEC Management Centre or to
any CEN and CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by
translation under the responsibility of a CEN and CENELEC member into its own language and notified to the CEN-CENELEC
Management Centre has the same status as the official versions.

CEN and CENELEC members are the national standards bodies and national electrotechnical committees of Austria, Belgium,
Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy,
Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbia,
Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and United Kingdom.

CENELE

CEN-CENELEC Management Centre:
Rue de la Science 23, B-1040 Brussels

© 2022 CEN/CENELEC All rights of exploitation in any form and by any means Ref. No. EN 17529:2022 E
reserved worldwide for CEN national Members and for
CENELEC Members.



STN EN 17529: 2022 Urad pre normalizaciu, metrolégiu a skugobnictvo Slovenskej republiky

EN 17529:2022 (E)

Contents Page
D100 QT0) 0 XE Vo000 ) o 4
00100 30715 U 0 ) o 5
1 R Y6 1 6
2 I\ [0 0T U Qe ) ) 4 L 6
3 Terms, definitions and abbreviations ... e————————————————— 6
31 Terms and definitions ... —————————————— 6
3.2 PN 0] 1) Q) LT =) 0 7
4 L= 1T i 7
4.1 Preparing the grounds for data protection and privacy by design and by default....... 7
4.2 Structure for disassembling product and service into applicable categories. ................ 8
728 SN 0 01 0 710 U o) 8
4.2.2 ProducCt PerSPECHIVES .oiiiccissssssssssssssssssssssssss s ss s s s sss s s s e RS EEeeEEEE R AR 9
20 V<5 g T 15 10 L) (L 9
4.3 Self-declaration and levels of achievement.........cconn s ——————— 10
5 Privacy-aware development of products and SErviCes ... 12
51 Leadership and market intelligence ... 12
5.2 50 =Y 721 o 10 13
53 D L L 3 {4 13
5.3.1 Determination of DPPbDD requirements.......c.cooummmmssisismsmssssssssssssssssssssssssssssssssssssssssssess 13
EST0S J07 D T 723 U1 0 10 =) 1 14
5.3.3 Production and Service proviSioN....... s 15
5.3.4 Release of products anNd SEIVICES .....usmsmsssmsmssssmsssssmsmsssssssssssssssssssssssssssssssssssssssssasassssssssssss 15
5.4 Performance evaluation ... 15
5.5 00000 000 R 0] 15 1< 1 L 15
6 Data protection capability requirements on the design of products and services.....15
6.1 ALCCESS couiuiinmssisnsnsmsnsa s E R AR AR AR EEAEARRALALA SRR 15
S0 T . Wt of T 0 1 15
0 T 01 4 )2 0 0 X 16
6.2 AT 0110 11 10 ) 16
6.3 2 011 1 U 17
6.4 Data de-identifiCation ... —————————————————— 18
6.5 Data MiNIMIZAtION .. s 19
6.6 1D E=Te 18 0100 1 0] 1 Lo, 20
6.7 L0704 1 T 1<) 110 1 U, 21
6.8 00 = 1] D . 23
6.9 Consent and Children ... ————————————— 24
6.9.1 Determination Of USET @Ze ... asasasasssssses 24
6.9.2 Configurable children age threshold ... ——————— 24
6.10 INfOrmation SECUNILY ... s sn s ss s s s e n e E s sE R sa R R R s 25
6.10.1 Unauthorized or unlawful processing.........u————————— 25
LT LT D F: T 10 (1L, 28
6.10.3 Information protection targets......uu s ——————————————————— 29
L LR 0 LT ) T, 29
L0 I R N 11D L, 30



STN EN 17529: 2022 Urad pre normalizaciu, metrolégiu a skugobnictvo Slovenskej republiky

EN 17529:2022 (E)

6.11.1 Data dISCIOSULE ....occreiesesiisssssssss s a0 30
0 I 0 0 4 1 ) L 30
6.12  Objection t0 ProCESSING ... s e e 31
6.13 Automated deciSion MAKING ... es 32
6.14 Restriction of ProCessSing ... ———————————————— 32
6.15  Storage limMitation ... ————————————————— 33
6.16  TIrANSPATEIICY .eoorrerersrressssmsssnsssssssssssssssssssssssssssssssasssassssssssssssesssse s e s s AR A AR R A AR AR R AR R AR R R AR AR R AR R AR R R AR R R RS 34
(a0 IS0 T 0 0 V0] 3 00 B U0 34
6.16.2 Record of processing activIities ... 37
7 Requirements to the self-declaration of privacy-aware design ... 38
7.1 ProCeSS FeQUITCIMEILES .....couiucirisninsnsmssssmssssssssmsssssssssss s e s s sas s e e m s e e a s e p R e e R s R s e nan 38
7.1.1 Preparation based on the product perspective and service element requirements.38
7.1.2 Additional considerations related to DPIAS ... 38
7.1.3 Determination of the level of achievement.......nnnn———— 38
7.2 Self-declaration StateMENTt ... 39

Annex A (informative) Applicability mapping between Clause 6 requirements and

perspectives Or €leMeNtS.... ... —————————————————— 41
Annex B (informative) Approach for a Specification ... ————— 53
Annex C (informative) Guidelines related to EN ISO 900 1......iiimsssmsnsssssssmsmssssssssssssssssssssss 55

Annex ZA (informative) Relationship between this European Standard and the data
protection by design and by default requirements of Regulation EU 2016/679 aimed
L0300 T 00 =3 (o 60

12310] 1 T0 o2 021 1] 1/ 62



STN EN 17529: 2022 Urad pre normalizaciu, metrolégiu a skugobnictvo Slovenskej republiky

EN 17529:2022 (E)

European foreword

This document (EN 17529:2022) has been prepared by WG 5 “Data Protection, Privacy and Identity
Management” of the CEN/CENELEC JTC 13 “Cybersecurity and Data Protection”, the secretariat of which
is held by DIN.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by November 2022, and conflicting national standards shall
be withdrawn at the latest by November 2022.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

This document has been prepared as part of CEN/CLC JTC 13 work programme, not only as the first
deliverable called by mandate M/530 given to CEN and CENELEC by the European Commission, but also
to be generic enough to be applicable to a variety of domains other than the security industry, which was
in focus of the mandate.

For relationship with EU Regulation(s), see informative Annex ZA, which is an integral part of this
document.

Any feedback and questions on this document should be directed to the users’ national standards body.
A complete listing of these bodies can be found on the CEN website.

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Croatia,
Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland,
Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of North
Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the United
Kingdom.
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Introduction

0.1 General

This document provides the component and subsystems developers with an early formalized process for
identification of privacy objectives and requirements, as well as the necessary guidance on associated
assessment. It further provides support for understanding the cascaded liability and obligation of
manufacturers and service providers (Reference to GDPR and as applicable reference to Article 25, as
well as to rules applicable to governmental applications).

The General Data Protection Regulation, in its Art. Twenty-five charges data controllers, and implicitly
manufacturers, with implementing Data Protection by design and by default.

The aim of this document is to give requirements to manufacturers and/or service providers to
implement Data protection and Privacy by Design and by Default (DPPbDD) early in the development of
their products and services, i.e. before (or independently of) any specific application integration, to make
sure that they are as privacy ready as possible with regard to the anticipated markets.

The quality management system of EN ISO 9001 provides a process framework through which products
and services can incorporate Data protection and privacy by design. Annex C shows how EN ISO 9001 can
be interpreted and extended for use in this domain where necessary. Control objectives and requirements
have been derived from the General Data Protection Regulation, which the component manufacturer or
software sub-systems or sub-service provider may choose to address. These clauses are applicable to the
B2B market, since manufacturers composing these sub-components in larger systems will need to
understand the limits and capabilities of each component, as part of their system design. Finally, a self-
declaration mechanism is specified which can be used by component manufacturers and service
providers as part of their attestation to system integrators of the capabilities, protections and limitations
of that component or service.

For some purposes of processing and for some categories of personal data, a data protection impact
assessment (DPIA) according to EN ISO/IEC 29134 needs to be conducted and in addition to the
requirements given in this document, the treatment plan resulting from the DPIA needs to be fulfilled as
well.

This document is intended to be used by manufacturers, suppliers, hard- and software developers
providing products and services to system integrators who themselves intend to offer products and
services to be used by data controllers and data processors. It allows system integrators to select and
correctly use the offerings of sub-system and component suppliers and manufacturers when developing
systems that may have data protection requirements.

0.2 Compatibility with management system standards
This document applies the framework developed by CEN/CENELEC and ISO to improve alignment among

its Management System Standards. However, this document itself does not represent a Management
System standard.

This document supports an organization to align or integrate its development considerations on data
protection with the requirements of Management System standards.
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1 Scope

This document specifies requirements for manufacturers and/or service providers to implement Data
protection and Privacy by Design and by Default (DPPbDD) early in their development of their products
and services, i.e. before (or independently of) any specific application integration, to make sure that they

are as privacy ready as possible. This document is applicable to all business sectors, including the security
industry.

2 Normative references

There are no normative references in this document.

koniecnahladu - textdalej pokracuje vplatenejverzii STN
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