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European foreword 

The text of ISO/IEC 24760-1:2019 has been prepared by Technical Committee ISO/IEC JTC 1 
"Information technology” of the International Organization for Standardization (ISO) and has been 
taken over as EN ISO/IEC 24760-1:2022 by Technical Committee CEN-CENELEC/ JTC 13 “Cybersecurity 
and Data Protection” the secretariat of which is held by DIN. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CEN-CENELEC shall not be held responsible for identifying any or all such patent rights. 

Any feedback and questions on this document should be directed to the users’ national standards body. 
A complete listing of these bodies can be found on the CEN and CENELEC websites. 

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the 
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, 
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, 
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of 
North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the 
United Kingdom. 

Endorsement notice 

The text of ISO/IEC 24760-1:2019 has been approved by CEN-CENELEC as EN ISO/IEC 24760-1:2022 
without any modification. 
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Introduction

Data processing systems commonly gather a range of information on their users, be it a person, piece 
of equipment, or piece of software connected to them, and make decisions based on the gathered 
information. Such identity-based decisions can concern access to applications or other resources.

To address the need to efficiently and effectively implement systems that make identity-based decisions, 
the ISO/IEC 24760 series specifies a framework for the issuance, administration, and use of data that 
serves to characterize individuals, organizations or information technology components which operate 
on behalf of individuals or organizations.

For many organizations the proper management of identity information is crucial to maintain security 
of the organizational processes. For individuals, correct identity management is important to protect 
privacy.

The ISO/IEC  24760 series specifies fundamental concepts and operational structures of identity 
management with the purpose to realize information system management so that information systems 
can meet business, contractual, regulatory and legal obligations.

The goal of this document is to specify the terminology and concepts for identity management, in order 
to promote a common understanding in the field of identity management.
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IT Security and Privacy — A framework for identity 
management —

Part 1: 
Terminology and concepts

1 Scope

This document defines terms for identity management, and specifies core concepts of identity and 
identity management and their relationships.

It is applicable to any information system that processes identity information.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 24760-2:2015, Information technology — Security techniques — A framework for identity 
management — Part 2: Reference architecture and requirements

INTERNATIONAL STANDARD� ISO/IEC 24760-1:2019(E)
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