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Norma obsahuje 3 narodné poznamky.

Slovensky jazyk a anglicky jazyk maju vyrazne rozdielnu slovni zasobu a odborna angli¢tina ma urcité
Specifické vlastnosti. Naviac mnohé technické vyrazy, najma v odbore informacna a kyberneticka bez-
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Predhovor

ISO (medzinarodna organizacia pre normalizaciu)
a lEC (Medzinarodna elektrotechnicka komisia)
tvoria Specializovany systém celosvetovej normali-
zicie. Narodné organy, ktoré su ¢lenmi ISO alebo
IEC, sa zucastnuju na tvorbe medzinarodnych no-
riem prostrednictvom technickych komisii zriade-
nych tymito organizaciami pre jednotlivé oblasti
technickej Cinnosti. Technické komisie 1SO a IEC
vzajomne spolupracuju v oblasti spolo¢ného zauj-
mu. SISO a IEC spolupracuju aj iné medzinarod-
né vladne a mimovladne organizécie. V oblasti in-
formacnych technoldgii vytvorili ISO a IEC spolo¢-
nu technickd komisiu ISO/IEC JTC 1.

Medzinarodné normy su vypracované v sulade
s redakénymi pravidlami smernic ISO/IEC, ¢ast 2.

Hlavnou ulohou spoloéného technického vyboru je
priprava medzinarodnych noriem. Navrhy medzi-
narodnych noriem prijaté spolo¢nou technickou
komisiou sa rozposielaju narodnym organom na
hlasovanie. Publikacia ako medzinarodna norma
vyzaduje schvalenie najmenej 75 % hlasujucich
narodnych organov.

Upozorriuje sa na moznost, Ze niektoré Casti tohto
dokumentu moézu byt predmetom patentovych
prav. ISO a IEC nezodpovedaju za identifikaciu
ktoréhokolvek ani vSetkych takychto patentovych
prav.

ISO/IEC 27032 vypracovala spolo¢na technicka
komisia ISO/IEC JTC 1, Informacné technolégie,
Podvybor SC 27, techniky bezpecénosti IT.

STN ISO/IEC 27032: 2023

Foreword

ISO (the International Organization for Standardi-
zation) and IEC (the International Electrotechnical
Commission) form the specialized system for wor-
ldwide standardization. National bodies that are
members of ISO or IEC participate in the deve-
lopment of International Standards through techni-
cal committees established by the respective orga-
nization to deal with particular fields of technical
activity. ISO and IEC technical committees colla-
borate in fields of mutual interest. Other internatio-
nal organizations, governmental and non-govern-
mental, in liaison with ISO and IEC, also take part
in the work. In the field of information technology,
ISO and IEC have established a joint technical
committee, ISO/IEC JTC 1.

International Standards are drafted in accordance
with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to
prepare International Standards. Draft Internatio-
nal Standards adopted by the joint technical com-
mittee are circulated to national bodies for voting.
Publication as an International Standard requires
approval by at least 75 % of the national bodies
casting a vote.

Attention is drawn to the possibility that some of
the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held res-
ponsible for identifying any or all such patent
rights.

ISO/IEC 27032 was prepared by Joint Technical
Committee ISO/IEC JTC 1, Information technolo-
gy, Subcommittee SC 27, IT Security techniques.

Urad pre normalizaciu, metroldgiu a skigobnictvo Slovenskej republiky 5
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Uvod

Kyberpriestor je komplexné prostredie, ktoré je vy-
sledkom interakcie fudi, softvéru a sluzieb na inter-
nete, podporované celosvetovo distribuovanymi
fyzickymi informaénymi a komunikaénymi techno-
l6giami (IKT), zariadeniami a pripojenymi sietami.
Existuju vSak bezpelnostné problémy, ktoré nie su
pokryté najlepSou praxou informacénej bezpecnos-
ti, internetovej bezpecnosti, sietovej bezpednosti
a bezpeclnosti IKT, kedZze medzi tymito doménami
existuju urCité rozdiely. Zaroven je tu aj nedosta-
to€na komunikacia medzi organizaciami a posky-
tovatelmi v kyberpriestore. To je spésobené tym,
Ze zariadenia a pripojené siete ktoré podporuju ky-
berpriestor, maju viacerych vlastnikov a kazdy
Z nich ma svoje vlastné obchodné, prevadzkové
a regula¢né zaujmy. Rézne zameranie kazdej or-
ganizacie a poskytovatela v kyberpriestore v rele-
vantnych bezpecnostnych doménach, kde sa len
minimalne, alebo vébec neberd do uvahy vstupy
od inych organizacii resp. poskytovatelov, ma za
nasledok roztrieSteny stav bezpeénosti pre kyber-
priestor.

Vzhladom k tomu je zakladnym zameranim tejto
medzinarodnej normy venovat sa problémom bez-
pecnosti kyberpriestoru alebo kyberbernetickej
bezpec€nosti, ktoré sa sustreduju na premostenie
rozdielov medzi réznymi bezpe€nostnymi domé-
nami v kyberpriestore. Konkrétne tato medzinarod-
na norma poskytuje technické navody pre rieSenie
beznych kyberbezpeénostnych rizik, vratane:

— utokov za pouzitia technik socialneho inzi-
nierstva,

— hekingu,

— Sirenia Skodlivého softvéru (,malvéru®),

— spywaru, a

iného potencialne Skodlivého softvéru.

Technické usmernenie poskytuje opatrenia na rie-
Senie tychto rizik vratane opatreni na:

— pripravu na utoky napr. malvéru, individual-
nych podvodnikov alebo zlogineckych orga-
nizacii na internete,

— detekovanie a monitorovanie utokov, a
— reakciu na utoky.

Druhou oblastou, na ktorl sa tato medzinarodna
norma zameriava, je spolupraca, kedze je potreb-
né uUspesné a ucinné zdielanie informacii, koordi-
nacia a rieSenie incidentov medzi zainteresova-
nymi stranami v kyberpriestore. Tato spolupraca
musi prebiehat bezpecnym a spolahlivym spdso-
bom, ktory zaroverni chrani sukromie dotknutych
osbb.

Introduction

The Cyberspace is a complex environment re-
sulting from the interaction of people, software and
services on the Internet, supported by worldwide
distributed physical information and communica-
tions technology (ICT) devices and connected
networks. However there are security issues that
are not covered by current information security, In-
ternet security, network security and ICT security
best practices as there are gaps between these
domains, as well as a lack of communication be-
tween organizations and providers in the Cyber-
space. This is because the devices and connected
networks that have supported the Cyberspace ha-
ve multiple owners, each with their own business,
operational and regulatory concerns. The different
focus placed by each organization and provider in
the Cyberspace on relevant security domains whe-
re little or no input is taken from another organiza-
tion or provider has resulted in a fragmented state
of security for the Cyberspace.

As such, the first area of focus of this International
Standard is to address Cyberspace security or
Cybersecurity issues which concentrate on brid-
ging the gaps between the different security do-
mains in the Cyberspace. In particular this Inter-
national Standard provides technical guidance for
addressing common Cybersecurity risks, including:

social engineering attacks,

— hacking,

— the proliferation of malicious software
(“malware”),

— spyware, and
— other potentially unwanted software.

The technical guidance provides controls for ad-
dressing these risks, including controls for:

— preparing for attacks by, for example,
malware, individual miscreants, or crimi-
nal organizations on the Internet,

— detecting and monitoring attacks, and
— responding to attacks.

The second area of focus of this International
Standard is collaboration, as there is a need for ef-
ficient and effective information sharing, coordina-
tion and incident handling amongst stakeholders in
the Cyberspace. This collaboration must be in
a secure and reliable manner that also protects the
privacy of the individuals concerned.
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Mnohé z tychto zainteresovanych stran mézu sidlit’
v réznych geografickych oblastiach a €asovych
pasmach a pravdepodobne sa budu riadit réznymi
regulanymi poziadavkami. Medzi zainteresované
strany patria:

— spotrebitelia, ktorymi mézu byt rézne ty-
py organizacii alebo jednotlivcov, a

— poskytovatelia, ku ktorym patria aj posky-
tovatelia sluZieb.

Tato medzinarodna norma teda poskytuje aj ra-
mec pre:

— zdielanie informacii,

— koordinaciu, a

— rieSenie incidentov.
Ramec zahffia:

— kld€ové prvky hladisk na vytvorenie dé-
very,

— potrebné procesy pre spolupracu a vy-
meny a zdielania informacii, ako aj

— technické poziadavky na integraciu sys-
témov a interoperabilitu medzi réznymi
zainteresovanymi stranami.

Vzhladom k rozsahu tejto medzinarodnej normy su
opatrenia nevyhnutne navrhované z nadhladu. Po-
drobné technické Specifikacie noriem a navodov
platnych pre kazdu oblast su uvedené v tejto me-
dzinarodnej norme ako dalsi navod.

Urad pre normalizaciu, metroldgiu a skigobnictvo Slovenskej republiky
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Many of these stakeholders can reside in different
geographical locations and time zones, and are
likely to be governed by different regulatory requ-
irements. Stakeholders include:

— consumers, which can be various types
of organizations or individuals, and

— providers, which include service provi-
ders.

Thus, this International Standard also provides
a framework for:

— information sharing,

— coordination, and

— incident handling.
The framework includes:

— key elements of considerations for esta-
blishing trust,

— necessary processes for collaboration
and information exchange and sharing,
as well as

— technical requirements for systems inte-
gration and interoperability between dif-
ferent stakeholders.

Given the scope of this International Standard, the
controls provided are necessarily at a high level.
Detailed technical specification standards and gui-
delines applicable to each area are referenced
within this International Standard for further gui-
dance.
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1 Predmet normy

Tato medzinarodnd norma poskytuje navod na
zlepSenie stavu kyberbezpecénosti, priom uvadza
jedine€né aspekty tejto Cinnosti a jej zavislosti od
inych bezpecnostnych domén, najma:

— informacnej bezpec€nosti,
— sietovej bezpecnosti,
— internetovej bezpec€nosti, a

— ochrany kritickej informacénej infrastruk-
tary (CIIP).

Zahfha zakladné bezpecCnostné postupy pre zain-
teresované strany v kyberpriestore. Tato medzina-
rodna norma poskytuje:

— prehlad o kyberbezpecnosti,

— vysvetlenie vztahu medzi kyberbezpec-
nostou a inymi typmi bezpecnosti,

— definiciu zainteresovanych stran a opis
ich uloh v oblasti kyberbezpecénosti,

— usmernenia na rieSenie beznych pro-
blémov kyberbezpecnosti, a

— ramec umoznujuci zainteresovanym
stranam spolupracovat pri rieSeni pro-
blémov kyberbezpecnosti.

2 Pouzitelnost’
2.1 Adresati

Tato medzinarodna norma je uplatnitelna pre po-
skytovatelov sluzieb v kyberpriestore. Adresati
vS8ak zahffiaju aj spotrebitelov, ktori tieto sluzby
vyuzivaju. Ak organizacie poskytuju sluzby v ky-
berpriestore ludom na pouzivanie v domacnosti
alebo inym organizacidm, tito mozno budu potre-
bovat usmernenie zaloZzené na tejto medzina-
rodnej norme, ktoré bude obsahovat dodato&né
vysvetlenia alebo priklady dostato€né na to, aby
ich Citatel pochopil a mohol podfa nich konat.

2.2 Obmedzenia

Tato medzinarodna norma neriesi:
— kyberochranu,
— kyberzlogin,

— ochranu kritickej informacnej infrastruk-
tary (CIIP),

— ochranu na internete, a

— internetovd kriminalitu.

1 Scope

This International Standard provides guidance for
improving the state of Cybersecurity, drawing out
the unique aspects of that activity and its depen-
dencies on other security domains, in particular:

— information security,
— network security,
— internet security, and

— critical information infrastructure pro-
tection (CIIP).

It covers the baseline security practices for sta-
keholders in the Cyberspace. This International
Standard provides:

— an overview of Cybersecurity,

— an explanation of the relationship bet-
ween Cybersecurity and other types of
security,

— a definition of stakeholders and a des-
cription of their roles in Cybersecurity,

— guidance for addressing common Cy-
bersecurity issues, and

— a framework to enable stakeholders to
collaborate on resolving Cybersecurity
issues.

2 Applicability
2.1 Audience

This International Standard is applicable to provi-
ders of services in the Cyberspace. The audience,
however, includes the consumers that use these
services. Where organizations provide services in
the Cyberspace to people for use at home or other
organizations, they may need to prepare guidance
based on this International Standard that contains
additional explanations or examples sufficient to al-
low the reader to understand and act on it.

2.2 Limitations
This International Standard does not address:

— Cybersafety,

Cybercrime,
ClIP,

Internet safety, and

Internet related crime.
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Je vSeobecne zname, ze medzi uvedenymi domé-
nami a kyberbezpeénostou existuje vztah. Je vSak
nad ramec tejto medzinarodnej normy zaoberat sa
tymito vztahmi a zdiefanim opatreni medzi tymito
oblastami.

Je délezité poznamenat, Ze koncept kyberkrimina-
lity, hoci sa spomina, sa tu neriesi. Tato medzina-
rodna norma neposkytuje navod na pravne aspek-
ty kyberpriestoru alebo regulaciu kyberbezpec-
nosti.

Navod v tejto medzinarodnej norme je obmedzeny
na realizaciu kyberpriestoru na internete vratane
koncovych bodov. Netyka sa vSak rozSirenia ky-
berpriestoru na iné priestorové reprezentacie pros-
trednictvom komunikaénych médii a platforiem, ani
ich aspekty fyzickej bezpecnosti.

PRIKLAD 1

Ochrana prvkov infrastruktary, ako si komunikac-
né nosicCe, ktoré su zakladom kyberpriestoru, nie je
rieSena.

PRIKLAD 2

Fyzicka bezpecnost mobilnych telefénov, ktoré sa
pripajaju do kyberpriestoru z dévodu stahovania
obsahu a/alebo manipul&cie s nimi, nie je rieSena.

PRIKLAD 3

Funkcie textovych sprav a hlasového Cetu posky-
tované pre mobilné telefény, nie su rieSené.

3 Normativne odkazy

Na nasledujuce dokumenty sa odkazuje v texte
takym spbsobom, Ze Cast ich obsahu alebo cely
obsah predstavuje poziadavky tohto dokumentu.
Pri datovanych odkazoch sa pouziva len citované
vydanie. Pri nedatovanych odkazov sa pouziva
najnovsie vydanie citovaného dokumentu (vrata-
ne akychkolvek zmien).

ISO/IEC 27000 Informacné technolégie. Bezpecd-
nostné metdédy. Systémy riadenia informaénej
bezpec€nosti. Prehlad a slovnik.

STN ISO/IEC 27032: 2023

It is recognized that relationships exist between the
domains mentioned and Cybersecurity. It is, ho-
wever, beyond the scope of this International
Standard to address these relationships, and the
sharing of controls between these domains.

It is important to note that the concept of Cyber-
crime, although mentioned, is not addressed. This
International Standard does not provide guidance
on law-related aspects of the Cyberspace, or the
regulation of Cybersecurity.

The guidance in this International Standard is limi-
ted to the realization of the Cyberspace on the
Internet, including the endpoints. However, the ex-
tension of the Cyberspace to other spatial repre-
sentations through communication media and plat-
forms are not addressed, nor the physical security
aspects of them.

EXAMPLE 1

Protection of the infrastructure elements, such as
communications bearers, which underpin the Cy-
berspace are not addressed.

EXAMPLE 2

The physical security of mobile telephones that
connect to the Cyberspace for content download
and/or manipulation is not addressed.

EXAMPLE 3

Text messaging and voice chat functions provided
for mobile telephones are not addressed.

3 Normative references

The following documents are referred to in the
text in such a way that some or all of their content
constitutes requirements of this document. For
dated references, only the edition cited applies.
For undated references, the latest edition of the
referenced document (including any amend-
ments) applies.

ISO/IEC 27000, Information technology — Securi-
ty techniques — Information security management
systems — Overview and vocabulary

koniecnahladu -text dalej pokracuje vplatenejverzii STN
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