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Eurépsky predhovor

Text ISO/IEC 27002: 2022 vypracovala technicka komisia ISO/IEC JTC 1 ,Informacéné technoldgie“ me-
dzinarodnej organizacie pre normalizaciu (ISO) a bola prevzata ako EN ISO/IEC 27002: 2022 technickou
komisiou CEN-CENELEC/JTC 13 ,Kyberneticka bezpecénost a ochrana udajov*, ktorej sekretariat je v DIN.

Tejto eurdpskej norme sa musi priznat’ postavenie narodnej normy bud vydanim identickéh textu, alebo
oznamenim najneskorsie do maja 2023 a narodné normy, ktoré su s fiou v rozpore, musia sa zrusit naj-
neskoér do maja 2023.

Upozorniuje sa na moznost, Ze niektoré €asti tohto dokumentumézu byt predmetom patentovych prav.
CEN-CENELEC nezodpovedaju za identifikaciu ktoréhokolvek alebo vSetkych takychto patentovych prav.

Tento dokument nahradza EN ISO/IEC 27002: 2017.

Akakolvek supatna vazba a otazky k tomuto dokumentu sa maju adresovat’ narodnému normalizaénému
organu pouzivatefov. Kompletny z oznam tychto pouzivatelov je na webovom sidle CEN-CENELEC.

V sulade s vnutornymi predpismi CEN/CENELEC su tuto eurépsku normu povinné prevziat narodné nor-
malizaéné organizacie tychto krajin: Belgicka, Bulharska, Cypru, Ceska, Danska, Esténska, Finska, Fran-
cuizska, Grécka, Holandska, Chorvatska, irska, Islandu, Litvy, Loty$ska, Luxemburska, Madarska, Malty,
Nemecka, Norska, Polska, Portugalska, Rakuska, Rumunska, Severného Macedoénska, Slovenska, Slo-
vinska, Spojeného kralovstva, Srbska, Spanielska, Svajéiarska, Svédska, Talianska a Turecka.

Oznamenie o schvaleni

Text medzinarodnej normy ISO/IEC 27002: 2022 schvalil CEN-CENELEC ako EN ISO/IEC 27002: 2022
bez akychkolvek modifikacii.
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Uvod
0.1 Vychodiska a kontext

Tento dokument je urCeny pre organizacie vset-
kych typov a velkosti. Pouziva sa ako referencia na
uréenie a implementaciu opatreni na o3etrenie rizik
informacnej bezpecnosti v systéme riadenia infor-
macnej bezpecnosti (ISMS) zaloZzenom na ISO/IEC
27001. Mbze sa pouzit aj ako usmernenie pre or-
ganizacie uréujuce a implementujuce vSeobecne
akceptované opatrenia informacnej bezpecnosti.
Tento dokument je navySe uréeny na pouzitie pri
rozvoji priemyselnych alebo organizaénych navo-
dov riadenia informaénej bezpecnosti, priCom sa
zohladniuju rizika informacnej bezpecnosti vlastné
danému prostrediu. Organiza¢né alebo prostrediu
Specifické opatrenia odlisné od opatreni zahrnutych
v tomto dokumente, je mozné urcit prostrednic-
tvom posudenia rizik podfa potreby.

Organizacie vsetkych typov a velkosti (vratane ve-
rejného a sukromného sektora, komeréného a ne-
ziskového) vytvaraju, zhromazduju, spracuvaju,
ukladaju, prenasaju a likviduju informacie v mno-
hych formach vratane elektronickych, fyzickych
a verbalnych (napr. konverzacie a prezentacie).

Hodnota informacii presahuje pisané slova, Cisla
a obrazky: vedomosti, koncepty, napady a znacky
su prikladmi nehmotnych foriem informacii. V pre-
pojenom svete si informacie a dalSie suvisiace
aktiva zasluzia alebo vyzZaduju ochranu pred roz-
nymi zdrojmi rizika, €i uz prirodnymi, nahodnymi
alebo umyselnymi.

Informacna bezpe€nost sa dosahuje implementa-
ciou vhodného suboru opatreni vratane politik,
pravidiel, procesov, postupov, organizaénych Struk-
tar a softvérovych a hardvérovych funkcii. Na spl-
nenie svojich konkrétnych bezpeénostnych a ob-
chodnych cielov by organizacia mala v pripade
potreby definovat, implementovat, monitorovat,
preskumat a vylepsit tieto opatrenia. ISMS, ako sa
uvadza v ISO/IEC 27001, mé holisticky, koordino-
vany pohfad na rizika informacnej bezpecnosti or-
ganizacie s cielom urcit a implementovat komplex-
nu sadu opatreni informacnej bezpecnosti v ramci
celkového ramca koherentného systému riadenia.

Mnoho informaénych systémov, vratane ich spravy
a prevadzky, nebolo navrhnutych tak, aby boli bez-
pecné podla ISMS, ako je uvedené v ISO/IEC 27001
a v tomto dokumente. Uroveri bezpeénosti, ktoru je
mozné dosiahnut iba technologickymi opatreniami,
je obmedzena a mala by byt podporena vhodnymi
riadiacimi €innostami a organizaCnymi procesmi.
Identifikacia, ktoré opatrenia by mali byt zavedené,
si vyzaduje starostlivé planovanie a detailny pristup
pri oSetrovani rizik.

STN EN ISO/IEC 27002: 2023

Introduction
0.1 Background and context

This document is designed for organizations of all
types and sizes. It is to be used as a reference for
determining and implementing controls for infor-
mation security risk treatment in an information
security management system (ISMS) based on
ISO/IEC 27001. It can also be used as a guidance
document for organizations determining and im-
plementing commonly accepted information secu-
rity controls. Furthermore, this document is inten-
ded for use in developing industry and organiza-
tion-specific information security management
guidelines, taking into consideration their specific
information security risk environment(s). Organi-
zational or environment-specific controls other
than those included in this document can be de-
termined through risk assessment as necessary.

Organizations of all types and sizes (including pu-
blic and private sector, commercial and non-profit)
create, collect, process, store, transmit and dispo-
se of information in many forms, including electro-
nic, physical and verbal (e.g. conversations and
presentations).

The value of information goes beyond written words,
numbers and images: knowledge, concepts, ideas
and brands are examples of intangible forms of in-
formation. In an interconnected world, information
and other associated assets deserve or require
protection against various risk sources, whether
natural, accidental or deliberate.

Information security is achieved by implementing
a suitable set of controls, including policies, rules,
processes, procedures, organizational structures
and software and hardware functions. To meet its
specific security and business objectives, the or-
ganization should define, implement, monitor, re-
view and improve these controls where necessary.
An ISMS such as that specified in ISO/IEC 27001
takes a holistic, coordinated view of the organi-
zation’s information security risks in order to
determine and implement a comprehensive suite
of information security controls within the overall
framework of a coherent management system.

Many information systems, including their mana-
gement and operations, have not been designed
to be secure in terms of an ISMS as specified in
ISO/IEC 27001 and this document. The level of
security that can be achieved only through techno-
logical measures is limited and should be suppor-
ted by appropriate management activities and or-
ganizational processes. Identifying which controls
should be in place requires careful planning and
attention to detail while carrying out risk treatment.
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Uspesné ISMS vyzaduje podporu od véetkych za-
mestnancov v organizacii. Méze tieZz vyzadovat
ucast inych zainteresovanych stran, ako su akcio-
nari alebo dodavatelia. M6zu byt potrebné aj rady
od odbornikov.

Vhodny, primerany a efektivny systém riadenia in-
formacnej bezpelCnosti poskytuje uistenie vedeniu
organizacie a inym zainteresovanym stranam, Ze
ich informacie a dalSie suvisiace aktiva su primera-
ne zabezpecené a chranené pred hrozbami a Sko-
dami, ¢im umoznuju organizacii dosiahnut stano-
vené obchodné ciele.

0.2 Poziadavky na informaénu bezpeénost’

Je nevyhnutné, aby organizacia uréovala svoje po-
ziadavky na informacénu bezpec€nost. Existuju tri
hlavné zdroje poziadaviek na informacnu bezpec-
nost’

a) posudenie rizik organizacie, pricom sa zo-
hladriuje celkova obchodna stratégia a ciele
organizacie. To sa da ulah¢it alebo podpo-
rovat prostrednictvom hodnotenia rizik infor-
macnej bezpecnosti. Vysledkom by malo byt
uréenie opatreni potrebnych na zabezpece-
nie toho, aby zostatkové riziko organizacie
spifialo jej kritéria pre akceptaciu rizika;

b) pravne, zakonné, regulaéné a zmluvné po-
ziadavky, ktoré organizacia a jej zaintereso-
vané strany (obchodni partneri, poskytova-
telia sluzieb atd.) musia dodrziavat a ich
socialno-kultarne prostredie;

c) subor zasad, cielov a obchodnych poZiada-
viek pre vSetky kroky Zivotného cyklu infor-
macii, ktoré organizécia vyvinula na podporu
svojej prevadzky.

0.3 Opatrenia

Opatrenie je definovana ako opatrenie, ktoré modi-
fikuje alebo zachovava riziko. Niektoré z opatreni
v tomto dokumente su opatrenia, ktoré modifikuju
riziko, zatial ¢o iné zachovavaju riziko. Napriklad
politika informacnej bezpe¢nosti méze zachovavat
iba riziko, zatial ¢o sulad s politikou informacne;j
bezpecnosti méze modifikovat riziko. Niektoré opa-
trenia navySe opisuju rovnaké generické opatrenie
v rdznych rizikovych kontextoch. Tento dokument
poskytuje vdeobecnl kombinaciu organizaénych,
ludskych, fyzickych a technologickych opatreni in-
formacnej bezpelnosti odvodenych z medzinarod-
ne uznavanych osved&enych postupov.

A successful ISMS requires support from all per-
sonnel in the organization. It can also require parti-
cipation from other interested parties, such as sha-
reholders or suppliers. Advice from subject matter
experts can also be needed.

A suitable, adequate and effective information se-
curity management system provides assurance to
the organization’s management and other interes-
ted parties that their information and other
associated assets are kept reasonably secure and
protected against threats and harm, thereby ena-
bling the organization to achieve the stated busi-
ness objectives.

0.2 Information security requirements

It is essential that an organization determines its
information security requirements. There are three
main sources of information security requirements:

a) the assessment of risks to the organization,
taking into account the organization’s overall
business strategy and objectives. This can
be facilitated or supported through an infor-
mation security-specific risk assessment.
This should result in the determination of the
controls necessary to ensure that the resi-
dual risk to the organization meets its risk
acceptance criteria;

b) the legal, statutory, regulatory and contrac-
tual requirements that an organization and
its interested parties (trading partners, servi-
ce providers, etc.) have to comply with and
their socio-cultural environment;

c) the set of principles, objectives and business
requirements for all the steps of the life cycle
of information that an organization has deve-
loped to support its operations.

0.3 Controls

A control is defined as a measure that modifies or
maintains risk. Some of the controls in this docu-
ment are controls that modify risk, while others
maintain risk. An information security policy, for
example, can only maintain risk, whereas compli-
ance with the information security policy can
modify risk. Moreover, some controls describe the
same generic measure in different risk contexts.
This document provides a generic mixture of orga-
nizational, people, physical and technological
information security controls derived from interna-
tionally recognized best practices.
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0.4 Uréenie opatreni

Ur&enie opatreni zavisi od rozhodnuti organizacie
po posudeni rizika s jasne definovanym rozsahom.
Rozhodnutia tykajuce sa identifikovanych rizik by
sa mali zakladat na kritériach pre prijatie rizika,
moznosti oSetrenia rizika a pristupu k riadeniu rizi-
ka, ktory organizacia uplatriuje. Urenie opatreni by
malo zohladnit' aj v3etky prislusné narodné a me-
dzinarodné pravne predpisy a nariadenia. UrCenie
opatreni tiez zavisi od spbésobu, akym opatrenia
vzajomne pdsobia, aby poskytovali obranu do hib-
ky.

Organizacia moéze podla potreby navrhnut opatre-
nia alebo ich identifikovat z akéhokolvek zdroja. Pri
Specifikovani takychto opatreni by organizacia ma-
la zvazit zdroje a investicie potrebné na implemen-
taciu a prevadzku opatreni s realizovanou obchod-
nou hodnotou. Pre usmernenie o rozhodnutiach
tykajucich sa investicie do ISMS a ekonomickych
désledkov tychto rozhodnuti v kontexte konkurenc-
nych poziadaviek na zdroje odpori¢ame prejst nor-
mu ISO/IEC TR 27016.

Mala by existovat rovnovaha medzi zdrojmi nasa-
denymi na implementaciu opatreni a potencialnym
vplyvom bezpecénostnych incidentov pri absencii
tychto opatreni na podnikanie. Vysledky posudenia
rizik by mali poméct usmerfiovat a urcit vhodné
kroky, priority pre riadenie rizik informacnej bez-
pecnosti a na implementaciu opatreni nevyhnut-
nych na ochranu pred tymito rizikami.

Niektoré z opatreni v tomto dokumente mozno po-
vazovat za hlavné zasady pre riadenie informaénej
bezpecnosti a platné pre vaésinu organizacii. Viac
informéacii o urCovani opatreni a inych moZzZnosti
oSetrenia rizik je mozné najst' v ISO/IEC 27005.

0.5 Tvorba Specifického navodu
pre organizaciu

Tento dokument mozno povazovat za vychodisko-
vy bod pre tvorbu Specifického navodu pre organi-
zaciu. Nie vSetky opatrenia a usmernenia v tomto
dokumente sa mbzZu vztahovat na vSetky organiza-
cie. Na rieSenie konkrétnych potrieb organizacie
a identifikovanych rizik, ktoré boli identifikované, je
mozné tiez vyZadovat’ dalie opatrenia a usmerne-
nia, ktoré nie su zahrnuté v tomto dokumente. Ak
sa vypracuvaju dokumenty obsahujuce dalSie us-
mernenia alebo opatrenia, méze byt uzitocné zahr-
nut do kapitol krizové odkazy pre buduce pouzitie.

STN EN ISO/IEC 27002: 2023

0.4 Determining controls

Determining controls is dependent on the organi-
zation’s decisions following a risk assessment, with
a clearly defined scope. Decisions related to identi-
fied risks should be based on the criteria for risk
acceptance, risk treatment options and the risk ma-
nagement approach applied by the organization.
The determination of controls should also take into
consideration all relevant national and international
legislation and regulations. Control determination
also depends on the manner in which controls inte-
ract with one another to provide defence in depth.

The organization can design controls as required
or identify them from any source. In specifying
such controls, the organization should consider the
resources and investment needed to implement
and operate a control against the business value
realized. See ISO/IEC TR 27016 for guidance on
decisions regarding the investment in an ISMS
and the economic consequences of these decisi-
ons in the context of competing requirements for
resources.

There should be a balance between the resources
deployed for implementing controls and the poten-
tial resulting business impact from security inci-
dents in the absence of those controls. The results
of a risk assessment should help guide and de-
termine the appropriate management action, prio-
rities for managing information security risks and
for implementing controls determined necessary to
protect against these risks.

Some of the controls in this document can be con-
sidered as guiding principles for information secu-
rity management and as being applicable for most
organizations. More information about determining
controls and other risk treatment options can be
found in ISO/IEC 27005.

0.5 Developing organization-specific
guidelines

This document can be regarded as a starting point
for developing organization-specific guidelines.
Not all of the controls and guidance in this docu-
ment can be applicable to all organizations. Addi-
tional controls and guidelines not included in this
document can also be required to address the
specific needs of the organization and the risks
that have been identified. When documents are
developed containing additional guidelines or con-
trols, it can be useful to include cross-references
to clauses in this document for future reference.
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0.6 Uvahy o zivotnom cykle

Informacie maju Zivotny cyklus, od vytvorenia po
likvidaciu. Hodnota informacii a rizika s nimi suvi-
siace, sa mdzu v ramci tohto Zivotného cyklu liSit
(napr. neopravnené zverejnenie alebo kradez fi-
nan¢nych uctov spolocnosti nie su po zverejneni
vyznamné, ale integrita zostava kriticka), preto je
informacna bezpecnost do istej miery délezita vo
vSetkych etapach.

Informacné systémy a iné aktiva relevantné pre in-
formacnu bezpecénost maju zivotné cykly, v ramci
ktorych su koncipované, Specifikované, navrhnuté,
vyvinuté, testované, implementované, pouZzivané,
udrziavané a pripadne vyraden z pouzivania a zlik-
vidované. Informacna bezpecnost' by sa mala brat
do uvahy v kazdej faze. Nové projekty vyvoja sys-
tému a zmeny v existujacich systémoch poskytuju
prilezitosti na zlepSenie bezpecnostnych opatreni
a zaroven zohladnuju rizika a ponaucenia organi-
z4cie ziskané z incidentov.

0.7 Suvisiace medzinarodné normy

Aj ked tento dokument ponuka usmernenie tykaju-
ce sa Sirokého spektra opatreni informacnej bez-
pecnosti, ktoré sa bezne uplatiiuju v réznych orga-
nizaciach, dalSie dokumenty z radu noriem
ISO/IEC 27000 poskytuju dopliujuce informacie
alebo poziadavky na dalSie aspekty celkového pro-
cesu riadenia informacnej bezpecnosti.

VSeobecny Gvod do ISMS a pribuznych dokumen-
tov najdete v ISO/IEC 27000. ISO/IEC 27000
poskytuje slovnik, ktory definuje vaésinu vyrazov
pouzivanych v ramci dokumentov ISO/IEC 27000
a opisuje predmet a ciele pre kazdu normu z tohto
radu.

Existuju normy Specifické pre odvetvie, ktoré ob-
sahuju dalSie opatrenia, ktorych cielom je riesit kon-
krétne oblasti (napr. ISO/IEC 27017 pre cloudové
sluzby, ISO/IEC 27701 pre ochranu osobnych uda-
jov, ISO/IEC 27019 pre energeticky priemysel,
ISO/IEC 27011 pre telekomunikacné sluzby
a ISO 277999 pre oblast zdravotnictva). Takéto
normy suU zahrnuté v pouzitej literature a niektoré
z nich su uvedené v usmerneniach a dalSich infor-
macnych sekciach v kapitolach 5-8.

0.6 Life cycle considerations

Information has a life cycle, from creation to dispo-
sal. The value of, and risks to, information can
vary throughout this life cycle (e.g. unauthorized
disclosure or theft of a company’s financial ac-
counts is not significant after they have been pu-
blished, but integrity remains critical) therefore,
information security remains important to some ex-
tent at all stages.

Information systems and other assets relevant to
information security have life cycles within which
they are conceived, specified, designed, develo-
ped, tested, implemented, used, maintained and
eventually retired from service and disposed of. In-
formation security should be considered at every
stage. New system development projects and
changes to existing systems provide opportunities
to improve security controls while taking into ac-
count the organization’s risks and lessons learned
from incidents.

0.7 Related International Standards

While this document offers guidance on a broad
range of information security controls that are
commonly applied in many different organizations,
other documents in the ISO/IEC 27000 family pro-
vide complementary advice or requirements on
other aspects of the overall process of managing
information security.

Refer to ISO/IEC 27000 for a general introduction
to both ISMS and the family of documents.
ISO/IEC 27000 provides a glossary, defining most
of the terms used throughout the ISO/IEC 27000
family of documents, and describes the scope and
objectives for each member of the family.

There are sector-specific standards that have ad-
ditional controls which aim at addressing specific
areas (e.g. ISO/IEC 27017 for cloud services,
ISO/IEC 27701 for privacy, ISO/IEC 27019 for
energy, ISO/IEC 27011 for telecommunications
organizations and ISO 27799 for health). Such
standards are included in the Bibliography and
some of them are referenced in the guidance and
other information sections in Clauses 5-8.
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1 Predmet

Tento dokument poskytuje referenény subor vSeo-
becnych opatreni informacnej bezpecnosti vratane
navodu na implementaciu. Tento dokument je ur-
¢eny na pouzitie organizaciami:

a)

b)

v kontexte systému riadenia informacnej
bezpecnosti (ISMS) zalozeného na norme
ISO/IEC 27001;

na implementaciu opatreni informacnej bez-
pecnosti na zaklade medzinarodne uznava-
nych osved¢enych postupov;

na vypracovanie navodov pre riadenie infor-
macnej bezpecnosti Specifickych pre danu
organizaciu.

2 Normativne odkazy

V tomto dokumente nie su ziadne normativne od-

kazy.

STN EN ISO/IEC 27002: 2023

1 Scope

This document provides a reference set of generic
information security controls including implementa-
tion guidance. This document is designed to be
used by organizations:

a)

b)

within the context of an information securi-
ty management system (ISMS) based on
ISO/IEC 27001;

for implementing information security con-
trols based on internationally recognized
best practices;

for developing organization-specific infor-
mation security management guidelines.

2 Normative references

There are no normative references in this docu-

ment.

koniecnahladu - textdalej pokracujevplatenejverzii STN

Urad pre normalizaciu, metroldgiu a skigobnictvo Slovenskej republiky

13


https://www.electropedia.org/
https://www.iso.org/obp
https://www.electropedia.org/



