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Prehovor

ISO (Medzindrodna organizacia pre normaliza-
ciu) a [EC (Medzinarodna elektrotechnicka ko-
misia) tvoria Specializovany systém celosvetovej
normalizacie. Narodné organy, ktoré su ¢lenmi
[SO alebo IEC, ztcastiiujd na tvorbe medzinarod-
nych noriem prostrednictvom technickych ko-
misif zriadenych tymito organizdciami pre jed-
notlivé oblasti technickej ¢innosti. Technické ko-
misie ISO a IEC vzajomne spolupracuju v oblasti
spolo¢ného zaujmu. S ISO a IEC spolupracuju aj
iné medzinarodné vladne alebo mimovladne or-
ganizacie.

Postupy pouzité pri tvorbe tohto dokumentu,
ako aj tie, ktoré su urcené na jeho dalSie
udrziavanie, su opisané vsmernici ISO/IEC,
Cast’ 1. Do Givahy sa maju zobrat najma rozdielne
kritéria schval'ovania pri réznych typoch doku-
mentov ISO. Tento dokument bol vypracovany
podla edi¢nych pravidiel smernice ISO/IEC,
Cast 2 (pozri www.iso.org/directives alebo
www.iec.ch/members experts/refdocs).

Upozornuje sa na moznost, Ze niektoré casti
tohto dokumentu mé6zu byt predmetom patento-
vych prav. ISO a IEC nezodpovedaju za iden-
tifikaciu ktoréhokol'vek alebo vSetkych takychto
patentovych prav. Podrobnosti o akychkol'vek
patentovych pravach identifikovanych pocas
tvorby dokumentu su uvedené v uvode doku-
mentu a/alebo v zozname vyhlaseni o patentoch
ISO (pozri www.iso.org/patents) alebo v zoz-
name prijatych patentovych vyhlaseni IEC (pozri
https://patents.iec.ch).

Akykol'vek obchodny nazov pouZzity v tomto do-
kumente sliZi len na informaciu pre pouzivatel'a
a neznamena jeho schvalenie.

Vysvetlenie dobrovolnej podstaty noriem, vy-
znam Specifickych terminov a vyrazov tykajucich
sa posudzovania zhody, ako aj informacie o vaz-
be ISO na principy Svetovej obchodnej orga-
nizacie (WTO) uplatiiované pri odstraniovani
technickych prekazok obchodu (TBT) pozri
na www.iso.org/iso/foreword.html. V ¢asti IEC
si pozrite www.iec.ch/understanding-standards.

Foreword

ISO (the International Organization for Standar-
dization) and IEC (the International Electrotech-
nical Commission) form the specialized system
for worldwide standardization. National bodies
that are members of ISO or IEC participate in the
development of International Standards through
technical committees established by the re-
spective organization to deal with particular
fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual in-
terest. Other international organizations, gover-
nmental and non-governmental, in liaison with
ISO and IEC, also take part in the work.

The procedures used to develop this document
and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In par-
ticular, the different approval criteria needed for
the different types of document should be noted.
This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see
www.iso.org/directives or www.iec.ch/members_
experts/refdocs).

Attention is drawn to the possibility that some of
the elements of this document may be the sub-
ject of patent rights. ISO and [EC shall not be held
responsible for identifying any or all such patent
rights. Details of any patent rights identified du-
ring the development of the document will be in
the Introduction and/or on the ISO list of patent
declarations received (see www.iso.org/pa-
tents) or the IEC list of patent declarations
received (see https://patents.iec.ch).

Any trade name used in this document is infor-
mation given for the convenience of users and
does not constitute an endorsement.

For an explanation of the voluntary nature of
standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as
well as information about ISO's adherence to the
World Trade Organization (WTO) principles in
the Technical Barriers to Trade (TBT) see
www.iso.org/iso/foreword.html. In the IEC, see
www.iec.ch /understanding-standards.

Tento dokument vypracovala spolo¢na tech-
nicka komisia ISO/IEC JTC 1, Informacné tech-
nolégie, Podvybor SC 27, Informacnd bezpecnost,
kybernetickd bezpecnost’ a ochrana stikromia.

This document was prepared by Joint Technical
Committee ISO/IEC JTC 1, Information Techno-
logy, Subcommittee SC 27, Information security,
cybersecurity and privacy protection.
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Toto Stvrté vydanie rusi a nahradza tretie vyda-
nie (ISO/IEC 27005: 2018), ktoré bolo technicky
revidované.

Hlavné zmeny st tieto:

— cely text usmernenia bol zosuladeny s nor-
mami ISO/IEC 27001: 2022 a ISO 31000:
2018;

— terminoldgia bola zostuladena s terminol6-
giou v norme ISO 31000: 2018;

— Struktura kapitol bola prisposobena Struk-
ture normy ISO/IEC 27001: 2022;

— boli zavedené koncepty rizikovych scenarov;

— pristup zaloZeny na udalostiach je v kon-
traste s pristupom k identifikacii rizik zalo-
Zenym na aktivach;

— obsah priloh bol revidovany a reStrukturali-
zovany do jednej prilohy.

Akakol'vek spatna vazba alebo otazky k tomuto
dokumentu sa majd adresovat narodnému nor-
malizaénému organu pouzivatela. Uplny zoznam
tychto organov najdete na adrese www.iso.org/
members.html a www.iec.ch/national-commit-

tees.

STN ISO/IEC 27005: 2023

This fourth edition cancels and replaces the third
edition (ISO/IEC 27005: 2018), which has been
technically revised.

The main changes are as follows:

— all guidance text has been aligned with
ISO/IEC 27001: 2022, and ISO 31000: 2018;

— the terminology has been aligned with the
terminology in ISO 31000: 2018;

— the structure of the clauses has been adjus-
ted to the layout of ISO/IEC 27001: 2022;

— risk scenario concepts have been introduced;

— the event-based approach is contrasted with
the asset-based approach to risk identifica-
tion;

— the content of the annexes has been revised
and restructured into a single annex.

Any feedback or questions on this document sho-
uld be directed to the user’s national standards
body. A complete listing of these bodies can be
found at www.iso.org/members.html and
www.iec.ch /national-committees.
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Uvod

Tento dokument obsahuje usmernenia tykajtce
sa:

- implementacie poziadaviek na rizika infor-
macnej bezpecnosti Specifikovanych v nor-
me ISO/IEC 27001;

- zakladnych odkazov v rdmci noriem vy-
pracovanych ISO/IEC JTC 1/SC 27 na
podporu Cinnosti riadenia rizik informac-
nej bezpecnosti;

- Cinnosti, ktoré sa tykaju rizik suvisiacich
s informacnou bezpecnostou (pozri
ISO/IEC 27001: 2022, ¢lanok 6.1 akapi-
tola 8);

- implementacie usmerneni na riadenie ri-
zik v norme ISO 31000 v suvislostiach in-
formacnej bezpecnosti.

Tento dokument obsahuje podrobné usmerne-
nie kriadeniu rizik a dopliia usmernenie v norme
ISO/IEC 27003.

Tento dokument je urceny na pouzitie:

- organizdciami, ktoré majd v imysle vytvo-
rit a zaviest systém manazérstva infor-
macnej bezpecnosti (ISMS) v sulade s nor-
mou ISO/IEC 27001;

- osobami, ktoré vykonavaju alebo sa podie-
'aja na riadeni rizik informacnej bezpec-
nosti (napr. odbornici na ISMS, vlastnici ri-
zik a iné zainteresované strany);

- organizaciami, ktoré majd v imysle zlepsit
svoj proces riadenia rizik informacnej bez-
pecnosti.

1 Predmet normy

Tento dokument poskytuje usmernenia, ktoré
pomoZu organizaciam:

- splnit’ poziadavky normy ISO/IEC 27001
tykajuce sa opatreni na riesenie rizik infor-
macnej bezpecnosti;

- vykonavat ¢innosti riadenia rizik infor-
macnej bezpecnosti, konkrétne posudzo-
vanie a oSetrovanie rizik informacnej bez-
pecnosti.

Tento dokument sa vztahuje na vSetky organiza-
cie bez ohl'adu naich typ, vel'’kost' alebo odvetvie.

Introduction

This document provides guidance on:

- implementation of the information secu-
rity risk requirements specified in
ISO/IEC 27001;

- essential references within the standards
developed by ISO/IEC JTC 1/SC 27 to sup-
port information security risk manage-
ment activities;

- actions that address risks related to infor-
mation security (see ISO/IEC 27001: 2022,
6.1 and Clause 8);

- implementation of risk management gui-
dance in ISO 31000 in the context of infor-
mation security.

This document contains detailed guidance on
risk management and supplements the guidance
in ISO/IEC 27003.

This document is intended to be used by:

- organizations that intend to establish and
implement an information security mana-
gement system (ISMS) in accordance with
ISO/IEC 27001;

- persons that perform or are involved in in-
formation security risk management (e.g.
ISMS professionals, risk owners and other
interested parties);

- organizations that intend to improve their
information security risk management
process.

1 Scope

This document provides guidance to assist orga-
nizations to:

- fulfil the requirements of ISO/IEC 27001
concerning actions to address information
security risks;

- perform information security risk mana-
gement activities, specifically information
security risk assessment and treatment.

This document is applicable to all organizations,
regardless of type, size or sector.
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2 Normativne odkazy

Na nasledujice dokumenty sa odkazuje v texte
takym spdésobom, Ze Cast ich obsahu alebo cely
obsah predstavuje poZiadavky tohto dokumentu.
Pri datovanych odkazoch sa pouziva len citované
vydanie. Pri nedatovanych odkazov sa pouziva
najnovsie vydanie citovaného dokumentu (vra-
tane akychkol'vek zmien).

ISO/IEC 27000 Informacné technolégie. Bezpec-
nostné metody. Systémy manaZzérstva informac-
nej bezpecnosti. Prehl’ad a slovnik.

STN ISO/IEC 27005: 2023

2 Normative references

The following documents are referred to in the
text in such a way that some or all of their con-
tent constitutes requirements of this document.
For dated references, only the edition cited ap-
plies. For undated references, the latest edition
of the referenced document (including any
amendments) applies.

ISO/IEC 27000, Information technology - Secu-
rity techniques - Information security manage-
ment systems - Overview and vocabulary.

koniecnahladu - text dalej pokracuje v platenejverzii STN
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