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Narodny predhovor

Toto tretie vydanie rusi a nahradza druhé vydanie ISO/IEC 27001: 2013, ktoré sa technicky zrevidovalo.
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- text bol zosdladeny s harmonizovanou Struktirou noriem systému manaZérstva a normou
ISO/IEC 27001: 2022.
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vek zmien).
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Europsky predhovor

Tento dokument (ISO/IEC 27001: 2022) vypra-
covala technickd komisia ISO/IEC JTC 1 ,Infor-
macné technolégie“ medzindrodnej organizacie
pre normalizaciu (ISO) abol prevzaty ako EN
ISO/IEC 27001: 2023 technickou komisiou CEN-
CENELEC/JTC 13 ,Kybernetickd bezpecnost
a ochrana udajov“, ktorej sekretariat je v DIN.

Tejto eurdpskej norme sa musi priznat’ postave-
nie narodnej normy bud vydanim identického
textu, alebo ozndmenim najneskorsie do januara
2024 a narodné normy, ktoré su s fiou v rozpore,
musia sa zrusit najneskorsie do januara 2024.

Upozornuje sa na moznost, Ze niektoré casti toh-
to dokumentu mézu byt predmetom patento-
vych prav. CEN-CENELEC nezodpoveda za iden-
tifikaciu ktoréhokol'vek alebo vSetkych takychto
patentovych prav.

Tento dokument nahradza EN ISO/IEC 27001:
2017.

Akakol'vek spatnad vazba a otazky k tejto euroép-
skej norme maju byt adresované narodnému nor-
malizacnému organu pouzivatel'ov. Kompletny
zoznam tychto orgdnov mozZno najst na webovej
stranke CEN a CENELEC.

V sulade s vnatornymi predpismi CEN-CENELEC
su tuto eurdpsku normu povinné prevziat na-
rodné normalizané organizacie tychto krajin:
Belgicka, Bulharska, Cypru, Ceska, Danska, Es-
tonska, Finska, Francuzska, Grécka, Holandska,
Chorvatska, Irska, Islandu, Litvy, Loty$ska, Lu-
xemburska, Mad'arska, Malty, Nemecka, Nérska,
Pol'ska, Portugalska, Rakiiska, Rumunska, Sever-
ného Macedoénska, Slovenska, Slovinska, Spoje-
ného kral'ovstva, Srbska, Spanielska, Svajciarska,
Svédska, Talianska a Turecka.

Oznamenie o schvaleni

Text ISO/IEC 27001: 2022 chvalil CEN-CENELEC
ako EN ISO/IEC 27001: 2023 bez akychkol'vek
modifikacii.

European foreword

The text of ISO/IEC 27001:2022 has been prepa-
red by Technical Committee ISO/IEC JTC 1 "In-
formation technology” of the International Orga-
nization for Standardization (ISO) and has been
taken over as EN ISO/IEC 27001:2023 by Tech-
nical Committee CEN-CENELEC/ JTC 13 “Cyber-
security and Data Protection” the secretariat of
which is held by DIN.

This European Standard shall be given the status
of a national standard, either by publication of an
identical text or by endorsement, at the latest by
January 2024, and conflicting national standards
shall be withdrawn at the latest by January 2024.

Attention is drawn to the possibility that some of
the elements of this document may be the sub-
ject of patent rights. CEN-CENELEC shall not be
held responsible for identifying any or all such
patent rights.

This document supersedes EN ISO/IEC 27001:
2017.

Any feedback and questions on this document
should be directed to the users’ national stan-
dards body. A complete listing of these bodies
can be found on the CEN and CENELEC websites.

According to the CEN-CENELEC Internal Regula-
tions, the national standards organizations of the
following countries are bound to implement this
European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Esto-
nia, Finland, France, Germany, Greece, Hungary,
Iceland, Ireland, Italy, Latvia, Lithuania, Luxem-
bourg, Malta, Netherlands, Norway, Poland, Por-
tugal, Republic of North Macedonia, Romania,
Serbia, Slovakia, Slovenia, Spain, Sweden, Swit-
zerland, Tiirkiye and the United Kingdom.

Endorsement notice

The text of ISO/IEC 27001: 2022 has been appro-
ved by CEN-CENELEC as EN ISO/IEC 27001:
2023 without any modification.

6 Urad pre normalizaciu, metrolégiu a ski$obnictvo Slovenskej republiky



Uvod
0.1 VsSeobecne

Tento dokument bol vypracovany s cielom po-
skytnut poZiadavky na stanovenie, implemen-
taciu, udrziavanie a trvalé zlepSovanie systému
manazérstva informacnej bezpecnosti. Prijatie
systému manaZérstva informacnej bezpecnosti
je pre organizaciu strategickym rozhodnutim.
Vytvorenie a implementaciu systému manazér-
stva informacnej bezpecCnosti organizacie
ovplyviiuju potreby a ciele organizacie, bezpec-
nostné poziadavky, implementované organizac-
né procesy a velkost a Struktira organizicie.
Ocakava sa, Ze v priebehu casu sa vsetky tieto
ovplyviiujtce faktory budi menit.

Systém manazérstva informacnej bezpecnosti
chrani doévernost, integritu a dostupnost’ infor-
macif uplatnenim procesu riadenia rizik a pos-
kytnutim dovery zainteresovanym stranam, Ze
rizika su dostatocCne riadené.

Je dolezité, Ze systém manazérstva informacnej
bezpecCnosti je sucastou procesov organizacie
a vSetkych manaZérskych Struktir a integrovany
do nich. Informacna bezpecnost je dolezita pri
navrhovani procesov, informacnych systémov
a opatreni v organizacii. Ocakava sa, zZe imple-
menticia systému manaZérstva informacnej
bezpecCnosti bude Skalovatelna v zavislosti od
potrieb organizacie.

Tento dokument sa méze pouzit interne, alebo
tretou stranou na posudenie schopnosti organi-
zacie plnit vlastné poziadavky na informacnud
bezpecnost.

Poradie, v ktorom sa poziadavky uvadzaja v tomto
dokumente, neznamena poradie ich doélezitosti
alebo neurcuje poradie, v akom by sa mali imple-
mentovat. Tieto polozky su ¢islované len z dovo-
du referencif.

Norma ISO/IEC 27000 opisuje prehl'ad a slovnik
pouzivany systémom manazérstva informacnej
bezpecnosti, odkazuje na d’alSie normy suboru
noriem pre systém manazérstva informacnej
bezpecnosti (vratane noriem ISO/IEC 2700302
ISO/IEC 2700481 a ISO/IEC 2700541, suvisiace
terminy a definicie.

STN EN ISO/IEC 27001: 2023

Introduction
0.1 General

This document has been prepared to provide re-
quirements for establishing, implementing, main-
taining and continually improving an informa-
tion security management system. The adoption
of an information security management system
is a strategic decision for an organization. The es-
tablishment and implementation of an orga-
nization’s information security management sys-
tem is influenced by the organization’s needs
and objectives, security requirements, the orga-
nizational processes used and the size and
structure of the organization. All of these influ-
encing factors are expected to change over time.

The information security management system
preserves the confidentiality, integrity and avai-
lability of information by applying a risk mana-
gement process and gives confidence to interes-
ted parties that risks are adequately managed.

It is important that the information security ma-
nagement system is part of and integrated with
the organization’s processes and overall mana-
gement structure and that information security
is considered in the design of processes, informa-
tion systems, and controls. It is expected that an
information security management system imple-
mentation will be scaled in accordance with the
needs of the organization.

This document can be used by internal and ex-
ternal parties to assess the organization's ability
to meet the organization’s own information se-
curity requirements.

The order in which requirements are presented
in this document does not reflect their impor-
tance or imply the order in which they are to be
implemented. The list items are enumerated for
reference purpose only.

ISO/IEC 27000 describes the overview and the
vocabulary of information security management
systems, referencing the information security
management system family of standards (inclu-
ding ISO/IEC 270032, ISO/IEC 27004131 and
ISO/IEC 27005[41), with related terms and defini-
tions.
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0.2 Kompatibilita s inymi normami
systémov manazérstva

Tento dokument zavadza Struktiru na vSeobec-
nej drovni, rovnaké nazvy kapitol, rovnaky text,
beZzné vyrazy a zakladné definicie, ako ich defi-
nuje priloha SL Nariadenia ISO/IEC, Cast 1, upra-
veny doplnok ISO, a preto udrziava kompatibi-
litu s inymi normami systémov manazérstva,
ktoré sa prijali v prilohe SL.

Vseobecny pristup, ktory sa definuje v prilohe SL
je uzitoCny pre také organizacie, ktoré sa roz-
hodnd implementovat jeden systém manazér-
stva, ktory spliia poziadavky dvoch alebo viace-
rych noriem systémov manaZzérstva.

1 Predmet

Tento dokument Specifikuje poziadavky na sta-
novenie, implementaciu, udrZziavanie a trvalé
zlepSovanie systému manaZzérstva informacnej
bezpecnosti v kontexte organizicie. Tento doku-
ment obsahuje aj poziadavky na posudenie
a oSetrenie rizik informacnej bezpecnosti pri-
sposobenych potrebam organizacie. Poziadavky
vymedzené v tomto dokumente su vSeobecné
a su urcené pre vSetky organizacie bez ohl'adu na
typ, vel’kost alebo povahu organizacie. Nesplne-
nie niektorej z poZiadaviek vymenovanych v ka-
pitolach 4 az 10 nie je akceptovatel'né, ak organi-
zacia deklaruje dosiahnutie zhody s tymto doku-
mentom.

2 Normativne odkazy

Na nasledujuce dokumenty sa odkazuje v texte
takym sposobom, Ze Cast ich obsahu alebo cely
obsah predstavuje poziadavky tohto dokumentu.
Pri datovanych odkazoch sa pouziva len citované
vydanie. Pri nedatovanych odkazov sa pouZiva
najnovsie vydanie citovaného dokumentu (vra-
tane akychkol'vek zmien).

ISO/IEC 27000 Informacné technolégie. Bezpec-
nostné metody. Systémy manazérstva informac-
nej bezpecnosti. Prehl'ad a slovnik.

0.2 Compatibility with other management
system standards

This document applies the high-level structure,
identical sub-clause titles, identical text, com-
mon terms, and core definitions defined in
Annex SL of ISO/IEC Directives, Part 1, Consoli-
dated ISO Supplement, and therefore maintains
compatibility with other management system
standards that have adopted the Annex SL.

This common approach defined in the Annex SL
will be useful for those organizations that choose
to operate a single management system that me-
ets the requirements of two or more manage-
ment system standards.

1 Scope

This document specifies the requirements for es-
tablishing, implementing, maintaining and conti-
nually improving an information security mana-
gement system within the context of the orga-
nization. This document also includes require-
ments for the assessment and treatment of
information security risks tailored to the needs
of the organization. The requirements set out in
this document are generic and are intended to be
applicable to all organizations, regardless of
type, size or nature. Excluding any of the require-
ments specified in Clauses 4 to 10 is not accep-
table when an organization claims conformity to
this document.

2 Normative references

The following documents are referred to in the
text in such a way that some or all of their con-
tent constitutes requirements of this document.
For dated references, only the edition cited ap-
plies. For undated references, the latest edition
of the referenced document (including any
amendments) applies.

ISO/IEC 27000, Information technology - Secu-
rity techniques - Information security manage-
ment systems - Overview and vocabulary.
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3 Terminy a definicie

Na ucely tohto dokumentu platia terminy a defi-
nicie uvedené v ISO/IEC 27000.

[SO a IEC udrziavaju terminologické databazy na
pouzivanie v normalizacii na nasledujucich adre-
sach:
- ISO online browsing platform: dostupné
na https://www.iso.org/obp;

- IEC Electropedia: dostupné na
http://www.electropedia.org/.

STN EN ISO/IEC 27001: 2023

3 Terms and definitions

For the purposes of this document, the terms and
definitions given in ISO/IEC 27000 apply.

ISO and IEC maintain terminological databases
for use in standardization at the following ad-
dresses:

- ISO Online browsing platform: available at
https://www.iso.org/obp;

- IEC Electropedia: available at
http://www.electropedia.org/.

koniecnahladu - textdalej pokracujevplatenejverzii STN
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