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European foreword 

This document (EN 17926:2023) has been prepared by Technical Committee CEN/CLC/JTC 13, 
“Cybersecurity and Data Protection”, the secretariat of which is held by DIN. 

This European Standard shall be given the status of a national standard, either by publication of an 
identical text or by endorsement, at the latest by May 2024, and conflicting national standards shall be 
withdrawn at the latest by May 2024. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CEN shall not be held responsible for identifying any or all such patent rights. 

Any feedback and questions on this document should be directed to the users’ national standards body. 
A complete listing of these bodies can be found on the CEN website. 

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the 
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Croatia, 
Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, 
Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of North 
Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Türkiye and the United 
Kingdom. 
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Introduction 

ISO/IEC 27701 specifies requirements and provides guidance for establishing, implementing, 
maintaining, and continually improving a Privacy Information Management System (PIMS) which can be 
implemented in any jurisdiction. As a management system designed for international use, its 
requirements are generic, and the guidance can be adapted by the organizations according to their 
context and applicable obligations. 

Although ISO/IEC 27701 was written with the intention to be applicable under any jurisdiction, including 
under the EU General Data Protection Regulation (GDPR) (ISO/IEC 27701 Annex D contains a mapping 
between clauses of the standard and GDPR), it is the responsibility of the organization to determine how 
to implement requirements and controls of ISO/IEC 27701 in the context of the GDPR. 

This document provides refinements to ISO/IEC 27701 in the application of controls and guidance in 
ISO/IEC 27701 specific to GDPR where necessary. This document is applicable to the same entities as is 
ISO/IEC 27701: all types and sizes of organizations, including public and private companies, government 
entities and not-for-profit organizations, which are PII controllers and/or PII processors processing PII 
within an ISMS (information security management system). This is intended to be used by organizations 
in the GDPR context for the purpose of demonstrating compliance with their obligations. ISO/IEC 27701 
combined with the refinements of this document constitutes a set of requirements which is more 
specifically designed and fit for the context of GDPR than the generic ones from ISO/IEC 27701 alone. 

Thus ISO/IEC 27701 can be considered as an international framework, which can be refined for a 
particular regional context (in the case of this document, the GDPR), and even to add requirements fit for 
a given jurisdiction/country or sector (out of scope of this document). 

The refinements to ISO/IEC 27701, for processing operations as part of products, processes, and services 
specified in this document can be used for conformity assessment which can be conducted, either by first, 
second, or third parties. In particular, certification bodies can use these requirements and refinements to 
assess the conformity of both a privacy information management system per ISO/IEC 17021 and the 
processing operations of a product, process or service per ISO/IEC 17065. Certification schemes for 
products involving PII processing can reference this document, as described in ISO/IEC 17067 for “type 
6” schemes. 
NOTE “product” can be read as “process” or “service” (ISO/IEC 17065, Clause 1 and Annex B). 

The requirements in this document can be part of scheme governed under both ISO/IEC 17065 for the 
requirements on products involving PII processing activities (“products requirements” as per 
ISO/IEC 17065 Clause 3.8) and ISO/IEC 17021 for the management system requirements 
(ISO/IEC 17067 type 6 scheme). 

GDPR Article 42 encourages the establishment of data protection certification mechanisms. Provisions of 
this document can be used by competent bodies to specify data protection certification mechanisms as 
per GDPR article 42 in order to assess the conformity of processing operations in the PIMS as per 
ISO/IEC 17065 including assessment of privacy information management system systematic elements as 
allowed by Clause 6 of ISO/IEC 17067. 
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1 Scope 

This document specifies refinements for an application of ISO/IEC 27701 in a European context. 
This document is applicable to the same entities as is ISO/IEC 27701: all types and sizes of organizations, 
including public and private companies, government entities and not-for-profit organizations, which are 
PII controllers and/or PII processors processing PII within an ISMS (information security management 
system). 

An organization can use this document for the implementation of the generic requirements and controls 
of ISO/IEC 27701 according to its context and its applicable obligations. 

Certification criteria based on these refinements can provide a certification model under ISO/IEC 17065 
for processing operations performed within the scope of a privacy information management system 
according to ISO/IEC 27701, which can be combined with certification requirements for ISO/IEC 27701 
under ISO/IEC 17021. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies. 

ISO/IEC 27701:—,1 Security techniques - Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy 
information management - Requirements and guidelines 

EN ISO/IEC 27001:2017, Information technology - Security techniques - Information security management 
systems - Requirements (ISO/IEC 27001:2013 including Cor 1:2014 and Cor 2:2015) 

1 Under preparation. Stage at time of publication: ISO/IEC DIS 27701:2023. 
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