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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https://ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

The present document is part 1 of a multi-part deliverable covering the Policy and security requirements for Trust
Service Providersissuing certificates, as identified below:

ETSI EN 319 411-1: " General requirements’;
ETSI EN 319 411-2: "Requirements for trust service providersissuing EU qualified certificates";
NOTE: Part 3 of this multi-part deliverable has been withdrawn.
ETSI TR 119 411-4: " Checklist supporting audit of TSP against ETSI EN 319 411-1 or ETSI EN 319 411-2";
ETSI TR 119 411-5: "Guidelines for the coexistence of web browser and EU trust controls".

The present document is derived from the requirements specified in ETSI TS 102 042 [i.6].

National transposition dates

Date of adoption of this EN: 4 October 2023
Date of latest announcement of this EN (doa): 31 January 2024
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 31 July 2024
Date of withdrawal of any conflicting National Standard (dow): 31 July 2024

ETSI
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Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

Electronic commerce, in its broadest sense, isaway of doing business and communicating across public and private
networks. An important requirement of electronic commerce is the ability to identify the originator and protect the
confidentiality of electronic exchanges. Thisis commonly achieved by using cryptographic mechanisms which are
supported by a Trust Service Provider (TSP) issuing certificates, commonly called a Certification Authority (CA).

For participants of electronic commerce to have confidence in the security of these cryptographic mechanisms they
need to have confidence that the TSP has properly established procedures and protective measure in order to minimize
the operational and financial threats and risks associated with public key cryptographic systems.

The present document is aiming to meet the general requirements of the international community to provide trust and
confidence in electronic transactions including, amongst others, applicable requirements from Regulation (EU)
No 910/2014 [i.14] and those from CA/Browser Forum, BRG [6].

Bodies wishing to establish policy requirements for TSPsissuing certificatesin aregulatory context other than the EU
can base their requirements on those specified in the present document and specify any additional requirementsin a
manner similar to ETSI EN 319 411-2 [i.5], which builds on the present document requirements so as to benefit from
the use of generally accepted global best practices.

ETSI
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1 Scope

The present document specifies generally applicable policy and security requirements for Trust Service Providers
(TSPs) issuing public key certificates, including trusted web site certificates.

The policy and security requirements are defined in terms of requirements for the issuance, maintenance and life-cycle
management of certificates. These policy and security regquirements support several reference certificate policies,
defined in clauses 4 and 5.

A framework for the definition of policy requirements for TSPsissuing certificates in a specific context where
particular requirements apply is defined in clause 7.

The present document covers requirements for CA hierarchies, however thisislimited to supporting the policies as
specified in the present document. It does not include requirements for root CAs and intermediate CAs for other
purposes.

The present document is applicable to:

e thegenera requirements of certification in support of cryptographic mechanisms, including digital signatures
for electronic signatures and sedls;

. the general requirements of certification authoritiesissuing TLS/SSL certificates;
e thegeneral requirements of the use of cryptography for authentication and encryption.

The present document does not specify how the requirements identified can be assessed by an independent party,
including requirements for information to be made available to such independent assessors, or requirements on such
assessors.

NOTE: SeeETSI EN 319403 [i.2] for guidance on assessment of TSP's processes and services. The present
document references ETSI EN 319 401 [9] for general policy requirements common to all classes of
TSP's services.

The present document includes provisions consistent with the requirements from the CA/Browser Forumin EVCG [4]
and BRG [6].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ISO/IEC 15408 (parts 1 to 3): "Information security, cybersecurity and privacy protection -
Evaluation criteriafor IT security”.

[2] ETS| EN 319 412-4: "Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 4:
Certificate profile for web site certificates'.

[3] I SO/IEC 19790:2012: "Information technology - Security techniques - Security requirements for
cryptographic modules'.

ETSI
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https://www.iso.org/standard/52906.html
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(5]
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[7]

(8]

[9]

[10]

[11]

[12]

[13]
[14]

NOTE:

[15]
[16]

2.2
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CA/Browser Forum: "Guidelines for The | ssuance and M anagement of Extended Validation
Certificates'.

CA/Browser Forum (V1.8.6): "Baseline Requirements for the | ssuance and Management of
Publicly-Trusted Certificates".

CA/Browser Forum: "Baseline Requirements for the | ssuance and Management of Publicly-
Trusted Certificates".

| SO/IEC 9594-8/Recommendation I TU-T X.509: "Information technology - Open Systems
Interconnection - Part 8: The Directory: Public-key and attribute certificate frameworks'.

IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

ETSI EN 319 401: "Electronic Signatures and Infrastructures (ESI); General Policy Requirements
for Trust Service Providers".

ETS| EN 319 412-2: "Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 2:
Certificate profile for certificates issued to natural persons”.

ETSI EN 319 412-3: "Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 3:
Certificate profile for certificates issued to legal persons’.

IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol -
OCSP'.

FIPS PUB 140-2 (2001): " Security Requirements for Cryptographic Modules".

ETSI TS 119 412-1: "Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 1.

Overview and common data structures”.

ETSlI TS 119 412-1 has been superseded by ETS| EN 319 412-1.

ETSI TS 119 461: "Electronic Signatures and Infrastructures (ESI); Policy and security

reguirements for trust service components providing identity proofing of trust service subjects’.

FIPS PUB 140-3 (2019): " Security Requirements for Cryptographic Modules".

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

[i.3]

[i.4]

Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a

Community framework for electronic signatures.

ETSI EN 319 403: "Electronic Signatures and Infrastructures (ESI); Trust Service Provider
Conformity Assessment - Requirements for conformity assessment bodies assessing Trust Service
Providers'.

IETF RFC 3647: "Internet X.509 Public Key Infrastructure - Certificate Policy and Certification
Practices Framework".

SO 19005 (parts 1 to 3): "Document management - electronic document file format for long-term
preservation”.

ETSI


https://cabforum.org/wp-content/uploads/CA-Browser-Forum-EV-Guidelines-1.8.0.pdf
https://cabforum.org/wp-content/uploads/CA-Browser-Forum-EV-Guidelines-1.8.0.pdf
https://cabforum.org/wp-content/uploads/CA-Browser-Forum-BR-1.8.6.pdf
https://cabforum.org/wp-content/uploads/CA-Browser-Forum-BR-1.8.6.pdf
https://cabforum.org/baseline-requirements-documents/
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ETSI EN 319 411-2: "Electronic Signatures and Infrastructures (ESI); Policy and security
reguirements for Trust Service Providersissuing certificates, Part 2: Requirements for trust service
providersissuing EU qualified certificates'.

ETSI TS 102 042: "Electronic Signatures and Infrastructures (ESI); Policy requirements for
certification authorities issuing public key certificates'.

ISO/IEC 27002:2013: "Information technology - Security techniques - Code of practice for
information security management”.

| SO/IEC 7498-2/Recommendation ITU-T X.800: "Data communications network - Open systems
interconnection - Security, structure and applications: Security architecture for open systems
interconnection for CCITT applications'.

TS 419261: "Security requirements for trustworthy systems managing certificates and
time-stamps’, (produced by CEN).

ETSI TS 119 312: "Electronic Signatures and Infrastructures (ESI); Cryptographic Suites".
IETF RFC 5246: "The Transport Layer Security Protocol Version 1.2".

ETSI TS 119 612: "Electronic Signatures and Infrastructures (ESI); Trusted Lists".

Void.

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for e ectronic transactionsin the internal market and
repealing Directive 1999/93/EC.

ETSI EN 319 421 "Electronic Signatures and Infrastructures (ESI); Policy and Security
Requirements for Trust Service Providersissuing Time-Stamps”.

TS 419221-2: "Protection Profiles for TSP cryptographic modules - Part 2: Cryptographic module
for CSP signing operations with backup”, (produced by CEN).

TS 419221-3: "Protection Profiles for TSP Cryptographic modules - Part 3: Cryptographic module
for CSP key generation services', (produced by CEN).

TS 419221-4: "Protection Profiles for TSP cryptographic modules - Part 4: Cryptographic module
for CSP signing operations without backup”, (produced by CEN).

EN 419221-5: "Protection Profiles for TSP Cryptographic modules - Part 5: Cryptographic module
for Trust Services', (produced by CEN).

ETSI TR 119 411-4: "Electronic Signatures and Infrastructures (ESI); Policy and security
reguirements for Trust Service Providersissuing certificates, Part 4: Checklist supporting audit of
TSP against ETS| EN 319 411-1 or ETSI EN 319 411-2".

ETSI TS 119 431-1: "Electronic Signatures and Infrastructures (ESI); Policy and security
reguirements for trust service providers; Part 1: TSP service components operating a remote
QSCD / SCDev".

ETSI TS 119 511:"Electronic Signatures and Infrastructures (ESI); Policy and security
requirements for trust service providers providing long-term preservation of digital signatures or
genera data using digital signature techniques’.
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