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Anotacia

Tento dokument Specifikuje zakladné poziadavky na informac¢nu bezpecnost pre definovanie, imple-
mentaciu, prevadzku, monitorovanie, preverovanie, udrziavanie a zlepSovanie vztahov medzi doda-
vatel'mi a nadobuidatel'mi.

Tento dokument je pouzitel'ny pre vSetky organizacie bez ohl'adu na typ, vel'’kost a povahu.

Na splnenie poziadaviek sa ocakava, Ze organizacia interne implementovala niekol'’ko zdkladnych
procesov alebo to aktivne planuje. Tieto procesy zahfiiaji, ale nie si obmedzené na: riadenie pod-
niku, riadenie rizik, riadenie prevadzky a l'udskych zdrojov a bezpectnost informAcii.

Toto druhé vydanie rusi a nahradza prvé vydanie (ISO/IEC 27036-2: 2014), ktoré bolo technicky re-
vidované.

Hlavné zmeny st nasledovné:
- Struktira a obsah boli zosuladené s najnovsSou verziou ISO/IEC 15288.

Organizacie na celom svete spolupracuju s dodavatel'mi pri ziskavani produktov a sluzieb. Mnoho
organizacii nadvazuje niekol'ko dodavatel'skych vztahov na pokrytie r6znych obchodnych potrieb,
ako sud operdcie alebo vyroba. Naopak dodavatelia poskytuju produkty a sluzby niekol'’kym nadobu-
datel'om.

Vztahy medzi nadobtidatel'mi a dodavatel'mi vytvorené za acelom ziskania réznych produktov a slu-
Zieb mézu predstavovat rizika informacnej bezpecnosti pre nadobudatel'ov aj dodavatel'ov. Tieto
rizika su sposobené vzajomnym pristupom k aktivam druhej strany, ako st informacie a informacné
systémy, ako aj rozdielom v obchodnych ciel'och a pristupoch k informacnej bezpecnosti. Tieto rizika
by mali riadit nadobudatelia aj dodavatelia.

Tento dokument:

a) Specifikuje zakladné poZziadavky informacnej bezpecnosti na definovanie, implementaciu,
prevadzku, monitorovanie, kontrolu, udrziavanie a zlepSovanie vztahov medzi dodava-
tel'mi a nadobudatel'mi;

b) ulahCuje vzajomné porozumenie pristupu druhej strany k informac¢nej bezpecnosti a tole-
ranciu vo¢i rizikdm informacnej bezpecnosti;

¢) odraza zlozitost riadenia rizik, ktoré mézu mat dopad na informacnu bezpecnost v doda-
vatel'skych a nadobudacich vztahoch;

d) je urceny na pouzitie akoukol'vek organizaciou, ktora je ochotna hodnotit informacnu bez-
pecnost v dodavatel'skych alebo nadobudatel'skych vztahoch;

e) nie je urceny na ucely certifikacie;

f) jeurcenynapouZitie na stanovenie mnozstva definovanych ciel'ovinformacnej bezpecnosti
uplatnitel'nych na vztah dodavatel'a a nadobuidatela, ktory je zakladom pre ucely uistenia.

II Urad pre normalizaciu, metrolégiu a ski$obnictvo Slovenskej republiky
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Narodny predhovor

Normativne referencné dokumenty

Na nasledujice dokumenty sa odkazuje v texte takym sp6sobom, Ze ¢ast’ ich obsahu alebo cely obsah
predstavuje poziadavky tohto dokumentu. Pri datovanych odkazoch sa pouziva len citované vydanie.
Pri nedatovanych odkazoch sa pouZziva najnovsie vydanie citovaného dokumentu (vratane akychkol-
vek zmien).

POZNAMKA 1. - Ak bola medzinarodna publikacia zmenena spoloénymi modifikaciami, ¢o je indikované oznatenim
(mod), pouzije sa prislusna EN/HD.

POZNAMKA 2. - Aktualne informacie o platnych a zrugenych STN a TNI moZno ziskat' na webovom sidle www.unms.sk.

ISO/IEC 27000 prijata ako STN EN ISO/IEC 27000 Informacné technoldgie. Bezpetnostné met6dy.
Systémy riadenia informacnej bezpecénosti. Prehl'ad a slovnik (ISO/IEC 27000) (97 4170)

ISO/IEC 27036-1 prijata ako STN ISO/IEC 27036-1 Kyberbezpe¢nost. Vztahy s dodavatel'mi. Cast’ 1:
Prehl'ad a koncepty (97 4131)

Vypracovanie slovenskej technickej normy
Spracovatel’: Urad pre normalizaciu, metrolégiu a skiiSobnictvo SR, Bratislava

Technicka komisia: TK 37 Informacné technoldgie

Urad pre normalizaciu, metrolégiu a skii$obnictvo Slovenskej republiky II1
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance
are described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria
needed for the different types of document should be noted. This document was drafted in
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or
www.iec.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO’s adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

This second edition cancels and replaces the first edition (ISO/IEC 27036-2:2014), which has been
technically revised.

The main changes are as follows:
— the structure and content have been aligned with the most recent version of ISO/IEC 15288.
Alist of all parts in the ISO/IEC 27036 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.

© ISO/IEC 2022 - All rights reserved v
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Introduction

Organizations throughout the world work with suppliers to acquire products and services. Many
organizations establish several supplier relationships to cover a variety of business needs, such as
operations or manufacturing. Conversely, suppliers provide products and services to several acquirers.

Relationships between acquirers and suppliers established for the purpose of acquiring a variety of
products and services may introduce information security risks to both acquirers and suppliers. These
risks are caused by mutual access to the other party’s assets, such as information and information
systems, as well as by the difference in business objectives and information security approaches. These
risks should be managed by both acquirers and suppliers.

This document:

a) specifies fundamental information security requirements for defining, implementing, operating,
monitoring, reviewing, maintaining and improving supplier and acquirer relationships;

b) facilitates mutual understanding of the other party’s approach to information security and
tolerance for information security risks;

c) reflects the complexity of managing risks that can have information security impacts in supplier
and acquirer relationships;

d) isintended to be used by any organization willing to evaluate the information security in supplier
or acquirer relationships;

e) isnotintended for certification purposes;

f) is intended to be used to set a number of defined information security objectives applicable to a
supplier and acquirer relationship that is a basis for assurance purposes.

ISO/IEC 27036-1 provides an overview and concepts associated with information security in supplier
relationships.

ISO/IEC 27036-3 provides guidelines for the acquirer and the supplier for managing information
security risks specific to the ICT products and services supply chain.

ISO/IEC 27036-4 provides guidelines for the acquirer and the supplier for managing information
security risks specific to the cloud services.

vi © ISO/IEC 2022 - All rights reserved
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INTERNATIONAL STANDARD ISO/IEC 27036-2:2022(E)

Cybersecurity — Supplier relationships —

Part 2:
Requirements

1 Scope

This document specifies fundamental information security requirements for defining, implementing,
operating, monitoring, reviewing, maintaining and improving supplier and acquirer relationships.

These requirements cover any procurement and supply of products and services, such as manufacturing
or assembly, business process procurement, software and hardware components, knowledge process
procurement, build-operate-transfer and cloud computing services.

This document is applicable to all organizations, regardless of type, size and nature.

To meet the requirements, it is expected that an organization has internally implemented a number
of foundational processes or is actively planning to do so. These processes include, but are not limited
to: business management, risk management, operational and human resources management, and
information security.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IEC 27036-1, Cybersecurity — Supplier relationships — Part 1: Overview and concepts

koniecnahladu - textdalej pokracuje vplatenejverzii STN
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