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of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2024.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/Services/editHelp/Standards-development/Tracking-a-draft/Status-codes
https://portal.etsi.org/People/Commitee-Support-Staff
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

STN EN 319 412-4 V1.3.2: 2025 Urad pre normalizaciu, metroldgiu a skisobnictvo Slovenskej republiky

3 ETSI EN 319 412-4 V1.3.2 (2024-11)
Contents
INtellectual Property RIGNES.... ..ot b e e e en e ns 4
0] Yo (o ST 4
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 4
L gL [N o1 o] o ISR 5
1 o0 o< TP P URUP PRSPPSO 6
2 REFEIBINCES ...ttt a b b e sttt e £ e e et e e st e be e b e sE e benb et et e neenenneebeneen 6
21 NOIMBLIVE FEFEIENCES ... ecueeeereeeie ettt ettt et e e et et e st e besee et e s aeeseeae e e enteseeebesaeeaeeneensenseseesbesaeesesneeneensens 6
2.2 INFOrMELIVE FEFEIENCES.......eeeie ittt ettt bbb bt e e e se e b e s bt ebe et e s e eesnenbesae et e eneeneennen 7
3 Definition of terms, symbols, abbreviations and NOLALIONS............ccceeririrerenereeee e 7
31 LIS 0PTSRS 7
3.2 Y 1210 7
33 Y o] = V7= 10 SRR 7
34 NN 0] 7= o0 SRS 8
4 T T = o U= 001 1 TS 8
4.1 GENENiC ProfilE FEQUITEIMENES. ... eiieiie et e ettt e e e e e esre e s teesaeeateaaeeese e st e enteenaesseesseessennseeneesneesnes 8
4.1.1 Certificates following DV CP, IVCP OF OV CP.......occuiiiecie et ses st teesteeaesaee et saeeaesnaesneesns 8
4.1.2 Certificates following EVCP OF QEV CP-W.......cccoviiieiiiiiseesteeeeiesaeseeseesteesassassseessaesseaseesasssssssesssesssens 8
4.1.3 Certificates following NCP Or QNCP-W=gEN........cccciieiireierieseeseesesieseeseeseesaeesaeseesseesseesseessesseesseessesssens 8
4.1.4 CertificateS fOllOWING QNCP-W.......cciiiiieiie ettt ae e e e e e steseesseesreesseenseenseeneenseesseenses 9
4.2 EU Qualified Certificate statements for EU Qualified CertifiCates.........covvvmiieiieninie e 9
4.3 Certificate policies for EU Qualified CertifiCates .........oouiiiiiriieiie ettt 9
Annex A (informative): ChangE NISLONY ..o 10
L TS 0 YT U PP TSRS TRURURORPN 11

ETSI



STN EN 319 412-4 V1.3.2: 2025 Urad pre normalizaciu, metroldgiu a skisobnictvo Slovenskej republiky

4 ETSI EN 319 412-4 V1.3.2 (2024-11)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and Trust
Infrastructures (ESI).

The present document is part 4 of multi-part deliverable covering the Certificates Profiles. Full details of the entire
series can be found in part 1 [i.5].

National transposition dates

Date of adoption of this EN: 19 November 2024
Date of latest announcement of this EN (doa): 28 February 2025
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 31 August 2025
Date of withdrawal of any conflicting National Standard (dow): 31 August 2025

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI
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Introduction

ITU and 1SO issued standards for certification of public keys in Recommendation ITU X.509 | ISO/IEC 9594-8 [i.4]
which are used for the security of communications and data for a wide range of electronic applications.

Regulation (EU) No 910/2014 [i.3] of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactionsin the internal market and repealing

Directive 1999/93/EC [i.2] defines requirements on specific types of certificates named "qualified certificates".
Implementation of the Directive 1999/93/EC [i.2] and deployment of certificate infrastructures throughout Europe as
well asin countries outside of Europe, have resulted in avariety of certificate implementations for use in public and
closed environments, where some are declared as qualified certificates while others are not.

The CA/Browser Forum released the Extended Validation Certificate Guidelines [3] and the Baseline Requirements for
the issuance and management of publicly trusted TLS/SSL certificates [2] to mitigate website spoofing attacks.

The present document aims to maximize the interoperability of systemsissuing and using certificates both in the
European context under the Regulation (EU) No 910/2014 [i.3] and in the wider international environment, also by
meeting requirements from CA Browser Forum.

ETSI
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1 Scope

The present document specifies a certificate profile for web site certificates that are accessed by the TLS protocol [i.1].

The profile defined in the present document builds on the CA/Browser Forum Baseline requirements [2], Extended
validation guidelines [3] and other parts of the present multi-part deliverable.

The present document focuses on requirements on certificate content. Requirements on decoding and processing rules
are limited to aspects required to process certificate content defined in the present document. Further processing
requirements are only specified for cases where it adds information that is necessary for the sake of interoperahility.

This profile can be used for legal and natural persons. For certificates issued to legal persons, the profile builds on the
CAB Forum EV Profile [3] or baseline requirements [2]. For certificates issued to natural persons, the profile builds
only on CAB Forum baseline requirements [2].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 412-5: "Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 5:
QCStatements'.

[2] CA/Browser Forum: "Baseline Reguirements for the I ssuance and Management of Publicly-
Trusted Certificates".

[3] CA/Browser Forum: "Guidelines for The Issuance and Management of Extended Validation
Certificates'.

[4] ETSI EN 319 412-2: "Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 2:

Certificate profile for certificates issued to natural persons’.

[5] ETSI EN 319 412-3: "Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 3:
Certificate profile for certificates issued to legal persons’.

[6] ETS| EN 319 411-1: "Electronic Signatures and Infrastructures (ESI); Policy and security
reguirements for Trust Service Providersissuing certificates, Part 1: General requirements’.

[7] ETSI EN 319 411-2: "Electronic Signatures and Infrastructures (ESI); Policy and security
reguirements for Trust Service Providersissuing certificates, Part 2: Requirements for trust service
providersissuing EU qualified certificates'.

El Void.

[9] CA/Browser Forum: "Baseline Requirements for the I ssuance and Management of
Publicly-Trusted Certificates'.

NOTE: Theversion for reference [9] isrequired in WEB-4.1.3-4 to be asreferenced in ETSI EN 319 411-1 for
[WEB] requirements.

ETSI
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Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]
[i.2]

[i.3]

[i.4]

[i.5]

IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a

Community framework for electronic signatures.

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on

electronic identification and trust services for e ectronic transactionsin the internal market and
repealing Directive 1999/93/EC.

Recommendation ITU-T X.509 | ISO/IEC 9594-8: "Information technology - Open Systems
Interconnection - The Directory: Public-key and attribute certificate frameworks".

ETSI EN 319 412-1: "Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 1.
Overview and common data structures’.

koniecnahladu - textdalej pokracuje vplatenejverzii STN
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