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Anotácia 

Tento dokument špecifikuje komponenty bezpečnosti a ochrany osobných údajov, SLO a SQO pre 
dohody o úrovni cloudových služieb (cloud SLA) vrátane požiadaviek a návodov. 

Tento dokument je určený v prospech a na použitie poskytovateľom služieb cloud computingu aj 
zákazníkom služieb cloud computingu. 

Tento dokument môže použiť každá organizácia alebo jednotlivec zapojený do vytvárania, úpravy 
alebo porozumenia dohody o úrovni cloudových služieb, ktorá je v súlade s normou ISO/IEC 19086 
(všetky časti). Dohoda o úrovni poskytovania cloudových služieb zohľadňuje kľúčové charakteristiky 
cloudovej služby a jej cieľom je uľahčiť spoločné porozumenie medzi poskytovateľmi cloudových 
služieb (CSP) a zákazníkmi cloudových služieb (CSC). 

Tento dokument vychádza zo základných pojmov a definícií opísaných v norme ISO/IEC 19086-1. 
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Obrázky a matematické výrazy v tejto STN sú prevzaté z elektronických podkladov dodaných z ISO/IEC, 
© 2019 ISO/IEC, ref. č. ISO/IEC 19086-4: 2019 E. 
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that 
are members of ISO or IEC participate in the development of International Standards through 
technical committees established by the respective organization to deal with particular fields of 
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other 
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also 
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for 
the different types of document should be noted. This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www .iso .org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject 
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent 
rights. Details of any patent rights identified during the development of the document will be in the 
Introduction and/or on the ISO list of patent declarations received (see www .iso .org/patents) or the IEC 
list of patent declarations received (see http: //patents .iec .ch). 

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www .iso 
.org/iso/foreword .html. 

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 27, IT Security techniques.

A list of all parts in the ISO/IEC 19086 series can be found in the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www .iso .org/members .html.
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Introduction

This document can be used by any organization or individual involved in the creation, modification 
or understanding of a cloud service level agreement which conforms to ISO/IEC 19086 (all parts). 
The cloud SLA accounts for the key characteristics of a cloud service and aims to facilitate a common 
understanding between cloud service providers (CSPs) and cloud service customers (CSCs).

This document builds on the foundational concepts and definitions described by ISO/IEC 19086-1.

Figure 1 — Relationship of parts of ISO/IEC 19086 (all parts) and other cloud computing 
standards

Figure 1 presents an overview of the content of the ISO/IEC 19086 series and the relationships between 
the parts of ISO/IEC 19086 and other key International Standards relating to cloud computing.
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Cloud computing — Service level agreement (SLA) 
framework —

Part 4: 
Components of security and of protection of PII

1 Scope

This document specifies security and protection of personally identifiable information components, 
SLOs and SQOs for cloud service level agreements (cloud SLA) including requirements and guidance.

This document is for the benefit and use of both CSPs and CSCs.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 17788, Information technology — Cloud computing — Overview and vocabulary

ISO/IEC 19086-1, Information technology — Cloud computing—Service level agreement (SLA) 
framework — Part 1: Overview and concepts

ISO/IEC 27017, Information technology — Security techniques — Code of practice for information security 
controls based on ISO/IEC 27002 for cloud services

ISO/IEC 27018, Information technology — Security techniques — Code of practice for protection of 
personally identifiable information (PII) in public clouds acting as PII processors

ISO/IEC 29100, Information technology — Security techniques — Privacy framework

INTERNATIONAL STANDARD ISO/IEC 19086-4:2019(E)
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