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Anotacia
Tento dokument:

— rozSiruje existujuci slovnik a referenénud architektiru cloud computingu v ISO/IEC 17788
a ISO/IEC 17789 s cielom opisat’ ekosystém, ktory zahfiia zariadenia vyuzivajice cloudové
sluzby;

— opisuje rozne typy udajov prudiacich v rdmci zariadeni a ekosystému cloud computingu;

— opisuje vplyv pripojenych zariadeni na udaje, ktoré prudia v ramci ekosystému cloud com-
putingu;

— opisuje toky tidajov medzi cloudovymi sluzbami, zakaznikmi cloudovych sluzieb a pouZziva-
tel'mi cloudovych sluZieb;

— poskytuje zakladné pojmy vratane taxonémie ddajov; a

— identifikuje kategorie tidajov, ktoré prudia cez zariadenia zadkaznikov cloudovych sluZzieb
a cloudové sluzby.

Tento dokument sa vztahuje predovsetkym na poskytovatel'ov cloudovych sluzieb, zakaznikov clou-
dovych sluzieb a pouzivatel'ov cloudovych sluZzieb, ale aj na vSetky osoby alebo organizacie, ktoré sa
zaoberaju pravnymi, politickymi, technickymi alebo inymi désledkami tokov tidajov medzi zariade-
niami a cloudovymi sluzbami.

Tento dokument obsahuje opis ekosystému zariadeni a cloudovych sluzieb a suvisiacich tokov uda-
jov medzi cloudovymi sluzbami, zakaznikmi cloudovych sluzieb, pouZivatelmi cloudovych sluzieb
a ich zariadeniami.

V tomto dokumente sa navrhuje schéma Struktiry vyhlaseni o pouZivani tdajov, ktord méZu posky-
tovatelia cloudovych sluzieb pouZit na pomoc zdkaznikom cloudovych sluzieb pri pochopeni a ochra-
ne sukromia a dovernosti ich tidajov a idajov ich pouZivatel'ov prostrednictvom zvysSenej transpa-
rentnosti politik a postupov.

Tento dokument moZno pouzit viacerymi spésobmi, okrem iného:

a) poskytovatelmi cloudovych sluzieb a vyvojarmi aplikacii ako pomdcka pri opise toho, ¢o
maju v imysle robit s idajmi vo svojich navrhoch, aby sa zjednodusilo posudzovanie
ochrany sikromia a pouzivania idajov a aby sa tieto informacie oznamili netechnickym od-
deleniam, ako st interné timy pre dodrZiavanie predpisov, marketing a pravo;

b) organizaciami, ktoré vypracuvaju vyhlasenia o pouzivani idajov ako sucast navrhov zmluv
o cloudovych sluzbach a zmluv o aplikaciach, vyhlaseni o ochrane osobnych udajov atd’.
a ktoré by sa okrem verejnych alebo pravnych dokumentov mohli vztahovat aj na interné
dokumenty organizacie;

¢) zo strany vladnych regula¢nych organov a agentur, aby poskytli poradenstvo o vhodnych
spbdsoboch opisu toku a pouzivania udajov;

d) subjektmi, ktoré pripravuju informacie o toku a pouzivani idajov na komunikaciu s mé-
diami a verejnostou.

Tento dokument nemozno pouzit priamo na zabezpecenie siladu. Namiesto toho poskytuje stibor po-
jmov a definicii vratane taxondémie idajov a Struktiry vykazov o pouZzivani idajov, ktoré mozno pouzit
na zabezpecCenie transparentnosti pouzivania idajov v ekosystéme zariadeni a cloudovych sluzieb.

Cielom tohto dokumentu je tiez zlepsit pochopenie tokov idajov, ktoré sa uskutoc¢nuju v ekosystéme
pozostavajucom zo zariadeni pristupujtcich ku cloudovym sluzbam. Robi to prostrednictvom rozsi-
renej referencnej architektiry cloud computingu (CCRA) (zaloZenej na architektire opisanej v nor-
me [SO/IEC 17789), ktora opisuje vplyv zariadeni na ekosystémy cloudovych sluzieb a vplyv cloudo-
vych sluzieb na zariadenia. Opisuje aj datové toky, ktoré sa uskutocniujui v ramci rozsirenej refe-
rencnej architektury.

II Urad pre normalizaciu, metrolégiu a ski$obnictvo Slovenskej republiky
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Na udrzanie vztahu dévery medzi zainteresovanymi stranami ekosystému zariadeni a cloudovych
sluzieb a tieZ na splnenie poziadaviek zakonov a predpisov je potrebné, aby poskytovatelia platfo-
riem zariadeni a poskytovatelia cloudovych sluzieb transparentne informovali o tom, ako vyuZzivaja
rozne typy udajov, ktoré prudia v ramci ekosystému.

Osobitne je potrebné poskytnut koncovym pouZzivatel'om jednoduché a jasné vyhlasenia o tom, ¢o sa
robi s idajmi, ktoré sa ich tykajd. Tieto tidaje mo6zu byt osobnymi udajmi (PII) a m6zZu byt citlivé,
inymi slovami, moZe ist o otazku ochrany osobnych tidajov. Zakaznici cloudovych sluzieb sa pravde-
podobne budud zaujimat o to, ako sa ich Uidaje pouzivajy, a to aj v pripade, Ze zakaznikom je skér
organizacia neZ jednotlivec. Zakaznik cloudovej sluzby mézZe byt prevadzkovatel'om tdajov, ktory
ma osobné udaje o svojich zamestnancoch alebo svojich zakaznikoch; v takejto ilohe ma zakaznik
cloudovej sluzby povinnosti tykajtce sa spractvania tychto tidajov.

S cielom pomoct poskytovatel'om cloudovych sluZieb a poskytovatel'om platforiem zariadeni pri
transparentnosti ich pouzivania ddajov sa v tomto dokumente vymedzuje jednoduchy jazyk na vy-
davanie vyhlaseni o pouZzivani idajov, ktory sa moZe pouzit na vytvorenie jasného oznamenia kon-
covym pouZivatelom a inym zainteresovanym stranam.

Tato verzia normy ISO/IEC 19944 obsahuje d’al$i material, ktory sa zaobera najméa organiza¢nymi
udajmi a potrebou zaobchadzat' s niektorymi organiza¢nymi iidajmi osobitnym sp6sobom s cielom
zabezpecit dovernost, integritu atd’.

Na pomoc pri tom sa zavadza novy koncept aspektov udajov a aspekty ddajov sa pouzivaju na rozsi-
renie vyjadrovacich moznosti vyhlaseni o pouziti idajov vratane pridania konceptu, ktoré osoby
alebo organizacie maju nad idajmi kontrolu.

Zavadzaju sa nové kategdrie pouzitia idajov vratane niektorych, ktoré sa tykaji novsich sposobov
pouzitia idajov spojenych so systémami umelej inteligencie.

Narodny predhovor

Obrazky a matematické vyrazy v tejto STN su prevzaté z elektronickych podkladov dodanych z ISO/IEC,
© 2020 ISO/IEC, ref. ¢. ISO/IEC 19944-1: 2020 E.
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the [EC
list of patent declarations received (see https://patents.iec.c).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see
www.iso.org/iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information Technology,
Subcommittee SC 38, Cloud Computing and Distributed Platforms.

This first edition of ISO/IEC 19944-1, along with ISO/IEC 19944-21) cancels and replaces
ISO/IEC 19944:2017, which has been technically revised.

The main changes compared to the previous edition are as follows:

— provides additional material which principally deals with organizational data and the need to treat
some organizational data in particular ways in order to ensure confidentiality, integrity and so on,

— the new concept of data facets is introduced and data facets are used to extend the expressiveness
of data use statements, including adding the concept of which individuals or organizations have
control over data,

— the new data use categories are introduced, including some that address the newer uses of data
associated with artificial intelligence systems.

Alist of all parts in the ISO/IEC 19944 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

1) Under preparation. Stage at the time of publication: ISO/IEC PWI 19944-2:2020.
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Introduction

This document provides a description of the ecosystem of devices and cloud services and the related
flows of data between cloud services, cloud service customers, cloud service users and their devices.
These are necessary to provide guidance about how data are used on the devices in the context of the
cloud computing ecosystem and the associated location and identity issues that emerge from such use.

This document proposes a scheme for the structure of data use statements that can be used by cloud
service providers to help cloud service customers understand and protect the privacy and confidentiality
of their data and their users’ data through increased transparency of policies and practices.

This document may be used in several ways including, but not limited to:

a) by cloud service providers and application developers to guide them in describing what they intend to
do with data in their designs, so as to simplify privacy and data use reviews and to communicate this
information to non-technical departments such as internal compliance, marketing and legal teams;

b) by organisations drawing up data use statements as part of drafting cloud service agreements
and application contracts, privacy statements, etc., which could apply to documents internal to an
organisation, in addition to public or legal documents;

c) by government regulators and agencies to advise on suitable ways of describing data flow and use;

d) by those preparing information on data flow and data use for communication to the press and
the public.

This document cannot be used for compliance directly. Instead, it provides a set of concepts and
definitions, including a data taxonomy and data use statement structure, that can be used for
transparency about how data are used in an ecosystem of devices and cloud services.

This document also aims to improve the understanding of the data flows that take place in an ecosystem
consisting of devices accessing cloud services. It does this through an extended cloud computing
reference architecture (CCRA) (based on the architecture described in ISO/IEC 17789) that describes
the impact of devices on cloud service ecosystems and the impact of cloud services on devices. It also
describes the data flows that take place within the extended reference architecture.

To maintain a relationship of trust between the stakeholders of the ecosystem of devices and cloud
services and also to meet the demands of laws and regulations, it is necessary for the device platform
providers and the cloud service providers to be transparent about how they make use of the various
data types that flow within the ecosystem.

There is a particular need to provide simple and clear statements to end users about what is done
with data that relates to them. The data may be personally identifiable information (PII) and may be
sensitive, in other words, this can be a privacy issue. Cloud service customers are likely to be concerned
about how their data are used, even when the customer is an organization rather than an individual.
The cloud service customer may be a data controller, holding personal data about their employees or
their customers; in such a role, the cloud service customer has obligations relating to the processing of
that data.

To assist cloud service providers and device platform providers in being transparent about their use of
data, this document defines a simple language for making statements about data use, which can be used
to create clear notification to end users and other interested parties.

This version of ISO/IEC 19944 contains additional material which principally deals with organizational
data and the need to treat some organizational data in particular ways in order to ensure confidentiality,
integrity and so on.

To assist with this, the new concept of data facets is introduced and data facets are used to extend
the expressiveness of data use statements, including adding the concept of which individuals or
organizations have control over data.

© ISO/IEC 2020 - All rights reserved vii
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New data use categories are introduced, including some that address the newer uses of data associated
with artificial intelligence systems.
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Cloud computing and distributed platforms — Data flow,
data categories and data use —

Part 1:
Fundamentals

1 Scope
This document

— extends the existing cloud computing vocabulary and reference architecture in ISO/IEC 17788 and
ISO/IEC 17789 to describe an ecosystem involving devices using cloud services,

— describes the various types of data flowing within the devices and cloud computing ecosystem,

— describes the impact of connected devices on the data that flow within the cloud computing
ecosystem,

— describes flows of data between cloud services, cloud service customers and cloud service users,
— provides foundational concepts, including a data taxonomy, and

— identifies the categories of data that flow across the cloud service customer devices and cloud
services.

This document is applicable primarily to cloud service providers, cloud service customers and cloud
service users, but also to any person or organisation involved in legal, policy, technical or other
implications of data flows between devices and cloud services.

2 Normative references
The following documents are referred to in the text in such a way that some or all of their content

constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 17788:2014, Information technology — Cloud computing — Overview and vocabulary
ISO/IEC 17789:2014, Information technology — Cloud computing — Reference architecture

koniecnahladu -textdalejpokracuje vplatenejverzii STN
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