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Anotacia

Tento dokument poskytuje usmernenia o spdsoboch, akymi mo6ze organizacia planovat, pripravovat
a implementovat elektronické zistovanie z hl'adiska technolégii aj procesov. Tento dokument posky-
tuje usmernenia o proaktivnych opatreniach, ktoré mézu pomoct zabezpecit efektivne a primerané
elektronické zistovanie a procesy.

Tento dokument je relevantny pre technicky aj netechnicky personal zapojeny do niektorych alebo
vSetkych ¢innosti elektronického zistovania.

Elektronické zistovanie mo6Ze vystavit' organizacie a ich zainteresované strany v ramci tychto orga-
nizacii aj mimo nich kolektivnym a individualnym rizikdm vratane pravnych, finan¢nych a etickych
rizik.

Tento dokument je potrebné c¢itat v suvislosti s normami ISO/IEC 27050-1, ISO/IEC 27050-2
aISO/IEC 27050-3.

Elektronické zistovanie Casto sluzi ako hnacia sila vySetrovani, ako aj Cinnosti ziskavania a spracu-
vania dokazov (uvedenych v norme ISO/IEC 27037). Okrem toho citlivost' a kritickost' elektronicky
uloZenych informacii (ESI) niekedy vyZadujui ochranu, ako je zabezpecenie tloZiska, aby sa zabranilo
poruseniu bezpecnosti idajov (uvedené v norme ISO/IEC 27040).

Narodny predhovor

Obrazky a matematické vyrazy v tejto STN su prevzaté z elektronickych podkladov dodanych z ISO/IEC,
© 2021 ISO/IEC, ref. ¢. ISO/IEC 27050-4: 2021 E.

Normativne referen¢né dokumenty

Na nasledujice dokumenty sa odkazuje v texte takym sp6sobom, Ze ¢ast ich obsahu alebo cely obsah
predstavuje poZiadavky tohto dokumentu. Pri datovanych odkazoch sa pouZziva len citované vydanie.
Pri nedatovanych odkazoch sa pouziva najnovsie vydanie citovaného dokumentu (vratane akychkol-
vek zmien).

POZNAMKA 1. - Ak bola medzinarodna publikicia zmenena spoloénymi modifikaciami, ¢o je indikované ozna¢enim
(mod), pouzije sa prislusna EN/HD.

POZNAMKA 2. - Aktualne informécie o platnych a zrusenych STN mozno ziskat na webovej stranke www.unms.sk.

ISO/IEC 22123-1 prijata ako STN ISO/IEC 22123-1 Informaé¢né technolégie. Cloud computing. Cast’ 1:
Slovnik (97 4176)

ISO/IEC 27000 prijata ako STN EN ISO/IEC 27000 Informacné technolégie. Bezpecnostné metody.
Systémy riadenia informacnej bezpecnosti. Prehl'ad a slovnik (ISO/IEC 27000) (97 4170)

ISO/IEC 27050-1: 2019 prijata ako STN ISO/IEC 27050-1: 2022 Informacné technolégie. Elektro-
nické zistovanie. Cast’ 1: Prehl'ad a koncepty (97 4145)

Vypracovanie

Spracovatel’: Urad pre normalizaciu, metrolégiu a skiiobnictvo SR, Bratislava

Technicka komisia: TK 37 Informacné technolégie

II Urad pre normalizaciu, metrolégiu a ski$obnictvo Slovenskej republiky


http://www.unms.sk/

STN ISO/IEC 27050-4: 2025

ISO/IEC 27050-4:2021(E)

Contents Page
FOT@WOT .........oocccc e85 55858555555855 8 5555 \%
I OUQUICION.......coc st vi
1 S0P ... 1
2 NOTTNATIVE TEECI@INICES .........oocco e 1
3 Terms and AeFIMITIOIIS ... 1
4 Symbols and abbreviated terms 2
5 Electronic discoOVery BaCKGIOUIIA. ... 2
6 TECHNICAL TEAMIMESS .........ooocc e 4
7 Readiness for electronic discovery

7.1 ESI identification.......
7.1.1 General...............

7.1.2  ESllandscape...
71,3 DAL TGP i
7.1.4  Data ClasSifiCatioN ...
7.1.5  Proactive ESI identification
7.2 B ST PIr@SEIVATION. ..oooo b
7201 GOIIETAL oo
7.2.2  Assessing preservation needs
7.2.3  Preservation obligations..................
7.24  Hold/preServation NOTICES . ... e
7.2.5  Proactive ESI PreSerVation ... seeeseses e e
7.3 ESI collection
7.3 1 GOIIETAL oo

7.3.2  Methods Of EST COI@CTION ........ooooooeeeeeeeeeeeeeeeee oo
7.3.3  Proactive ESI collection..........cccccoocc.

7.4 ESI ProCeSsSING........cccooieriiieeisieiessieees e
7.4.1  General
7.4.2  Tools for ESI processing

7.4.3  Reduction of EST ...
7.4.4  Proactive EST PrOCESSITIG ... ..ottt

7.5 L) B =4 13
7.5.1  General....eeesieeeesssee

7.5.2  Technology-assisted review
7.5.3  Proactive ESI review

7.6 ESI analysis.......co
7.6.1  General....e
7.6.2  Tools and tasks for EST analySis ... 9
7.6.3  Proactive EST @nalySiS ... 10
7.7 ESI production
7. 7.1 GEIIETAL oo
7.7.2  PrOQUCING PATTIES ..o
7.7.3  Receiving parties...............

7.7.4  Proactive ESI production

8 Additional CONSIAETATIONS ..........cccoooee ettt
8.1 [0T<) 4 1<) = OO
8.2 Privacy and data PrOT@CTION ...t
8.3 Long-term retention of ESL........cccoinn
8.3.1 Retention and preservation
8.3.2  General data retention ...
8.3.3  ArChiVe..c s
8.4 DeSTIUCEION OF EST ..o s

© ISO/IEC 2021 - All rights reserved iii



STN ISO/IEC 27050-4: 2025

ISO/IEC 27050-4:2021(E)

8.5 Business continuity management
9 Electronic discovery cross-Cutting aSPeCES ... oo 16
9.1 GBIIETAL ..
9.2 Planning
9.2.1  Configuration and PreParation. ... 16
9.2.2  Budgeting and COST CONETIOL ...
9.2.3  Monitoring and reassessment
9.2.4  End of project considerations.......
9.3 Documentation
9.4 EXPEItiSe. ..o
9.4.1 Support and maintenance...
9.4.2  ASSEMDIING the TEAIMN ...
9.4.3  Competency and TraiNiIg . ...
9.4.4  Stakeholder engagement.....
9.5 Use of technology ...
9.5.1 Platform selection/system architecture....
9.5.2  Retiral or migration Of SYSEEIMS ...
Annex A (informative) ESI storage qUeStIONINAITE ................ceseeees e 21
BIDLIOGTAPIY ... 29

© ISO/IEC 2021 - All rights reserved



STN ISO/IEC 27050-4: 2025

ISO/IEC 27050-4:2021(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Alist of all parts in the ISO/IEC 27050 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

© ISO/IEC 2021 - All rights reserved v
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Introduction

Electronic discovery can expose organizations and their stakeholders within and outside those
organizations to collective and individual risks, including legal, financial and ethical.

This document is to be read in relation to ISO/IEC 27050-1, ISO/IEC 27050-2, and ISO/IEC 27050-3.

Electronic discovery often serves as a driver for investigations as well as evidence acquisition
and handling activities (covered in ISO/IEC 27037). In addition, the sensitivity and criticality of the
electronically stored information (ESI) sometime necessitate protections like storage security to guard
against data breaches (covered in ISO/IEC 27040).

vi © ISO/IEC 2021 - All rights reserved
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Information technology — Electronic discovery —

Part 4:
Technical readiness

1 Scope

This document provides guidance on the ways an organization can plan and prepare for, and implement,
electronic discovery from the perspective of both technology and processes. This document provides
guidance on proactive measures that can help enable effective and appropriate electronic discovery
and processes.

This document is relevant to both non-technical and technical personnel involved in some or all of the
electronic discovery activities.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 22123-1, Information technology — Cloud computing — Vocabulary

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IEC 27050-1:2019, Information technology — Electronic discovery — Part 1: Overview and concepts

koniecnahladu - text dalej pokracuje v platenejverzii STN

© ISO/IEC 2021 - All rights reserved 1
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