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Anotacia

Toto Stvrté vydanie rusi a nahradza tretie vydanie (ISO/IEC 24759: 2017), ktoré bolo technicky re-
vidované.

Hlavné zmeny st nasledovné:
— bola doplnena nova terminolégia;
— AS, VE a TE boli aktualizované v stlade s ISO/IEC 19790: 2025; a
— VE aTE boli opravené alebo aktualizované s cielom zlepsit' efektivnost.

V oblasti informacnych technoldgii existuje neustale rastica potreba pouZzivat kryptografické me-
chanizmy, napriklad na ochranu idajov pred neopravnenym spristupnenim alebo manipulaciou, na
autentifikaciu entit a na zabezpecenie nepopieratelnosti. Bezpecnost a spol'ahlivost takychto me-
chanizmov priamo zavisi od kryptografickych modulov, v ktorych st implementované.

Norma ISO/IEC 19790 stanovuje Styri vzostupné, kvalitativne drovne bezpecnostnych poziadaviek
urcené na pokrytie Sirokého rozsahu potenciadlnych aplikacii a prostredi. Kryptografické techniky su
totozné pre vsetky Styri bezpecnostné urovne definované v tomto dokumente. Bezpe¢nostné poZia-
davky pokryvaju oblasti tykajice sa ndvrhu a implementacie kryptografického modulu. Tieto oblasti
zahfnaju:

Specifikaciu kryptografického modulu;

rozhrania kryptografického modulu;

— roly, sluzby a autentifikaciu;

— bezpecnost softvéru/firmvéru;

— prevadzkové prostredie;

— fyzickl bezpecnost;

— neinvazivnu bezpecnost;

— spravu citlivych bezpecnostnych parametrov;
— samocinné testy;

— zabezpecenie Zivotného cyklu; a

zmiernovanie inych utokov.

Tento dokument Specifikuje skiiSobné poziadavky pre kryptografické moduly zhodné s ISO/IEC 19790:
2025.

Tento dokument Specifikuje metddy, ktoré maju pouZzivat' skiSobné laboratoéria na overenie, ¢i kryp-
tograficky modul spitia poZiadavky stanovené v ISO/IEC 19790: 2025. Metédy boli vypracované tak,
aby pocas skusobného procesu poskytovali vysoky stupenl objektivity a aby zabezpecili konzisten-
tnost medzi skiSobnymi laboratdriami.

Tento dokument tiez Specifikuje informacie, ktoré st dodavatelia povinni poskytnut skiSobnym la-
boratériam ako podporné dokazy na preukazanie zhody ich kryptografickych modulov s poziadav-
kami stanovenymi v ISO/IEC 19790: 2025.

Dodavatelia mbZu tento dokument pouZit’ aj na overenie, ¢i ich kryptografické moduly spiiiajii poZia-
davky stanovené v ISO/IEC 19790: 2025 eSte pred podanim ziadosti o skiiSanie v skiSobnom labora-
toriu.

II Urad pre normalizaciu, metrolégiu a ski$obnictvo Slovenskej republiky
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Narodny predhovor

Obrazky a matematické vyrazy v tejto STN su prevzaté z elektronickych podkladov dodanych z ISO/IEC,
© 2025 ISO/IEC, ref. ¢. ISO/IEC 24759: 2025 E.

Normativne referen¢né dokumenty

Na nasledujice dokumenty sa odkazuje v texte takym sposobom, Ze ¢ast ich obsahu alebo cely obsah
predstavuje poziadavky tohto dokumentu. Pri datovanych odkazoch sa pouziva len citované vydanie.
Pri nedatovanych odkazoch sa pouZiva najnovsie vydanie citovaného dokumentu (vratane akychkol™-
vek zmien).

POZNAMKA 1. - Ak bola medzinarodna publikacia zmenena spolo¢nymi modifikdciami, ¢o je indikované oznaéenim
(mod), pouzije sa prislusna EN/HD.

POZNAMKA 2. - Aktualne informécie o platnych a zru$enych STN mozno ziskat na webovej stranke www.unms.sk.

ISO/IEC 19790: 2025 dosial neprijata

ISO/IEC 20085-1 prijata ako STN ISO 20085-1 IT bezpecnostné metddy. PoZiadavky na testovacie
nastroje a metddy kalibracie testovacich nastrojov na pouzitie pri testovani neinvazivnych technik
zmiernovania utokov v kryptografickych moduloch. Cast 1: Testovacie nastroje a metody (97 4106)

ISO/IEC 20085-2 prijata ako STN ISO/IEC 20085-2 IT bezpecnostné metddy. PoZiadavky na testova-
cie nastroje a metdédy kalibracie testovacich nastrojov na pouZitie pri testovani neinvazivnych tech-
nik zmierfiovania utokov v kryptografickych moduloch. Cast' 2: SkiSobné kalibra¢né metddy a pri-
stroje (97 4106)

ISO/IEC 20543 dosial neprijata
Vypracovanie

Spracovatel’: Urad pre normalizaciu, metrolégiu a skiiSobnictvo SR, Bratislava

Technicka komisia: TK 37 Informacné technoldgie

Urad pre normalizaciu, metrolégiu a skii$obnictvo Slovenskej republiky II1
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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/
[EC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

ISO and IEC draw attention to the possibility that the implementation of this document may involve the
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had not
received notice of (a) patent(s) which may be required to implement this document. However, implementers
are cautioned that this may not represent the latest information, which may be obtained from the patent
database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be held
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword.html.
In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

This fourth edition cancels and replaces the third edition (ISO/IEC 24759:2017), which has been technically
revised.

The main changes are as follows:

— new terminology has been added;

— ASs, VEs and TEs have been updated according to ISO/IEC 19790:2025; and
— VEs and TEs have been corrected or updated to improve efficiency.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.

© ISO/IEC 2025 - All rights reserved
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Introduction

In information technology there is an ever-increasing need to use cryptographic mechanisms, such as for the
protection of data against unauthorized disclosure or manipulation, for entity authentication, and for non-
repudiation. The security and reliability of such mechanisms are directly dependent on the cryptographic
modules in which they are implemented.

ISO/IEC 19790 provides four increasing, qualitative levels of security requirements intended to cover a wide
range of potential applications and environments. The cryptographic techniques are identical over the four
security levels defined in this document. The security requirements cover areas relative to the design and
implementation of a cryptographic module. These areas include:

— cryptographic module specification;
— cryptographic module interfaces;

— roles, services and authentication;
— software/firmware security;

— operational environment;

— physical security;

— non-invasive security;

— sensitive security parameter management;
— self-tests;

— life-cycle assurance; and

— mitigation of other attacks.

This document specifies the test requirements for cryptographic modules conforming to ISO/IEC 19790:2025.

© ISO/IEC 2025 - All rights reserved
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Information security, cybersecurity and privacy protection —
Test requirements for cryptographic modules

1 Scope

This document specifies the methods to be used by testing laboratories to test whether the cryptographic
module conforms to the requirements specified in ISO/IEC 19790:2025. The methods are developed to
provide a high degree of objectivity during the testing process and to ensure consistency across the testing
laboratories.

This document also specifies the information that vendors are required to provide testing laboratories as
supporting evidence to demonstrate their cryptographic modules’ conformity to the requirements specified
in ISO/IEC 19790:2025.

Vendors can also use this document to verify whether their cryptographic modules satisfy the requirements
specified in ISO/IEC 19790:2025 before applying to a testing laboratory for testing.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 19790:2025, Information security, cybersecurity and privacy protection — Security requirements for
cryptographic modules

ISO/IEC 20085-1, IT Security techniques — Test tool requirements and test tool calibration methods for use in
testing non-invasive attack mitigation techniques in cryptographic modules — Part 1: Test tools and techniques

ISO/IEC 20085-2, IT Security techniques — Test tool requirements and test tool calibration methods for use in
testing non-invasive attack mitigation techniques in cryptographic modules — Part 2: Test calibration methods
and apparatus

ISO/IEC 20543, Information technology — Security techniques — Test and analysis methods for random bit
generators within ISO/IEC 19790 and ISO/IEC 15408

koniecnahladu - textdalej pokracuje v platenejverzii STN
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